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I. M& dau
]

Ta diing thuat ngir an toan d€ ndi su bdo vé dir licu trong co s& dir licu chéng lai su truy nlmp,
sita doi ma khéng duge phép. Day 13 méi quan tam to 1én hién nay trong linh vuyc iy O day
chiing ta khong xem xét nhirng khia canh dao die va xi 101 cda van dé. Thay vao d. ching ta
s& xét mot bién phap bdo vé thong qua diéu khién truy nhap.

Diéu khién truy nhap dam bdo ring moi truy nhap tructiép téi doi twong phai hop phap. Khai
niém diéu khién truy nhap déng nhat véi khai niém quyén s& hiru (ownship) nghia 1 ngudi quan
tri hé thong c6 thé phan phoi va hdy cde quyén trén cac doi tuong cia ho. Trong hé théng bio

vé co 8¢ dir lieu cac doi twong duoc hiéu la cac file dir liéu va thanh phan cda ching.

Hiéu qua cia diéu khién truy nhap dua trén ba tien dé:

> Thir nhat 1a nhan hi€t chinh xdc ngudi xid dung, ¢6 mot $6 phuong phép gidi quyét yéu cau
nay: st dung mat khau (password) c6 thé 1a mot xau gdm ki tu va chir s6. D6 bdo mat cia
phuong phép nay thu thudc do dai cia xau va s ngau nhién cda swr xuat hién timg phan ti xau.
Phuong phép diing ham mét chiéu ¢6 tinh chat tén tai hdm nguwoc nhung thuat toan dé€ xac dinh
ham nguoc ¢6 do phire tap tinh toan cao. Hé théng bao vé dua ra mét s6 ngau nhién z, ngudai
xut dung dua vao gid tri y. Neéu y= f(z), f 13 ham mot chiéu cai dit trong hé thongthl ngudl xi

dung dugc phép vao lam viec.

- Thi hai 13 cac thong tin xéc dinh quyén truy nhap cda ngudi xit dungphai duge bao vé déi
véi nhimg thay doi khong dwoc phép.

- Thir ba la nhan biét chinh xac quyén xud' dung cda tirng ngudi duge phép vao lam viéc. Mo

hinh ma tran truy nhap cung cap cho ta mot khung nhin mé t4 diéu khién truy nhap. Mo hinh
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nay da duge Graham va Denning nghién ctru [5], sau dé duwgce Harrison, Ruzzo va Ullman phat
trién [6]. Mo hinh nay duge xay dung nhu sau:

Goi S 1a tap cac ngudi xur duné, goi F'la tap céc file; A 1a ma tran truy nhapma cac dong tuong
ing véi ngudi xi dung, cac cot tuong img véi cac file va Als, f] liet ké cdc quyén cda ngudi xu
dung s déi véi file f.

Quyén truy nhap d6i véi file ¢é thé bao gém: khong ¢6 quyén g‘i, quyén thuc hién (execute),

quyén doc (read), ghi (write) va ¢6 moi quyén (own).

Trong nhimg n&m gan day mot s6 tac gia da dé xuat cac phuong phap diéu khién ma tran truy
nhap dé hé thong nhan biét dugce cac quyén A[s, f] trong ma tran dé: phuong phap liét ké cac
kha ning (capability - list method), phuong phap liét ké truy nhap (access - list method) trong
[2]. Hai phuong phip nay doi hdi bo nhé 1ém dé luu trir cac quyén va ton thoi gian tim kiém d&
cap nhat thong tin. Dé khic phuc nhuge diém trén, bai bdo nay dé cap mét phuwong phap diéu
khién truy nhap ding khéa don cho hé théng bdo vé théng tin. Mdi ngudi xd dung dugce cap moét
khéa s6 nguyén, nho dé hé théng nhan biét cac quyén cia ho. Cau triic cda bai bdo nhu sau:

Phan 2 trinh bay so d6 diéu khién truy nhap dung khéa don. Phan 3 dé xuit mét 4p dungeda
phuong phap nay cho mé hinh co s&dir liu quan he. Phan 4 dua ra danh gia d6 phire tap thoi
gian cia khéa. Phan 5 dua ra khai niém khéa nhém d€ gidi quyét gid tri khéa bi tran. Phan 6 13

phan két luan.

2. So' dd diéu khién truy nhip diing khéa dan

Gia st hé théng bdo vé diéu khién quyén truy nhap cia m ngudi si dung ddi véi n file dir liéu.

Moi nguti st dung dqucﬂxé.c dinh b&i mét s6 nguyén duwong i, mbi file dugce xac dinh bdi mot
s6 nguyén duong j, méi phan ti a;; cia ma tran la s6 nguyén duong khong am c6 thé duge ma
nhu sau:

-a;; = 0 - khéng ¢6 quyén gi,

- a;; = 1 - quyen thychién (vi du in),
- a;; = 2 - quycen doc,

-a;; =3 - quyén ghi,

- a;; = 4 - ¢6 moi quyen.

Vi du mét ma tran truy nhap cho 4 ngudi si dung doi véi 5 file

User i flej=1 2 3 4 5
1 2 0 1 1 3
2 1 3 1 2 0
3 3 0 2 0 1
4 1 1 0 2 0"

Dinh Ii sau cho ta cau trd 1i cach tinh khéa K; cho mdi nguoi sut dung va cach tinh gia tri a;;.
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Dinh Iy 2.1 [1] Cho Amxn 14 mét ma tran diéu khién truy nhap, t 1a téng sé cdc quyén truy nhap
file, a;; 1a phan td (i,j) cia ma tran. Khi d6 tén tai mét-so nguyén K; goi la khda cda ngudi st

dung i sao cho
aij = [Ki/(t + 1" mod(t +1), 1 <i<m, 1<j<n. (1)

Khéa K; dugc tinh nhu sau:

L

Ki= a(t+1)1 2)
g=1
Tir 46 suy ra so d6 diéu khién truy nhap ding khéa don gidn nhu sau: Hé théng bao vé cap cho
ngirdi st dung ¢ mot khéa R;. Khi ngudi st dung néu yéu cau truy nhap ¢ téi file j, hé thong sé
tinh toan a;; tir dé chap nhan hay tir héi.
Vi du ta tinh khéa K cho ngudi st dung thir nhat trong ma tran trén

5
K, = Zaquq—l, K, = 2027.
g=1
Tuong tu ta tinh dwoe Ko = 201, K3 = 653, k4 = 256.
Ta tinh quyén truy nhap cia ngudi sit dung ¢é so hiéu 3 trén file ¢6 s6 hiéu 4 tic 13 tinh Asy
nhu sau

azs = [K3/(4 + 1) Jmod(4 + 1) = [653/5%] = 0',

3. Ap dung diéu khién truy nhap khéa dan cho mé hinh co s6 dir liéu quan hé

Gia st hé thong dieu khién quyén truy nhap cia m nguéi si dung trén n file dir liéu, méi file
oy truong. Phan nay ching toi dwa ra cach didu khién truy nhap cla ngudi st dung i doi véi
trudomg { cda file j.

Ta lap ma tran diéu khién truy nhap B = (bj»t), cac dong Uung vai cac ﬁié, cac ¢Otl tng vai cac
truomg, b}, cho biet quyén cda ngudi sit dung i trén file j doi v6i truong t. Cach ma bj-, 6 thé
giéng nhu véi a;j & trén dong thai ¢6 thé bS xung thém cac quyén siwa, xéa déi véi tirng trudmg
[

Dinh ly dwéi day ¢6 thé ding lam co s& cho viéc diéu khién truy nhip ma tran B = (b;'-,.

Dinh Iy 3.1 Cho (b;-,) la ma tran diéu khién truy nhap cia ngudi sit dung i trén file j déi véi
trudng t cila co sé dir liéu quan hé. trong d61<i<m, 1<j<n, 1<t <k. Goih latdng s6
quyén, bj-, la phan t (j,t) cia ma trdan. Khi dé tén tai s6 nguyén F]’ dugce goi 1a khda cia ngudi
st dung i trén file j sao cho

o

biy = (F}/(h + 1)'"YJmod(h + 1). | (3)

Trongdé1<i<m, 1<j<n, 1<t <k Nhu vay mdi ngudi si dung i muén truy nhap vao file
J thi phai dua khda FJ' va hé thong bdo vé sé chap nhan hay tir chéi yéu cau truy nhéap trudng t

cua ho.



Vé mét phrong phép diéu khién ... 25

Chitng minh. Ta d3t
. k .
Fj = b (h+1)1 (4)
t=1
khi dé FJ' dwge khai trién nhu sau
Fi= b; +8o(h+ 1)+ ..+ b (h+ 1)1
Ta xét
[F}/(h+ 1)~ mod(h + 1) =

Biy(h+ 1)t b (h+ )T 4 Biy + biepr (R + 1) + oo+ b5 (b + 1)¥~mod(h + 1).

Dit
C=b(h+ 1) + .+ b (h+1)7,

U=b(h+1)+ et by (h+ 1)F1.

Do h la téng s6 quyén truy nhap téi truong, ta cb

h > b,

v6il1<i<m, 1<j<n, 1<t<k.
Vivé,y

C<hf(h+ 1) +h/(h+1)"2+ . h/(h+1),C<L1~ ) R

1
(h+l .
Suy ra

M3t khéc
U= (h+1)(byy 4 birga(h+ 1)+ .+ b (+ 1)1

U=(h +11)M, véi M 13 mét s& nguyén nao dd.
T d6 ching ta cé
[F}/(h +1)""!]mod(h + 1) = [C + b}, + Ulmod(h + 1)
= [C + b}, + (h + 1)M]mod(h + 1) = b}, (dpcm).

Nhén xét: -Néu lam viéc trén may 32 bit thi khéa sé tran néu h=4 va k > 14. Thé;; viy, do

b}, < h véi moi j,t nén tir (4) ta c6
Fi<(h+1)*-1

- F}' 1 khéa nhd nhat biéu dién véc to dong thir j yi véc to dong duwge xem nhu bidu trong ca s&
h+1.
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4. DO phirc tap thoi gian tinh toan khéa

Ki hiéu T(X) la s6 phép nhan dé tinh X. Knuth [4] chimg minh ring T(a®) < 2[logsb].
Do '

k
Ff =) (h+1)'"! x b, .
t=1
nén

k
T(Fj) = D b5 T((h+ 1))

k
Y T(h+1)'71) 4 O(k)
t=1

< k.2[loga(k — 1)] + O(k)
< O(klogy k).

Dé ting d6 bdo mat cda khéa ta st dung phép bién d6i t trong 16p ham mét chiéu T' néu trén dé
ma khéa, do d6 ma tran truy nhap duoc bao vé.

D€ truy nhap file j, ta cap cho ngudi st dung i khéa Lj- = t[F]‘] trong dé Fj dugc chi ra & (2). -

Vi du ham mét chieu ¢ trong [2] nhu sau:

Ta chon p va ¢ la hai s nguyén t& ngau nhién lém, n = pq, e la s6 nguyén thu sc khodng
(1,n — 1), I = t[k;] = (ki)*modn, phép bién doi ngiroc duge tinh: k; = p(l;) = (l;)*modn, trong
dé ed = 1 mod phi(n), phi(n) 1a ham G- le, phi(n) = (p — 1)(g — 1). :

D¢ bao vé dir liéu, trude khi ghi vao co s& dir liéu ta st dung cac phép ma héa cé d6 bdo mat
cao. Goi L 1a ban rd, M 1a bdn ma, K,, la khéa bién bdn ré thanh bdn ma: M = K,,(R). Khi hé
théng bao vé cho phép doc thi hé théng sé gidi ma nh&s khéa gidi ma G, bién ban ma thanh ban
16: R = Gp(M). Céc khéa K, Gy ¢6 the dung ham mét chiéu néu trén d€ mi va giai ma dir
lieu.

5. Khai niém khéa nhém

DéE gidi quyét gid tri khda bi tran ta diung phuwong phap khéa nhém nhur sau:

Gia su Fj" c¢6 thé hidu dién véi gia tri cuc dai k = 14. DE hé thong didu khién trny nhap cac
file ¢6 s6 trudng k > 11 ta nhém 14 trudng thanh nhém con jl1, gid st k trudng nhém thanh g
nhém trudmg. Goi Sj; 13 s& trudomg cia nhém trudmg j1, trudng (j1,t) ki hiéu trudng thir ¢ cia
nhém jlvéi 1 < jl<g, 1<t < Sp, Yo, Spn=k.

Ki hiéu b%(j1,t) cho bi€t quyén cda ngudi st dung i d6i véi trudng (j1,¢) cda file j. Goi K
la gid tri khéa cia ngudi sit dung ¢ d6i v6i nhém trudng thir j1 cda file j. Khi dé khéa K_;:J-l va

quyén truy nhap b; (71,t) duoc tanh nhu sau

S51
=) BGLN(A+ 1)1
g=1
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b5(j1,t) = [K};1 /(h + 1)~ Ymod(h + 1)

6. Két ludn

Bai bao da dua ra phuong phap cai dit diéu khién truy nhap cho mé hinh bdo vé thong tin cac
file ddng thoi chi ra a4p dung cho mé hinh co s& dif liéu quan hé. ira ra bién ph’ap bao vé khéa va

dir liéu bing cach st dung ham mot chiéu va ma héa dir liéu. '
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Abstract
On a Method of Access Control in Database

A new access control sheme for information protection system is proposed. It assigns every
legal user just on interger key in such a way that employing a simple formula to the key of the
user subject and the ID number of the resuorce object yields the carresponding access right in the
protection system.

In the article also has given a concept of access control and grouped key. The described method

is applied to relational database for implementing a single key that achieves access control In it.



