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MOT SO PHUGNG PHAP DIE U KHIEN TRUY NHAP TRONG
HE THONG BAO VE THONG TIN CO SO DU LIEU

D3o Thi Hong Hanh

B& gigo duc va Dao tao
|. Dat van dé

Diéu khién truy nhap gbm hai van dé:

1. Hé thong bad vé thong tin (HTBVTT) xéac nhan chinh x4c ngudi duge quyén
tham nhap vao hé théng.

2. HTBVTT xdc nhan dugc quyén cua ngudi sit dung trén céc file hé théng quan
ly.

Bai bao nay trinh bay mot phuong phép xac nhan ngudi st dung bang chir ky s6
dya vao khod cong khai. Hé thong khéng can hru trir password cud ngudi st dung
nham dam bad sy an toan cud hé thdng dugc cao. Déng thai dua ra mét s thuit
toan diéu khién quyén truy nhip cud ngudi st dung (nsd) trén cac tap dir liéu hé
théng quan 1y.

Gia sit HTBVTT quan Iy quyén cué m ngitsi st dung trén n tép dir lidu. Ta xay
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Bai bao [1] da chi ra mot phuong phip nhan biét a;; nhé khod don nguvén cap
Ol | g1 1 ; § au} 1
cho mdi ngudi su duna. Bai bao nay dua ra mot thuat toan méi dé HTBVTT nhan
Ve N A A ~ J ~ « A oAt
biét a;; nho xay dun. dirge hé s6 thue ¢ dac trung cho ma tran dieu khien truy
g J B, v D v v g A =] " }
nhap.

Khi do a;; = jei ).

Néu xét theo quan diém co s& dir liéu phén chia L trén mdi 1&p di liéu nguot su
dung hodc ¢6 moi quyén hoac khong ¢é quyin thi mdi nsd i duge cap mot vée to nhi
phan a; = (a;y, a;2. ...aiy). Trong dé a;; nhan gid tri 0 néu khéng ¢é quyén hodc gia
tri 1 néu ¢é quyén. Bai bdo cling chi ra mét thuat toan thay vi cap véc to nhi phan
a; boi mot khoa don nguyén c6 dé an toan cua hé ma cong khai Merkle-Helman
Knapsack.

Bai bdo gébm moét s6 phan tiép sau:

Phan 2. Trinh bay mot phwong phap xac nhan nguoi su dung bing chir kf s6
dya vao khod cong khai. (Khai ni¢m khod cong khai xem trong [2]).

Phan 3. Trinh bay mét phuong phdp dicu khién ma tran truy nhap dua vao ma
s6 hoc. .

Phan 1. Trinh bay niot phurang phap xac nhan vée to nhi phan diéu khién quyén
truy nhap trong co s div licu | han chia due vao hé ma céng khai Merkle-ITelman
Knapsack.

Phan 5. Cai dat cde thudt todn clii ra trén mdy vi tinh.

Phan 6. Két luan.

2. Mot phwang phap xdc nhan ngudi si- dung bang chir ky sd dua vao khoa
cong khai

Cé4i mdi cua phuong phap nay ia HTBVTT khéug can phai lwvu mat khau cua
nguoi su dung. HTBVTT giao cho mdi nguoi sit dung i mat khdu puy va nho tha
tuc xdc nhan HTBVTT biét duoc nguoi st dung i ¢ hop phdp hay khéng.

2.1 Chir ky s6 dwa vao khod céng khai

Cho U va X la moét tap huu han nao dé. Cho khod cong khai e € U (khoa xac
thire ch kyv) va khoa mat (khoa sinh chir k- d) d € U.

Goi f7': X — X la ham sinh chir ky boi khod d,

Goi f.: X — X la ham xac nhan chir kv boi khoa e.

Hai ham sinh chir ky va ham xdac nhan chir ky ¢6 quan hé véi nhau nhw sau:

felf7M (@) =2, VeeX. (1)
Goig: XN xU — X la ham mot chidu ¢6 tinh chit giao hodn (véi X € U):
grf3 (@) = [N ge(2)), (2)

gr(g,(2)) = g,lg-{2)). (3)
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2.2 Thu tuc xdc nhin ngudi st dung
HTBVTT sinh ra mot khoéd cong khai e va mot khoa mat d trong so do chir ky
(UXf 7D (X el)

HITBVIT Cé'p cho nsd i mat khau pw; = f7 ' {h(ID;)), (1)
trong d6 1D; la s6 iiéu cua nguoi suw dung i, k 14 ham mét chiéu nio dé sao cho
hID;) € X.

HTBCTT xdc nhan nguoi s dung nhie -au:
Buwde | HTBVTT yéu can nsd i xuat trinh mat khan pu;.
Bude 2. HTBVTT sinh ra mot s6 ngau nhién r € U va giti » cho nsd i.
Buwde 3. Nsd i sinh ra mot s ngau nhién ¢ € U va sinh ra S;, T; thod méan dfmg
thire
Ti = g4(h(1Dy)), (9)
S; = pwi - g (g, (aTi(pry))), (6)
trong doé phép toan . Ii mét dnh xa: ¥ x X — X thoa man bat de;mg thire
i) = 70 7 (e, v € X) (7)
Nsd i gui S, Ty, ID; t61 HTBVTT.
Bude 4. ITBVTT kiém tra (Tezmg thac sau
fe(Si) = h(1Di).gr (9Ts)) (8)
Néu ding thi chdp nhan nsd i 1a hop phép, ngwoc lai thi tir chdi yéu cau truy nhap
hé théng.
Chieng minh. That vay
Je(Si) = felpweg, (gq(aTipwi))),
= L3 (MUID:)).gr (g5 To S (BT Di))))),
= felfg ' (MID:)). 7 ar(gTi(go (S (HIDi))))),
= fe fa' (/’ ID; )) (‘/7((/7 ((]q(fd h([]) ))))))
= (W1 D3)).g9r(4Ti(T3)),
Ta 6 thé cai dit cac ham sau thod man cdc yéu cau trén
fe(4) =2 mod n
fii(x)
gr(z)

24 mod n

T

™ mod n

I

ry=2z.y mod n

trong d6 n la tich cua hai s6 nguyén t6 du 16n khac nhau, ¢ va d thod ding thic
e.d mod #(n) = 1. (Theo so dé chir k¥ RSA).
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3. Mét phuong phap dieu khién ma tran truy nhap dua vao ma 5O hoc
3.1. Khai niém ma s6 hoc (Arithmetic coding)

Ma 56 hoc AC' dwoce Pasco 1an dAu tién tring bay va da dwoc Witen, Neal ap
dung dé nén sd lieu. Tu twoug co ban cua AC la mdi thong béo duwge bitu dién
b&ng mot s& thue thude khoang [0,1). Mbi ky hiéu trong bang chir cdi dugc gin
v6i mot khodng con nura md goi la khoang ky hi¢u (viét t&t 1a S-range). Céach ma
hoéd va giai ma thong bao duge trinh bay qua vi du cu thé sau:

Gia st moi ky hiéu trong hang chir cai {e,b.c,...,z} twong &ng v4i khoang xac dinh
sau

a [0, 1/26)

Iy [1/26, 2/26)
c [2/26, 3/26)
d [3/26. 4/26)
2 [25/26, 1)

Ta muén ma thong baé "hac” thue hién cic bude sau

- Chir b trong khoang [i;,r;) = [1/26,2/26)

- Chwr a trong khoang [I.r) = [0.1/26)

Khi do6 ta ¢o

Lig1 = L+ (7 = 1)1,

rig1 = i+ (ry = )7,
Sau khi ma chw a,‘t,h\i khoang cua thong bao (ky hi¢éu la M-range) la [0.04;0.0399)
Ma tiép chir ¢ trong khoang [1,1)=[2/26,3/26} dugc M-range Ia [0.038575;0.033632).
Ta chon | s6 thue | trong klioang [0.038575, 0.038632), vi du R= 0.0386 di dé thong
béo bidu dién "bac”. Dé giai ma théng baé ta lam nhu sau:

Ta thay rang R thuéc khodng [1/26, 2/26) nén chir dau tién phdi 1a chir b. Khi
ky tur tic¢p theo ta thay chi ¢6 chir a méi lam cho khoang [1/26,2/26) gidm thanh
[0.04, 0.0399) ¢ chiva R. Qua trinh gidi ma ¢ tiép tuc nhu viy cho dén khi thong
bdo "bac” duoe phuc hoi. Sau day trinh bay tng dyng ma sS hoc vao diéu khién
ma tran truy nhap.

Goi Amxn 12 ma tran diéu khién truy nhép. aij bién dién quyén cud nsd i trén tép
j-

Ta xay dung ham

I(,)) =(~=1)n+
1<i<m,1<j<n

N N A e D . N Lo . N v , X A
M la tong s0 nguwoi sw dung, n la tong 6 tip. Ham nay d&t tuong dimg moi phan

tu (i,j) véi moi thir ty tuyen tinh tir 1 dén nm. Ta xay dung day

{Hriyt (1)
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Trong d6 Hruyy = aij. Su dung ky thuit AC ma hoa thong béo 1. Coi P la tong
s6 quyén truy nhap cud USER trén file. Ro rang mdi phan tid Hy, ) nhan gid tri
trong tap A = {0.1,2,...,p—~1}. Sau dé ta gan S-range [0,1/p), [1/p,2/p), ..., [p-1/p.1)
cho tap A mét cdch twong ing. Ta thiy rang thong béo (1) c6 thé duge ma hod
bdi 186 thue C,0< C < 1.

Z Hrg gy + z(1/p)T9). (2)

T(i,j)=1

Dinh Iy 3.2. Cho Anxn la mét ma trin di€u khién truy nhdp, p la téng s6 quyin cud
st dung ddi vdi tép dit liéu. Ton tai mét hing sé thue C,0< C <1 sao cho cdc a;;
dwge bicu dien nhuw sau

a; j = [C/(1/p)""P mod p.

Trong do phép todn [x] lay phan nguyén cua 56 x.

Chitng minh. Khong giam tong quat ta dat T(i,j) =k, 1 <k <nm. Thay vao (2) &
trén ta co

k=1
Nhw vay thi
nm
/(L) ZHW )/~
nm
N o
v=k+1
bat
nim nm
— ZHqu—u~ e = Z prk_t
u=1 v=k+1
Do H,<p—1, VI<v<nmtacod
e <(p—1)( Z Py =1-pFm

v=k+1
Vay 0 <e < 1. Vay ta ¢6 [C/(1/p)*] mod p = Hy, hodc la
[C/(1/p)*] mod p = Hrg gy = aij.

3.2. Nhan xét
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HTBVTT chi cin nsd i khai bao s6 hjiéu nsd va s& hiéu tap dir lieu 1a héthéng
tinh duge a; ;. T do he thdng ra quyét dinh cho phép hay tir chéi yéu cau truy
nhap.

4. Phuong phap xac nhan véc to nhi phan dieu khién quyén truy nhip trong
co so dir ligu phan chia dwra vao hé ma cong khai Merkle-Helman Knapsack

4.1. Khai niém hé ma cong khai Merkle-Helman Knapsack

Bai toan ba 16: Cho mdt sG nguyén duong C va mot vée to A = (ay,as, ...,a,) trong
d6 cdc a; 1a s6 nguyen duong.
Tim véc to nhi phan Al = (my,...,mn,) sao cho
n
C =AM, hOé,C (= Zaimi.
i=1
Day la bai toan NP day du. Thuédt todn tot nhat dé gidi quyét bai toan ndy cd
d6 phite tap tinh toan 1a 0(27/2). Denning trong [2] da chi ra thuit toan thoi gian
tuyét tinh nén chon cac phan tir cua véce to 4 sao cho

i—1
a; >y a5, VO i=1,2,..n (1)
i=1
Thuat todan snap (CA)
for i:= n downto 1 do
begin
if Cz a; then m; = 1 else m; = 0;
C:=C—aym;
end:

if C =0 then snap := M else "bai todn vd nghiém".
Merkle va Hellman bién d6i bai toan Kuapsack sao cho rat khé giai quyét néu
khong biét thong tin phu.

Bude 1. Chon véc to Knapsack.
Chon B = (b).b,...,b,) thoa (1), nghia la

i-1
bz' = ij = 2,3,...,72.
j=1

Buagc 2. Chon s6 nguyén u sao cho

U>2b, > > b
i=1
Bude 3. Chon mét s6 nguyén W sao cho USCLN(U,W) =1 va tinh gia tri ngugce
W=t cua IV theo mod u.
Buoce 4. Xay dung véc to 4 = WB, tuc la ¢; = Wh; mod U.
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Ta thay ring dé giai ¢ = AM la khé khin nhung néu Lit théng tin cura sap 11
va U thi ¢6 thé giai dé dang. Véc to 1 = (a;.4g,...,a,) dwoc goi la véc to Knapsack
khé duge dung lam khoéa cong khai. Khoa mat la véc to Knapsack B va thong tin
cira sap U. WL Trong dé B=1""14 mod L.

Phép ma hod "= E (M) = 1)1

Phép giai ma N4i¢™) = snap(W=1C mod U, B) = M.

I1é ma nay dp dung cho diéu khién truy nhap trong co s& dir liéu phéan chia nlar
sau: Gia st hé théng dicu khién quvén truy nhép cnd m nguoi st dung trén n tap
dir liéu khdc nhau. Méi nsd i dwge cap mot véc to uhi phan

M = (mi1,mya. .. ,myp).
Trong do my; = 1 néu nsd co quyen trén tap j,
< N . A N A .
m;; = 0 néu nsd khong ¢6 quyeén trén tap j,

HTBVTT sé cap cho nsd khoa nguyén K = AAf; thay vi phai cap vée to nhi phan
M;, trong dé A 1a véc to Knapsack khé. 1é théng yéu cau nsd xuat trinh khoa
nguyvén K va hé thong giai ma dé tim lai vée to nhj phan As;

M; = D4(N) = snap(3tV' "R mod U, B).

Vi du: Gid st vée to My = (1,1,0, 1) diéu khién quyén cud nsd i trén 4 tép dir liéu.
HTBVTT chon vée to B = (1.3,5,10) thoa (1), U =20, v = 7. Khi d¢ ta tinh dugc
W= =3 nho giai phuong trinh dong dw

WX modl =1,
Véc to Knapsack kho
A= (71 mod 20. 7+5 mod 20, 710 mod 20)
A=(7,1,15,10).

HIBVTT cap cho nsd i khod don K = AMy,

4

N = Z(tjm,-j =18,

j=1

nsd i muén truy nhap hé thong thi phai xuat trinh khoa don K. HTBVTT gidl ma
deé tim véc to A; nho thuadt todn snap (3*18 mod 20, B) = (1,1,0,1).

5. Cai @3t cic thuat toan trén may vi tinh

HTBVTT gom cac menu sau:
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5.1. Menu xdc nhin ngudi su dung

Menu géom cac chire niing sau:
1. HTBVTT chon cac ham mot chicu i(x). fo(z), f7(e), g-(«) thod man diéu kién
(1)-(3) cua phan II nhu sau

n=>533%x61=3233. e=T71 d="791.
h(r) =z mod 3233
f(r) =2 mod 3233

o) = 2™ mod 3233

I

gr(r) = 2" mod 3233

2. ITBVTT cap cho moi nguai su dung ndt s hidu ID; va mat khau Pw;

3. Thire hién thu tuc xac nhan ngudi s dung tuan theo t bude & phan 2. Tir
dé HTBVTT ra quyet dinh cho phép hay tir chdi yéu can truy nhap hé thong cua
nsd i.

« R Iy ~ ~ < ~ A
5.2. Menu diéu khién ma tran truy nhdp dwa vao ma so hoc

Menu nay gom cac chire ndng sau:

1 - Nhap ma tréan diéu khién truy nhap

2 - Tinh théng s6 C dic trung cho ma tran diéu khién truy nhap

3 - Xde nhan quyén cua nsd trén file, tir 16 cho phép hay tir chdi yéu cau truy
nhap tép dir liu hé thong quan 1y.

o

5.3. Meau diéu khién quyén truy nhap trong co s& dir liéu phan chia

Menu goém céac chire ning sau:

1 - Xayv dyng hé véc to KNAPSACK B thoa (1) cuéd phan 4

2 - Xav dung hé véc to KNAPSACK khd A va cac thong tin cira sap U, w!

3 - Nhap céc vée to nhi phan diéu khién quvén truy nhap cud tirng nsd ma hé
thong quan Iy

4 - Tinh khoa don ¢&p cho mdi nsd

5 - Xac nhan quyén cua nsd trén tap dir lieu nhd giai ma khoa don.

6. Két luan

Bai bdo da dua ra duge mét phuong phap xac nhan nsd ma khong can phai luu
password. Do an toan cud hé théng cao nhi sit dung khoa céng khai. Déong thoi
cting xay dung duge mot théng s6 dac trung cho ma tran diéu khién truy nhap
gitip cho viéc xdc nhan quyén cua nsd trén cdc tap dir liéu hé théng quan 1y. Cudi
cling bai bao chi ra mét so do diéu khién quvén truy nhap trong co s& dir liéu phan
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chia nho khoa nguyén ¢6 do an toan cua hé ma cong khai Merkle-Knapsack. Cac
~ , N 3~ A? ’ ~ . .
thuat toan trén da dwge cu thé hoa trén may vi tinh.
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Abstract
Some methods of access control in protected system for database

This paper presents a new user authentication scheme, which docs not require a
management file for user’s password. It has a high security, realizing the authenti-
cation of a large number of users by a single public key. This paper presents a access
matrir control by a real number C between (0 and 1. Finally, the paper proposes an
accrss control scheme in distributed databasc with a single key, which has sccurity
of public key Merkle - Knapsack.



