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CAC GIAI PHAP CHO PHAN MEM
CHONG VIRUS THONG MINH

NGUYEN QUANG THUY(!), TRUONG MINH NHAT QUANG (2)

Abstract. In this paper we shall propose some solutions for an in telligent anti-virus
system which are investigated also in the system D2. Principles of such sulotions will be
detailed. The implementation is beling carried out, showing promising results.

I. DAT VAN DE

Trong thoi dai ngay nay, lan séng céng nghé théng tin nhanh chéng lan tda
khip moi linh vuc, doi song xa héi. Cang ngay nhu ciu giao tiép théong tin giira
ngudi dung, gitra cic tram lam viéc trong mang... trd nén phd bién. Nho cic
mang mdy tinh, dic biét 13 mang dién rong Internet, ngudi dung cé thé truy nhap
thdéng tin, trao d8i chwong trinh, lién lac... trén pham vi toan thé giéi. Trong béi
canh d6, sy xdm nhép cda virus tin hoc 13 diéu khong thé tranh khdi. Ching di
giy ra nhirng vu mat mat, sai lac dir liéu, thim chi 1dm sup d& c3d hé théng cong
nghé théng tin... trén qui mé réng. Vi thé viéc bdo vé dir liéu cho cdc hé théng
tin hoc tré nén cdp bach hon bao gitr hét.

Giéng nhw qué trinh chira bénh cho con ngudi, viéc chan doan va tri liéu céc
téc nhan nhiém bénh trén méy tinh dwoc thue hién theo qui trinh dinh s§n. Cé
thé tém tdt qui trinh dé nhu sau:

(1) Phét hién tic nhan la (virus) nhiém vao hé théng.

(2) Phéan tich co ché hoat dong cda virus.

(3) Tao “thudc” chdng lai sw 14y nhiém, phuc hoi thong tin néu ¢ thé.

Hau nhu tdt cd cdc chuong trinh chdng virus hién nay déu dp dung qui trinh
nay trong viéc cip nhat va phét trién phin mém. Céc cong doan néi trén duoc
thue hién bdi cc chuyén gia vé virus tin hoc. Ngoai cong doan (3) dugc thyc hién
hoan toan bang tin hoc, hai cong doan (1) va (2) - quan trong nhét, lai thudong
dugc thao tdc “thid cong” hodc chi st dung tin hoc moét phin. Diéu nay khién
phin mém chéng virus luén bi dong vi phai luén déi phé véi sy ra doi cla céc
virus méi, cdc hé théng céng nghé thong tin phdi dit trong tinh trang cdnh giic,
thudmng xuyén cip nhat “thudc” do tim va diét cdc virus méi cé khd ning thim
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nhip vao hé théng. Chinh vi vy, ngudi ta vin xem viéc thi€t ké mét phin mém
chdng virus théng minh 13 khéng tudng.

Dé gitip cac hé théng théng tin c6 thé chi déng phong ngira céc virus tin hoc,
ching ta cin tin hoc héa hoan toan céc céng doan (1) va (2). Néu thyc hién duoc
diéu nay, viéc thi€t k€ mdt hé phan mém chdng virus théng minh, ¢ khd ning tu
phét hién, phan tich va tu déng tao thudc chdng cac virus méi sé hoan toan khid
thi.

II. TONG QUAN VE VIRUS TIN HOC

1. Phan loai virus

Thuét ngir “Virus tin hoc” dwoc dung dé chi cdc chuong trinh tin hoc c¢6 khd
ning tu liy lan trong cic hé théng cong nghé tin hoc. Ching duwoc thiét ké dé
phuc vu cho mot ¥ d6 ndo dé. Ngoai trir mét s6 rat it cac chwong trinh dwoc cai
bi mit vao céc hé thdng tai chinh ké toan dé thuc hién 18y cdp mat ma, rit tién
bang thé tin dung cda ngudi khéc... cic virus phé bién hién nay chi mang tinh
ldy nhiém va phd hoai don thuin. Tuy theo hanh vi lay lan, c6 thé phan virus
tin hoc thanh 2 loai chinh: '

a. B-virus: Loai virus t&n céng vdo cic miu tin khédi dong: Boot-sector d&i véi
dia mém va Mater-Boot d8i v4i dia ctrng. Khi mdy PC khéi dong, cdc mau tin
ndy sé dwoc tdi vao viing nhé dé chuén bi cho viéc tdi hé diéu hanh. Khéng ché
cdc mau tin nay, B-virus sé khdng ché tit cd cic vu truy xuit dia & mtc BIOS.
Vi viy B-virus dé dang liy nhiém trén tat cd cic hé dieu hanh, k€ cd hé ditu
hanh UNIX ndi tiéng 13 “bat khd xdm pham” d6i vé&i virus tin hoc ciing c6 thé
bi B-virus t&n cdng mot cich dé dang (!). B-virus chinh 13 tdc nhan phd hoai céc
thi€t bi nivu trir thong tin vé mit logic.

b. F-virus: Loai virus nhiém vao cic tap tin thi hanh cda hé diéu hanh. Déi véi
DOS, WINDOW 95, d6 la tip tin c¢6 phan mé rong 1a COM va EXE. Tuy F-virus
chi hoat ddng trén moét hé didu hanh nhit dinh nhung khd ning lay lan cda ching
rit manh. Ching la tdc nhan chinh giy nén céc hiéu tng sai léch, mat mat d
liéu ctia hé théong.

Ngoai ra cling phdi k€ dén virus macro st dung cic céng cu macro cia Mi-
crosoft Word, Microsoft Exel trén c4c vin ban, bang tinh... 1y nhiém va phd hoai
dir liéu trén moéi trweong WINDOW. "

2. C4u tric cdia mot virus tin hoc

a. M6 hinh toéng qudt

Tuy thudc virus dugce thi€t ké 13 mét B-virus hay F-virus, ching sé c¢é cdu
tric véi nhirng dic thi riéng. Tuy nhién ¢ thé phéc thdo mét mo hinh tdng quét
ctia ching nhu sau:
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Do/ tvang da nkiém 2

Nhiém van Odi tuang

Grank quyén cus
Dai tvang, phd hoai

77 quyén cho Doy tuong

Thuc thé “D&i twong” ¢ thé 13 ving nhé, mau tin khéi dong hodc 12 mét tap
tin COM/EXE nao d6. Nhu vay vé nguyén tdc, khi 14y vao déi twong, bao gicr
virus cting cdt lai thong tin ban diu cia DGt twgng d€ trad lai quyén diéu khién
cho hé théng. Tuy nhién, virus thudng ma héa céc théng tin ndy nhdm giy khé
khin cho viéc phan tich co ché hoat déng cda ching. Chinh viéc ma héa nay lam
cho cdc phin mém chdng virus phdi luén déi phé véi s xuit hién cia virus méi.
Trong thuc té&, khong ¢ mét bé gidi ma ndao cd thé gidi dwac tdt ed cde bé ma, vi
thé ngudi ta phdi cdp nhit cédc thd tuc gidi ma ting virus mét vao chwong trinh
chdng virus.

b. Cic dang B-virus

Cé hai dang B-virus phé bién duogc cdc hacker khai thic: MB-virus (Master
Boot virus) tin cdng vao Mater boot dia ctrng va BS-virus (Boot Sector virus)
tdn cong vao Boot sector khé&i dong cda hé dieu hanh. Céich phdt hién va diét
ching hoan toan nhu nhau.

c. Cac dang, F-virus

Khéc véi B-virus, F-virus thudng phong phit va da dang hon. Cé thé chiém
qua mot s6 dang phd bién:

(1) Append File Virus:
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+ Ghép chuong trinh virus (progvi) vao cudi tap tin ddi tugng.
+ Thay céc lénh & di€m vao chwong trinh bing 1énh nhdy dén progvi.
Khi tap tin d6i twong duwoc goi thi hanh, quyén diéu khién sé dwoc trao doi
cho virus, chiing s€ thyc hién:
+ Nhén dang sy ton tai cda chinh virus trong ving nhé.
+ Thudng tri, khdng ché Nhiap/Xuit.
+ Trd quyén diéu khién cho chwong trinh ddi twong.
* P¥c diém:
+ R&t phd bién (chi€ém hon 90% cic F-virus).
J + Lay dugc trén COM, EXE.
+ Kich thuéc tap tin di twong gia ting (badng kich thuéc virus).
(2) Insert File Virus:
+ D&1i toan bd nodi dung tdp tin déi twong vé cudi file.
+ Chén progvi vao dau file.
Céc buéc ké tiép giong nhuw dang Append File.
+ Dic di€ém:
+ Chi 13y trén COM.
1 + Kich thuéc tap tin d8i twong gia ting (bdng kich thuéc virus).
| (3) Overwrite File Virus:
+ Tim buffers di 1én trén file.
+ Ghi mét phan/toan bd progvi vao buffers cda file.
+ Ghi thém phén progvi con lai cudi file.
+ Thay céc lénh & di€m vio chuwong trinh bing 1énh nhdy dén progvi.
* Ddc diém:

+ C6 thé tur d6i sang dang khéc néu khong tim thdy buffers.
+ Kich thuéc khong gia ting hoic gia ting khéng dang ké.
+ Khé khoéi phuc tap tin nhiém, khong bdo ddm chinh xéc.
(4) Device Virus:
+ Khéng ché ciu tric thu muc trén cac entry ddc td file EXE, COM.
+ Thay dia chi cluster file bing dia chi tré dén cluster chtra progvi.
Khi file dwrgc goi thi hanh, cluster chira progvi dwoc hé diéu hanh tdi vao
vung nhé, virus se:
+ Ki€m tra su ton tai cia chinh né trong bo nhé.
+ Khéng ché cic khéi diéu khién thiét bi (Block device) cia hé théng.
+ Tinh toéan lai dia chi ban d3u cda file.
+ Tu nap file va thi hanh.
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+ D3c di€m: ,
+ Céau tric dia sé té liét néu virus chua thudomng trd.
+ Lay lan manh trén dia vat ly.
+ Khoéng thé dung cic trinh tién ich dia'trén hé théng nhiém.
+ Kich thuéc tap tin khong gia tang.

Trong thuc té, mét s virus dugc thi€t k&€ bang cich pha trén cac ky thuat
khéc nhau, hodc bién d6i tir dang nay sang dang khac. Déi khi d€ ting tim hoat
déng, ching con cé khd ndng ludng tinh (vira F-virus, vira B-virus hodc nguoc
lai).

III. NGUYEN TAC HOAT PONG CUA MOT PHAN MEM
DIET VIRUS THONG MINH

1. Viung nhé

Dé diét virus, chuong trinh phdi vé hiéu héa cac thi tuc khéng ché Nhip/Xuét
clda virus néu ching dang thudng trd. Néu khéng, cidc thao tdc truy nhip cda
chuong trinh (dia/file) déu bi virus ki€m soat, dé din dén tinh trang blung nd lay
nhiém virus trén hé théng. Viéc vd hiéu héa virus thudng tria 12 mét bd phan
quan trong va khong thé thiéu cia chuwong trinh, né quyét dinh tinh an toan va
hiéu quéd cia phin mém. Tiéc thay tién trinh nay thudng bi coi nhe va bd qua.
Théit ra, chwong trinh chi cin chiém lai cde ngdt (Interrupt) cda hé théng da bi
virus chiém truéc d6, hodc d61 lar cde dia chi ngdt, b6 diéu khién thiét bi..., tr&
vé gid tri ban dau 1a virus sé khong con khd nidng lay / phd hoai.

Thong thudng virus chi chiém mét s6 ngdt quan trong nhu ngdt 13 h (truy
xuit dia & mirc BIOS), ngdt 21h (truy xuat tap tin cda DOS), ngit 8h, 1 Ch
(ddng h6 mdy).... Van dé l1a lam sao tinh toan duwgc ca dia chi ngdt dé, vi méi
virus lai lru dia chi ngdt tai nhirng noi khac nhau? Hon nira, tuy theo BIOS cda
may, version cia hé théng diéu hanh... ma céc dia chi ngdt nay lai khic nhau.

Nhu trén di néi, hiu nhw c¢é rdt it phin mém chdng virus, ké cd cac phin
meém cia nudc ngoai, 14y dwoc gia tri chudn cda cac ngdt. Mot s6 phan mém cia
nuéc ngoai, lay duoc gia tri chuan cia cic ngdt. Mot s6 phan mém khéng chay
duoc khi ving nhé dang nhiém virus, thim chi d6 13 nhirng virus ma phin mém
da biét.

Phan mém chdng virus D2 (Detect and Destroy Viruses) dugc phét rién trong
nuéc, la phan mém c6 nhiéu ¢6 ging trong viéc phét bién va vé hiéu héa céc virus
thuong tri trong vung nhé, ké cd cac virus dd biét hodc chwa biét. Ngoai khd
ning du dodn s ton tai cla virus la trong viing nhé, D2 con 18y duoc dia chi cia
cac ngdt nguyén thiy. Khi chuong trinh thi hanh, tat cd tdc vu Nhap / Xuit deu
dwoc goi qua dia chi nay, tranh dwoc tinh trang ldy nhiém hang loat virus vao céc
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dia / tap tin sach. Néu phdt hién bé nhé nhifm mét loai virus la, D2 sé chi€m lai
toan bo céc gia tri ngdt nguyén thdy. Nho dé, virus nay sé khong con khd ning
lay nhiém.

Vi thé, khd n#ng phat hién sy ¢6 mit virus la trong ving nhé cia chwong
trinh sé quyét dinh tinh hiéu qud cda viéc diét trir cdc virus chua biét trong viung
nhé. Qua thuc té€ st dung, khd ning phdt hién céc-virus la trong viing nhé cda
D2 khd tin cdy, hdu hét céc virus méi déu bi D2 v6 hiéu héa, han ché dén mic
thap nhat khad ning “bam tré lai” vao file vira dwogc ki€m tra cda virus.

2. Trén dia

Céc thao téc trén dia chi tip trung vao cic miu tin khédi dong, bao gom Boot
sector trén dia mém. master boot va Boot sector trén dia cirng. Ngoai tién trinh
dd ma céc B-virus da biét, chwong trinh phai ¢6 khd ning du doan kha ning xuit
hién mét B-virus méi va phuc hdi miu tin khéi dong khi can thiét.

Ngoai mét s8 rat it cdc mau tin khéi déng chira doan ma thuc hién nhirng
nhiém vy dic biét (chira tham s3, kich hoat cac trinh diéu khién thiét bi...), phan
16n cdc mau tin khéi dong 13 do hé diéu hanh qui dinh, ¢é cung kich thuéc va
dang ma thi hanh. Vi viy viéc do tim mét virus méi trén cidc miu tin khédi dong
phd bién 1a diéu cé thé thuce hién dwoc. Tuy nhién cin chid ¥ cidc miu tin d¥c biét
da néi. Khéng cé mot nguyén tic cu thé nao cho viéc bd tri cdc ma 1énh nao dé,
ciing nhirr khong thé c4m hé théng st dung céc dia dic biét.

C6 thé tham khdo phwong 4n diét B-virus la cda phin mém D2:

+ Ddm bdo Master boot/Boot sector cda hé théng 13 sach.

+ C4t lai cAc miu tin nay duéi dang tap tin dir liéu.

+ Moi lan chwong trinh thuc hién:

- Dung Int 21h chuidn d€ doc tip tin chira cdc miu tin khéi dong.
- Dung Int 13h chu&n @€ doc cic miu tin khéi déng hién thoi.
- Ti€n hanh so sdnh, néu khiac nhau, phat cdnh bdo nguy co xuit hién
B-virus mé1i, yéu cdu ngudi diing xac nhin viéc phuc hdi cdc miu tin nay.

Véi bién phdp nay, D2 da diét thanh céng gin nhu toan bd cédc B-virus la.
Céng doan quan trong nhit van la qua trinh phéan tich tinh hop 1& cda miu tin
khéi dong hién tai. D€ han ché rii ro, D2 cung cip thém khd ning phuc hdi mau
tin khé&i dong tir dang chuin, chinh 1 cdc miu tin khéi déng mic dinh cda hé
diéu hanh. o

3. Trén tap tin
Viéc phat hién virus méi trén tap tin 1a mét thir thach lén déi véi tat cd cac

A . “A N . . N A % W bl ’
phdn mém chdng virus hién nay. Hanh vi cda F-virus tuy thuéc vao y do cia téc
gid tao ra né. M3t khic, ma lénh cida virus lai khong khac ma 1énh cda chinh tap
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tin né ldy nhiém. Vi vy néu chi don thuin phan tich ma lénh cida tap tin, khé
c6 thé du doan vé kha ning ton tai mét F-virus méi trén file.

Dé tiép can qué trinh nhan dang F-virus trén tip tin, chtng ta thir di€m lai
cac ¢ gdng da dugc cic phin mém chdng virus st dung:

a. Tao tip tin tham khdo

+ D3am bdo tép tin ddi twong 1a sach.

+ Ghi nhéan cic théng tin t8i thi€u vé tap tin ddi twong (Tén, kich thuéec,
ngdy gio, doan mi di€m vao lénh...) vao tap tin tham khdo trén thu muc chira
file.

+ Mbi khi duyét ciy thw muc, chwong trinh sé déi chiéu théng tin trén tap
tham khdo véi cdc tdp tin trén nhu muc dang duyét. Néu sai, chwong trinh sé
phuc héi céc théng tin clitir tdp tham khdo.

- Uu diém:
1. Dé thuc hién.
2. Pat hiéu qud t8t ddi véi cac F-virus don gidn.
- Nhuoc diém:
1. Ngudi dung “di t'ng” vi sw xuit hién cdc tip tin tham khdo trén cac
thu muc.
2. Khong hiéu qud néu virus c6 khd ning gay nhiéu cic chirc ning 14y
kich thuéc tdp tin cda hé diéu hanh.
3. Pha hdng file néu F-virus thudc céc loai:
-Insert
- Overwrite
- Ma héa
4. Khéng phét hién dwoc virus méi file, dé ghi nhin théng tin cia file
nhiém virus vao tap tin tham khdo.
5. Khong tin cdy trén nhirng hé théng cé do bi€n dong chuong trinh/di
liéu cao.

b. Tao thu vién Backup
+ Tao tap tin thu vién chira cdc chwong trinh sach.
+ Chép lai cdc chwong trinh bi nhiém virus méi tir thu vién da tao.
- Uu diém:

1. Dé thuc hién.
2. Céc chuong trinh duoc khoéi phuc nguyén ven, k€ cd cic trudng hop
file bi hw don thuan.
3. Chéng duogc tit cd cdc F-virus méi.
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- Nhuoc diém:
1. Chiém dung khéng gian dia.
2. Khéng phét hién dwoc virus méi trén file, dé ghi lam file nhiém virus
vao thu vién backup.
3. Khong tin cdy trén nhirng hé théng cé dé bién déng chuwong trinh / dir
liéu cao.
c. Tao “vdc-xin”

+ Pam bdo tap tin la sich.

+ Dinh vao cudi tip tin mét doan ma.

+ Chuyén diém vao lénh dén ma3 vira dinh vio.

Khi tap tin duoc goi thi hanh, doan ma niy cé nhiém vu ki€m tra kich thuéc
tap tin. Néu kich thwéc hop 1§, trd quyén diéu khién cho chwong trinh, Nguoc
lai, phdt cdnh bdo, phuc héi ndi dung, kich thuéc cii cda tip tin néu ngudi dung
chép nhén.

- Uu diém:
1. Dé thyc hién.
2. Dat hiéu qud t6t déi véi cac F-virus don gidn.
3. Khdc phuc nhwoc diém 3 cda phwong phdp Tao maiu tip tin tham
khdo

- Nhuoc diém:
1. Tang kich thuéc file, gdy cdm gidc hoang mang cho ngudi dung.
2. Khéng hiéu qud néu virus c6 khd ning giy nhiém céic chic ndng 14y
kich thuéc tip tin cda hé diéu hanh.
3. Khong phat hién dwoc virus méi trén file, vi thé dé vé tinh “nhét”
virus vao file khién viéc phuc héi g§p nhiéu khé khin.

d. Tao thu vién virus do nguoi dung dinh nghia
+ Cho phép ngudi dung mé tap tin thw vién riéng, chira cdc miu virus méi
do ngudi dung dinh nghia (tam goi 1aUserVirus).
+ Chwong trinh d6i chiéu file dang ki€ém tra v&i cdc mau UserVirus trong thuw
vién. Néu phat hién, chwong trinh sé xéa file chtra cac UserVirus.
- Uu di€m:
1. Cé thé nhan dang cic F-virus méi.
2. Linh hoat, cé kha ning m& cho nguoi dung tham gia vao viéc bdo vé
hé théng.
Nhuogc diém:
1. Chi phét huy tic dung ddi véi ngudi dung am hi€u biét vé virus tin
hoc, c¢é khé néng chi dinh chinh x4c doan ma virus. Nguoc lai, sé gdy nén
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mét s6 hiéu ng nguoc nguy hi€m: file bi x6a laim, doan ma bi mit tic
dung... ‘

2. Gidm t8c d6 thuc hién. Chuong trinh cong kénh vi phai chira cic cong
cu hé trg thw vién UserVirus (tim kiém, chén, xéa...).

3. Mit tac dung déi véi cdc F-virus cé st dung ky thuit ma héa.

Céc ky thuit néu trén déu c6 nhirng wu/nhuge di€m rieng. Nhung nhuoc
diém chung dé thay dé la thiéu cac gidi thudt tw phan tich, ddnh gid tinh trong
sach cida mét tap tin bat ky. Néu c6 thém cidc mo-to suy dién dd manh thi hé
théng sé td ra tin cidy va théng minh hon.

IV. GIAI PHAP DE NGHI

Nhu trén da dan chtng, viéc thiét ké mét bé gidi ma nham c6 gdng tim ra
chia khéa 4p dung cho tit cd cac F-virus méi 13 diéu khong thé thwe hién dwoc.
Vi vay, van dé chi con giéi han trong pham vi hep: nhén dang khd ning ton tai
mét F-virus méi trén mét file bat ky dé quyét dinh cé nén lwu trir lai cdc thong
tin veé file danh cho céc lin chay sau, hay la xéa hin file ndy. Viéc x6a file khong
phdi 13 mét gidi phdp x4u nhu nhiéu ¥ kién phé phdn, vi céc file COM va EXE
chi c6 gid tri trén mét hé cu thé va thudng dwgce lwu lai trén céc dia dy phong
cda nguoi dung. Néu khéng, ngudi dung ciing c6 thé cai dit lai phin mém tir cic
b6 dia gdc khi céc file thi hanh nhiém virus da bi x6a bédi mét phin mém chdng
virus nao dé.

Viéc thi€t ké moét mo-to suy dién c6 khd ning nhin dang suw ton tai cda F-
virus méi trén tap tin chd yéu dva vio hanh vi 14y nhiém trén tap thi hanh cda
virus. D€ ting tinh hiéu qud, chwong trinh cé thé trang bi thém mét s6 cong cu
cho phép lan vét (trace) theo cdc chi thi cia file, két hop véi mot s6 thd thudt
biy (trap) va g& réi (debug).

Néu két hop qué trinh phan tich nay véi cac ky thuit truyén théng da néi,
ching ta sé thiét ké duwoc hé mong mudn. C6 thé chon Tao thu vién Backup vi
phuong phip nay td ra hiéu qud nhat. Viéc st dung mo-to suy dién nhan dang
F-virus méi sé khdc phuc nhwge di€m (2) va (3). Nhuoc di€m (1) cé thé dugc
khic phuc bang cach két hop gidi phdp nén véi kj thuat tao tadp chi muc (index)
nham ting tSc d6 thi hanh chwong trinh.

V. KET LUAN

Viéc thiét ké phin mém chdéng virus thong minh 1a mét dé tai gdy nhiéu tranh
ludn. Né chtrng minh cho ¥ twdng thay thé cidc hoat dong cla con ngudi bang
céc chuong trinh may tinh, hay néi cach khac, dé chinh 13 mét phan khoa hoc Tri
tué nhan tao.
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Trong bai viét niy, ching t6i da sir dung mot s6 ky thudt cia HEé Chuyén gia,
két hop véi viéc sir dung cac kinh nghiém dwoc tin hoc héa nhim dwa ra mét mé
hinh phin mém mong muén. Pay chi 13 mét phwong 4n, chwa thé dic trung cho
toan bd céng viéc cia céc chuyén gia trong thé giéi thuec. Tuy hé cé thé dép tng
duoc yéu ciu cia bai todn: phdt hién va diét trir cdc virus mdi nhung mic do
“théng minh” cda hé cling con giéi han. Néu diéu kién cho phép, viéc mé rong
cidc mo-to suy dién tién din dén hoat dong cia céc chuyén gia trong thé giéi thuec,
sé tré thanh hién thuec.
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