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CAC CO CHE CHUAN POAN VIRUS TIN HOC THONG
MINH DUA TREN TRI THUC.

NGUYEN THANH THUY”  TRUONG MINH NHAT QUANG *

Abstract:In this paper we shall investigate a knowledge-based diagnostic mechanism in an

intelligent antivirus system.

An overall system structure will be presented. The first difficult task in the diagnostic processing is
the feature extraction. We proposed some basic behavious of B-viruses and F-viruses. Then, based on
these caracteristics, a careful statistics for 100 typical F-viruses and 60 B-viruses is carried out. The
obtained results helped us to create a konwledge base in the form of the production rules. Two different
inferent mechanisms over knowledge base are discussed. Another contribution in this paper is a
proposition of binary represcntatioh of an executable program E. Some experimentation of the Interlligent

Antivirus system are studied based on a virtual machine.

Tom tit: Trong bai nay ching toi s& trinh bay nhiing co ché chuan dodn virus tin hoc théng minh
dua trén tri thirc. Cling giong nhu qua trinh khdm va chuan dodn bénh, qud trinh dugc dé cap ¢ diy bao
26m cdc giai doan: trich chon dic trung, chin dodn va lua chon cdc giai phdp xu 1y.

D¢ nhan biét cic tac nhan la, diéu quan trong 1a dua ra cdc dic trung co ban cia ching. Cdc nghién
ctiu thuc nghiém chi ra ring du duogc che day dudi bat ky hinh thic nao, cach lay nhiém nao, moi virus
déu phai thuc hién cdc hanh vi co ban. Ching t6i di ti€én hanh trich chon dugc 7 dac trung co ban déi véi

F-virus va 8 dic trung co ban déi véi B-virus. Cic dic trung co ban ndy cé thé duge chia nho tiép.

Dua trén cdc dac trung nhan dang, mot co so tri thitc bao gém khoang 200 luét da dugce tao lap. Cdc
ludt duge hinh thanh dua trén cdc thong ké chi ti€t va ty my, thuc hién trén hang tram mau virus thong
dung. D€ phuc vu cho viéc chan dodn, méi chuong trinh thuc thi s& phai dugc biéu dién dudi dang cay nhi
phan. Cic co ché chin dodn c6 thé 1a suy dién tién hodc suy dién lui. D& giam bét khong gian tim kigm,
chiing toi cling dé xudt mot s6 heuristics. Cuéi cling chiing t6i da tién hanh thir nghiém cai dit mot may
a0, chay cho két qua t6t. Mo-to suy dién trén co so tri thic dat ty 1& thanh cong 96% d6i vé6i B-virus va

89% doi voi F-virus.

1. TINH HINH THUC TE VA YEU CAU PAT RA CHO PHAN MEM:

Phan 16n cdc phan mém choéng virus tin hoc (Anti Virus) hién nay déu gip tro ngai trong
qud trinh nhan dang cdc virus méi. Cic chuong trinh ndy chi c¢6 thé phat huy tic dung cua né
trén mot tap cdc mau virus da duogc di liéu hod va cip nhat vao “ngan hang virus” cua phén
meém. Doi véi cdc virus méi, tic dung cua Anti Virus bi v6 hiéu hoan toan. Trong mét ¢6 ging
chiing muc ndo d6, Anti Virus chi ¢6 thé nhan dang su tén tai cua cdc chuong trinh thudng tri
la. chit khong thé dua ra mot nhan xét tich cuc nao vé tinh trang trong sach cua cdc tap tin trén
hé théng duoc tham dinh.
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Qua trinh phong chéng virus tin hoc cho may tinh cling gidng nhu viéc bao vé siic khoé
cho con nguoi. Trong moi truong hop, phuong chim “Phong bénh hon chita bénh” vin 1a tu
tuong chi dao. Vi vay chi can phat hién su ¢6 mat cia virus la tiéu diét chiing “tir trong tring
nuéc” 1a da chan ding dugc cac hiém hoa cé nguy co bung né trén hé thong.

Dé gidi quyét yéu cau thuc t€, chuong trinh chéng virus théng minh (Anti Virus*) sé su
dung cdc phuong phdp nhin dang nao, cic chién lugc tim ki€m, cdu tric chuong trinh... ra sao.
Chiing ta s& xem xét cdc vin dé trong phan trinh bay dudi day.

2. CO CHE CHAN POAN:

bé nhan dang mot virus V la trén d6i tuong E (1a cdc Mau tin khoi dong MTKD, tap tin
thi hanh COM, EXE, DLL...), Anti Virus* s€ ti€n hanh phan tich ma 1énh thuc thi cua E. Do V
cling st dung cdc ma lénh nhi phan cua bo xur Iy giéng nhu ma 1énh cua E nén khong thé xem
xét tling ma lénh rdi rac dé c6 thé khéng dinh vé sy vo nhiém cta E. Nhu thé, Anti Virus* phai
¢6 kha nang “nhin” va danh gia mot tap hop cac 1énh méy dé phan dodn xem d6 la hanh vi cua
V hay chi Ia chi thi cta E. Diéu nay c6 thé giai quyét biang cich xay dung mot tap luat cic hanh
vi cua virus. Bo luan nay duoc tao thanh boi ciac su kién nguyén t6 1a ma 1énh cua bo chi thi,
duoc xay dung thanh cdc phdt biéu phan dnh dugc nhiing hanh vi dic trung cua virus trén dai
tuong E bat ky. K& tiép cdn xay dung co ché suy dién dua vao tap luan da c6, phuong phdp van
hanh dong co suy dién, va cudi cung la dua ra két qua cia qud trinh nhan dang, nhiing dé nghi
thich hop, cdc giai phdp phuc héi dir liéu (diéu tri) kha di. Mot cdch téng qudt, so dé cdu tric
chuong trinh ¢6 thé dugc trinh bay nhu sau:

CSTT
v
Trich chon Nhan dang va Diéu tri
dilc trung »| chuin dodn > [
v v v
Loai Giai
bénh phdp

Dé tang tinh linh hoat va thich nghi ctia h¢, cic bo luat (Hanh vi, Loai bénh, Gidi phdp) s&
duoc chia trong céc co s& dit liéu c6 thé du cap nhat theo “tinh hinh bénh ly clia bénh nhan”
duoc yéu cau chén dodn.
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3. TRICH CHON PAC TRUNG

That khé ma dodn truée ban chit cua mot nguoi nao d6 néu ta chua bao gio ti€p xuc véi
ho. Trong nhitng trudng hop nhu vay, nho van dung kho tang kinh nghiém déan gian, con ngudi
¢6 thé “xem tuéng” va du dodn dugc phan nao tich cdch cua déi tuong ma minh quan tam (vi du
ngudi ¢6 hanh vi bat chinh thudng c6 dnh mat khong ngay théang, len lét, v. v...). Tré lai truong
hop cua ching ta, virus mdy tinh chinh 12 tap hop cic hanh vi (lay nhiém, phd hoai...) tiém an
ctua mot ngudi ¢b cd tinh (tao ra virus). Anti Virus* phai du dodn dugc hanh vi, y dé cua ho bing
cdch do xét cic biéu hién co ban cua virus. Nhitng kién thiic nay thudng dugc tich luy théng qua
cdc kinh nghiém cua cac chuyén gia virus trong thé€ gidi thuc. Vi viy néu trich chon duoc cic
dac trung nay, t6 chic ching thanh bo luat hanh vi vé6i co ché suy dién thich hop thi Anti Virus*
¢6 thé “xem mat ma bat hinh dong” cdc virus méi.

a. Cdc dac trung co ban:

Du duge che day dudi bat cit hinh thuc nao, cich lay nhiém nao, virus déu phai thuc hién
cac hanh vi co ban. Cic hanh vi ndy gidp ching khéi tao trang thdi ban diu, ki€ém tra moi
trudng, kich hoat cic moé dun k€ ti€p, thudng tri, lay lan... Chiing ta s& dua va nguyén tic lay
nhiém cua chiing dé phan loai va nhan dang cdc hanh vi co s& nay.

1. B-virus:

C6 thé chia chuong trinh B-virus 1am hai phan: phan khéi tao (Install) va phan than. Do tat
ca nhilmg dic trung co ban ciia B-virus déu nam tron trong phan Install, nén chiing ta chi phan
tich so d6 khéi cua phan nay: l

Di c6 mit

trong ving A S
nhé ?

l s

Doc tiép phén than vao bo nhd

A 4

Khong ché
Nhap/Xuit

Thudng tru

& y

4

Doc Bootsector chuin vio bo
nhé

y

Trao quyén cho Bootsector
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Pé thuc hién cdc tdc vu trén, ching phai sir dung moét s6 thao tdc bat buéc. Nhiém vu cua
Anti Virus* la téng quét hod céc tidc vu nay dudi dang cdc hanh vi co ban ma chuong trinh ¢é
thé nhan biét. Vi du dé thuc hién hanh vi (2) - thudng tri B-virus phai thuc hién cic tic vu sau:
+ Lay kich thuéc bo nhé
+ Giam kich thuéc bd nhé mot luong biang kich thuéc progvi.
+ Dat kich thuée bd nhé
+ Téch chuyén mot viing nhé khéi quyén kiém sodt clia hé théng
+ Chuyén progvi vao ving nhé nay
Véi cdc phan tich nhu trén, ching ta s€ trich chon duge cdc dac trung co ban khdc. That
vay, dua vao mo hinh lay nhiém, két hop véi kinh nghiém thuc tién, chiing t6i da téng hop duoc
8 hanh vi co ban cua B-virus cho phép nhin dang diy du su ¢6 mat cua ching trén cac MTKD.
i. F-virus:
Tuong tu nhu d6i véi B-virus, chiing ta ciing chia chuong trinh mét F-virus lam hai phan:
phan khdi tao va phan than. Sau d6 tap trung phan tich phin khai tao dé trich chon cdc dic trung
ctia chiing.

So d6 phan khoi tao cua F-virus duoc mo ta nhu sau:

l

Pi ¢6 mat

trong viing AT
nhé ?

l s

Khéng ché
Nhap/Xuat

Thudng trd

Trac yuyén cho tap tin chu

Cau tric phan Install cua F-virus don gian hon B-virus, nhung hanh vi tuong ting lai tinh
vi hon do chiing loi dung cdc dich vu do hé diéu hanh cung cép. Trén co s dé, chiing t6i da trich
chon dugc 7 dic trung ca ban clia trudng hop F-virus lay trén tap tin thi hanh E bat ky.

Maét diéu hién nhién la cdc hanh vi dic trung o ban nhan dugc con mang tinh téng quat.
C6 thé phan ra thanh céc hanh vi chi tiét hon d€ 1am min co s& tri thiic, hé trg qud trinh nhan
dang va suy dién sau ndy. Vi du phan rd hanh vi Lay kich thu6c bo nhé cla B-virus, chiing ta
nhin thdy mét trong cdc hanh vi nho hon nhu sau:
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Ly kich thuéc bo nhé:

+ Truy nhap vung nhé thap
+ Goi int 12h
+ '

Trong cdc hanh vi nh6 nay, chiing ta lai phan ri ching thanh nhé hon néu cé thé, vi du
hanh vi Truy nhap ving nhé thap

Truy nhap ving nhé thip:

+ Nhém lénh chuyén gid tri (MOV, MOVSW, ...)

+ Nhém 1énh nap gid tri (LODSB, LDS,..)
MOV:

+[Segment]: MOV [IndexRegister], [ValueRegister]

+[Segment]: MOV [IndexRegister], [Value]

+ [Segment]: MOV [Address], [ValueRegister]
[Segment]: MOV [IndexRegister], [ValueRegister]
[Segment]

+DS=0

+ES=0

+S55=0
[IndexRegister]

+ BX

+ BP

+ SI

+ DI
[ValueRegister]

+AX

+ BC

+CX

+ DX

+ 51

+ DI

+ BP

+ SP

V. V...

b. Thong ké hanh vi:

Trong thuc t&, bat cit mét ing dung E no ciing c6 thé sir dung céc thi thuat ¢6 ma lénh
tuong tu nhu cdc hanh vi néi trén. Vi vay dé tranh phat hién 1dm, ta phai u6c luong tin suét six
dung cdc hanh vi, két hop céc qui luat suy dién chit ché. Viéc nay c6 thé giai quét bing phuong
phdp thong ké. Chiing t6i da thuc hién céc phép thong ké tren 100 méu F-virus va 60 B-virus,
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trich chon duoc cac hinh vi ¢é xéc suat cao, sau d6 uéc luong d6 uu tién cua hanh vi tuong tng.
Nho vay, moé to suy dién cua chiing ta s& c6 kha nang nhan dang cdc virus phé bién nhat, déng
thoi giam thoi gian phan tich trén tap E nhiém.

4. TAO LAP CO SO TRI THUC:
D€ ¢6 thé khai thdc hiéu qua bo tir dién hanh vi, hé s& sit dung phuong phép biéu dién tri
thic chuyén gia dudi dang luat san xuat:
rrplAaLAp,=q :
Véi ngit nghia:
Néu <Hanh vi p1>
Va <Hanh vi p2>

Va <Hanh vi p,>
Thi <Hanh vi/ két luan g>

Trong dé p; 12 hanh vi co s& thit i, q 12 hanh vi & mic téng quét. Trong mét s6 truong hop,
q 12 ¢6 thé 1a hanh vi co s& cho cdc hanh vi téng quit Q nao d6. & mic suy dién cudi cing, q
chinh 1a Két luan vé tinh trang cta E. Mot cdch téng quét, cdc hanh vi nay 1a su kién mang lai
gid tri clla mot bién luan 1y, hodc 12 két qua clia mot biéu thic tinh todn...

Dé minh hoa, chiing ta xem xét hanh vi Lay kich thuéc bé nhé duge phdt biéu nhu sau:

Néu Code = 8Bh ; MOV

Va NextCode = 07; MOV AX, [BX]
Va BX = 413h; IndexRegister

Va DS = 0; Segment

Thi Ldy kich thuéc o 1h&

Trén day chi 1a mot minh hoa nho mo ta qua trinh xay dung luat. Trong thuc t€ cai dat, bo
luat can duoc phén rd chi ti€t nhung phai dam bao dugc tinh vi mo, toan dién. P6i chi€u co ché
trich chon dic trung véi vi du minh hoa qud trinh x4y dung luat nhu trén s€ cho thdy su d6 so
cua bo luat. Vi du, chiing ta chi xét su \uén:

ValueRegister cho AX, ma chua xét cic BX, CX, DX, SI, DI...
IndexRegister cho BX, chua xét SI, DI, BP...
Segment cho DS, chua xét ES, SS.

Trén co s6 d6, céc luat duoc chia thanh 2 16p chinh:

a. Lop ludt Rb mé td hanh vi cua B-virut

Vidu:

Néu E la MTKD
Va Tu kiém tra
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Ed

Va Thuodng trd

Va Trao quyén cho Boot sector

Thi E chita B-virus V
b. Lop Ludt Rf moé td hanh vi cua F-virus:
Vi du:

Néu E 1a tap tin thuc thi

Va Tu kiém tra

Va Thuong tri

Va Trao quyén cho File

Thi E chita F-virusV

Trong méi 16p luét chinh cé thé c6 nhiéu 16p luat con tuong ing v6i cdc hanh vi co sé. Vi
du trong 16p luat Rb c6 thé chia 1am 8 16p luat con, 16p luat Rf chia 1am 7 16p luat con. Méi luat
con lai dugc chia thanh cdc luat nhé hon, v. v...

5.MO - TG SUY DIEN:

Tat ca cdc chuong trinh thi hanh trén mdy PC (dung b6 xir ly 8088, 80x86, Pentium) du
duoc viét bang ngén ngit nao, ciing duge trinh bién dich cua né dich thanh céc tap tin thuc thi
chia cdc chi thi mdy cua bo xir 1y. Loi dung dic diém nay, ngudi viét virus sit dung cic trinh

“bién dich Assembly dé thiét k& virus va tim céch dinh né vao cdc chuong trinh thuc thi. Vi thé
ching luén “hoa hop” véi cac chuong trinh thuc thi khac ma khéng phu thudc vao ngon ngit ban
ddu cla chu thé. Nhu vay dé phét hién mot hanh vi (bao gébm nhiéu chi thi theo mét cu triic nio
d6), mo to phai thao téc trén tap hop cdc ma lénh cla b xur ly. C6 thé xem xét qud trinh thuc
hién chuong trinh trén mdy PC chi chiia hai loai 1énh co ban:

(1) Céc 1énh tuan tu.

Vi du: + C4c 1énh thay déi gid tri thanh ghi, bién, thao tdc ngan xép...

+ Cac phép todn s6 hoc, luan ly.
+ C4c Iénh goi chuong trinh con binh thuong.
+ ...
(2) Céc lénh r&€ nhanh
Vi du: + Cac 1énh nhay c6 diéu kién, khong diéu kién, gin hoic xa.
+ Céc vong lap.
+ .
Luu y réng véi cdch phan loai trén, cdc 1énh nhay 12 cc 1énh r& huéng chuong trinh theo

mét trong hai huéng thich hop tuy theo diéu kién. Lénh Call dugc xem 1a lénh tudn tu, vi né
khong 1am thay déi “mach” clia chuong trinh. Nguoc lai, cdc 1énh vong lap khéng duoc xem la
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tudn tu vi ban than chiing thudng chita cdc 1énh nhay cé diéu kién. Vi vay, mot cdch hinh thic
¢6 thé bi€u dién mo hinh xtr ly 1énh ctia bé xu ly d6i véi chuong trinh E nhu mot ciy nhi phan.

]

Cay chi thi nhi phan C cua chuong trinh E

Trong do:

* Goc biéu dién diém vao lénh dau tién.

* Cac nhanh bién dién cdc lénh tuan tu.

* Cdc niit biéu dién mot 1énh nhay.

* Nut 12 danh dau diér: L6t thic cua chuong trinh.

Véi cdch biéu dién nay, méto suy dién sé dé dang 4p dung cdc chién luoc tim ki€m trén
khong gian trang thai di dugc do thi hod. Dé giai quyét bai todn nhan dang virus, ching ta ciing
xay dung mot khong gian trang thai d6i véi cay chi thi nhi phan cho V, nhung cdc niit 1a cla cay
V chinh l1a diém ding khi moéto di dat “&n s6 niit 161 han, hodc dat dugce két qua nhd qua trinh
téng hop hanh vi (duoc ghi nhan tir yud trinh tim kiém & cdc niit cha) cho phép khéng dinh su ¢6
mat cla virus. Trong mot s& trudng hop, cdc giai thuat quay lui, heuristics s& duge iing dung dé
rit ngan qud trinh tim kiém. Vi du néu khéng gian trang théi khéng 16n, c6 thé gia ting gia tri s&
nit t6i han dé m& rong mién t'm kiém. Nhu vay mé to suy dién clia ching ta phai ¢ kha nang
nhan dang ting chi thi, d dai chi thi (dé tinh dia chi, ndi dung cha chi thi k&), biét cdch tinh dia
chi twong d6i clia céc 1énh nhay (dé xdc dinh céc nit).

Qua trinh suy dién cha hé bao gébm suy dién tién (forward chaining) va suy dién 1i
(backward chaining).
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Xét mo hinh thuc t€ (e) va (v), ta-thdy ching cé cau tric giéng nhau, trong dé thuc thé
Thu tuc ¢6 vai trd tuong duong véi thuc thé Hanh vi. Mat khdc V < E, nén van dé chi con gidi
han vao viéc danh gid cac hanh vi trong ting thuc thé Thu tuc cua E xem ¢6 phu hop v6i hanh vi

cua V trong bo luat R hay khéng.

Bo chi thi Bo chi thi
Chi thi Chi thi
Thu tuc ] Hanh vi

E \Y

o YS —_—e T > ~ N . A
(Ky hiéu dién ta quan hé mét - nhiéu )

Bai todn suy dién:

Vao: + Tap luat san xuit R
+ Tap cédc su kién da biét GT vé doi tuong E
+ Tap ma 1énh C cua d6i tuong E.
Ra: + Két luan vé su ton tai cua V trén E.
+ Bién phap khéc phuc.

Yéu cau: Str dung tap luat R, cc yéu t6 cia E dé xdc dinh V, dé xuat giai phdp cu thé.

Qua trinh suy dién ti€n dugc thuc hién nhu sau:

Ban dau biét E (duéi dang cay chi thi nhi phfm.C) ciing cdc dic diém GT. Sau dé dua vao
cdc luat thod man, cdc su kién bé sung, thuc hién giai thuat tim kiém cho dén khi V duoc phat
hién, hodc gid tri s6 nit téi han bi vi pham, hodc gap nit 14.

Giai thuat:

(1) + Khai tao cdc gia tri dau:

. C6 niit d&m Count = 0

. Hang t6i han Limite.

. Bién trang thai Detect = false, EndTrace = false.

. Xdc dinh luat R (Rf hay Rb) cing m, n tuong ting. Trong dé:
- n la téng cdc luat nguyén té cla ludt co so .

- m 1a téng cdc nguyén t6 clia bo luat Rx.
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(c6 thé dinh cdc dai luong nay mot cich dé qui).
. Ngan xé&p trang thdi Trace (v) = Null.
(Trace(v) chia cdc hanh vi da phat hién trong qua trinh).

+ M0 niit ddu tién.

+ Khai tao ham su kién Fact(n), chon nhanh ré hudng.

(2) + Doc ma 1énh hién tai, mi 1énh ké ti€p trén nhanh vao cédc bién Code, NextCode.

+ Duyét ting ma lénh (Code, NextCode), cho dén khi:

. Phat hién hanh vi R(p1j),i=1 +m, j = | + n, cip nhat vao Trace(v).
. Gédp nut ké tiép.
. Gap nut 14, bat co trang thai EndTrace = true.

+ Kiém tra ngan xép trang thai Trace(v), néu thoa (da dat du hanh vi cho phép keét luan),
bat ¢o trang thdi Detect = true, EndTrace = true, dén budc (3).

+ Ham Fact(n) ghi nhan cac su kién hién tai, dinh vi dia chi, 14y két qua ma niit k€ ti€p.

+ Tang s6 nit d&m Count = Count + 1. Néu Count <Limite, trd vé budc (2).

(3). + Néu Detect = true:

. Phan tich tap hanh vi R(p) trong ngan xép trang thdi Trace(n).
. Dua va R(p) va GT, lva chon giai phdp khic phuc.

+ Thodt

Giai thuat duoc xay dung theo phuong phép tim kiém véi tri thic bé sung, do d6 han ché
duoc mién tim kiém. Vi vdy ta khong can phai vét can toan bo cay nhi phéan chi thi ma van bao
dam khong bo sot mién kha di trén céy.

Co thé dp dung co ché suy dién 1uii trong tiing budc, ting trudng hop cu thé dé tim cich
thay viéc ching minh q (trong ludi =: l A .... Ap, = q) bang cdc pl, p2, pn.. Vi du hanh vi Dat
kich thudc bo nhé cua B-virus (trong bo 1aat Rb) dugc phét hién, lic d6 can kiém ching:

- Mot trong cdc thanh ghi phan doan ES, DS, SS ¢6 gia tri O (hoac 40h)
- Mot trong cédc thanh ghi chung, thanh ghi chi s6..., ¢6 chita gid tri MenSize mdi.
- Pi dung lénh chuyén (viOV, MOVSB, MOVSW), hoic lénh luu gid tri (STOSB,
SOTSW).
6. THU NGHIEM:

Viéc t6 chirc khong gian trang thdi cdn duge tién hanh trude khi tai tap chi thi E vao.
Truong hop E la cdc tap tin thuc thi, Anti Virus* chi can b tri ving nhé cho E nhu mét qua
trinh con va trao quyén cho mé to van hanh. Tuy nhién, do tinh phong phu ctia ma lénh va kich
thuée cha E 1a bat ky nén cdn giéi han pham vi tim kiém bdng cdch uéc lugng s6 nit tSi han.
Nguoc lai, do kich thuéc MTKD chi gidi han trong 512 byte nén viéc dinh gia tri s6 niit t6i han
cho cdc trudng hop nay 1a khong cén thiét, nhung viéc t6 chic khong gian trang théi lai phic tap
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vi day chinh la vung dia chi thap, noi MTKD dugc nap vao dau tién trong qud trinh khoi dong.
Qua nghién citu cdc phién ban cua hé diéu hanh MSDOS, PCDOS, WINDOW3.x, WINDOW95,
ciing nhu cic hé théng duoc trang bi cac trinh diéu khién thiét bi (DKTB), céc trinh thudng tri
popup. cdc timer..., ta thdy ving nhd thap ndy thuong duoc su dung triét dé. Vi vay khéa nang
xung dot sé rat cao néu Anti Virus* su dung truc ti€p vung nhé nay, lic dé6 moé to suy dién rat
kho van hanh vi ¢6 thé bi tic dong boi cdc trinh thuong trd khdc. Mat khdc Anti Virus* phai
dam bao tinh tuong thich cao trén tat ca cic mdy PC, trén cdc phién ban cta hé diéu hanh, cling
nhu véi moéi trudng tai thai diém chay, sao cho viéc nhan dang V khong lam anh hudng hé thong
(vi du nhu pha huy khéi MTKD cua hé diéu hanh, té liét cac trinh thudng trd, timer réi loan....)

Pé giai quyét van dé trén, c6 thé dinh nghia va cai diat mét may ao (VM Virtual
Machine). Ky thuat nay thudng dugc cdc trinh bién dich dp dung nham ting do tuong thich cia
ngon ngd 1ap trinh cho cac ngon ngit 1ap trinh cho cdc mdy c¢6 moéi trudong va bo chi thi khac
nhau. Mdy ao nay sé cé ving nhd, timer, bo chi thi, cdc thanh ghi .... riéng. Sau khi cai dat xong,
MTKD sé& duogc tai vao vao VM, riéng mo to suy dién cua Anti Virus* van chay trén mdy thuc,
déng vai trd superviser gidm sat hanh vi, phan tich, phdan dodn va két luan vé tinh trung thuc cua
MTKD trén VM, khong anh hudng dé€n moi hoat dong co s& dang chay ngam & mic hé diéu
hanh. Nho vay, mo to suy dién nhan dang B-virus dat ty 1é thanh cong kha cao (96% so véi ty 1é
89% cua mo to nhan dang F-virus).
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