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cAc CO CHE CHUAN DoAN VIRUS TIN HOC THONG

MINH Dl)'A TREN TRI THUC.

NGUYEN THANH THUyll) TRVONG MINH NHAT QUANG (21

Abstract.In this paper we shall investigate a knowledge-based diagnostic mechanism in an

intelligent antivirus system.

An overall system structure will be presented. The first difficult task in the diagnostic processing is

the feature extraction. We proposed some basic behavious of B-viruses and F-viruses. Then, based on

these caracteristics, a careful statistics for 100 typical F-viruses and 60 B-viruses is carried out. The

obtained results helped us to create a konwledge base in the form of the production rules. Two different

inferent mechanisms over knowledge base are discussed. Another contribution in this paper is a

proposition of binary representation of an executable program E. Some experimentation of the Interlligent

Antivirus system are studied based on a virtual machine.

Tom tat: Trong bai nay cluing toi se trinh bay nhirng eo che' chuan doan virus tin hoc thong minh

dua tren tri tlnrc. Cling giong nhir qua rrlnh kharn va chuan doan benh, qua trlnh duce de cap o' day bao

gorn c.ic giai doan: rrfch chon dac tnrng. chin doan va hra chon cac giai phap xir IY·

D~ nhan bier cac tac nhan la, dieu quaIl trong la dua ra cac dac trung eo ban cua cluing. Cac nghien

cuu thuc nghiem chi ra rang du duce che day duoi bfit ky hinh thirc r:ao, each lay nhiem nao, moi virus

deu phai thirc hien cac hanh vi eo ban. Chung toi da tien hanh trich chon duce 7 dac tnrng eo ban dei voi

F-virus va 8 dac tnrng eo ban doi voi B-virus. Cric dac tnrng eo ban nay eo th~ duce chia nho tiep,

Dira tren cac dac tnrng nhan dang, mat eo sb tri thirc bao gorn khoang 200 luat da duce rao lap. Ciic

lu~t duoc hlnh thanh dira tren cac thong ke chi tiet va ty my, thirc hien rren hang tram mau virus thong

dung. D~ phuc vu cho viec ch£n doan, moi chuong rrlnh thuc thi se phai duoc bieu dien duoi dang cay nhi

phan. Ciic eo che chan dorin eo th~ la suy dien tien hoac suy dien lui. D~ giam bot khong gian tirn kiem,

cluing toi cling de xuat mot so heuristics. Cuo] cung cluing toi da tien hanh thir nghiem cai d~t mor may

ao, chay cho ket qua tot. Ma-tCI suy dien tren eo sb tri thirc dar ty l~ thanh cong 96% doi vo-i B-virus vu

89% doi y6i Fvvirus.

1. TINH HINH THl!C T1f vA YEU CAU D!T RA CHO PHAN MEM:

Phan Ion cac phan mem chcng virus tin I19C(Anti Virus) hien nay deu gap tro ngai trong
qua trinh nhan dang cac virus m01. Cac chuong rrinh nay chi eo th~ phat huy tic dung cua no
tren 1119ttap cac mau virus da duoc duo lieu hoa vu cap nhat vao "ngan hang virus" cua phan
memo Dei voi cac virus moi, tac dung cua Anti Virus bi v6 hieu hO~lI1tO~lJ1.Trong mot co gang
chirng muc nao do, Anti Virus chi eo th~ nhan dang SI! ton tai cua cac chuong trinh thuong tni
la. chir khong th~ dira ra mot nhan xet tich circ nao ve tinh trang trong sach cua cac tap tin tren
he thong dU9'C tham dinh.
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Qua trinh phong chong virus tin hoc cho may tinh ciing giong nhu viec bao v~ strc khoe

cho con nguoi. Trong moi twang hop, phuong chum "Phong benh hon chira benh" van la tu

nrong chu dao. Vi vay chi can phat hien su eo mat cua virus la, tieu diet cluing "tir trong tnrng
nuoc" la da chan dung diroc cac hiern hoa eo nguy CCi bung n6 tren he thong.

D~ giai quyet yeu eau thuc te, chirong trinh chong virus thong minh (Anti Virus*) se sir

dung cac phuong phap nhan dang nao, cac chien hroc tlm kiern, eau true chuong trinh ... ra sao.

Cluing ta se xem xet cric van d6 trong ph an trlnh bay duoi day.

2. CO CHE CHAN DoAN:

D~ nhan dang mot virus V la tren doi nrong E (la cac Mau tin khoi dong MTKD, t<:iP tin

thi hanh COM, EXE, DLL. ..), Anti Virus* se tien hanh phan tich 111Ulenh thuc thi cua E. Do V

ciing sir dung cac mu lenh nhi phan cua bo xu ly giong nhu mu lenh cua E nen khong th~ xe111

xet tirng mu lenh roi rac d~ eo th~ khang djnh v6 su vo nhiem cua E. Nhu the, Anti Virus* phai

eo kha nang "nhln" va danh gia 1119ttap hQ'P cac lenh may d~ phan doan xem do la h;1I1hvi cua

V hay chi la chi thi cua E. Dieu nay eo th~ giai quyet bang each xay dung 1119ttap luat cac hanh

vi cua virus. B9 luan nay duoc tao thanh boi cac sir kien nguyen to la mu lenh cua bo chi thi,

duce xay dung thanh cac phat bieu phan anh duce nhirng hanh vi dac tnrng cua virus tren doi

nrong E bat ky. Ke tiep can xay dung CCi che suy dien dua vao tap luan drr eo, phuong phap van
hanh dong CCi suy dien, vu cuoi cung la dua ra ket qua cua qua trlnh nhan dang, nhirng cM nghi

thich hop, cac gia: pbap phuc hoi du' lieu (dieu tri) kha di, M9t each tong quat, sodo eau true

chuong trinh eo th~ diroc trinh bay nhu sau:

Trfch chon
d~c trung

Hanh
vi

G

CSTT

Dieu rriNhan dang vu
chuan dorin

Giai
phap

D~ tang tinh Iinh hoat va thich nghi cua he, cac bo luat (Hanh vi, Loai benh, Giai phap) se
duce chiia trong cac CCi sa dit lieu eo th~ du cap nhat theo "tlnh hlnh benh ly CUd benh nhan"
duce yeu du chan doan.

Loai
benh
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3. TRicH CHQN f)~C TRUNG

That kho ma doan tnroc bin chat cua mot nguoi nao do neu ta chua bao gio tiep xiic voi
ho. Trong nhirng tnrong hop nhir vay, nho van dung kho tang kinh nghiern dan gian, con ngiroi
eo th~ "xern tuong'' va dtr doan diroc phan nao tich each cua doi tU'9'I1gma mlnh quan tarn (VI du
ngiroi eo hanh vi bat chinh thirong eo anh mat khong ngay thang, len let, v, v,..). Tro lai tnrong
hop cua cluing ta, virus may tinh chinh la tap hop cac hanh vi (lay nhiern, pha hoai ... ) tiem fin
cua mot ngiroi eo ea tinh (t<;10ra virus). Anti Virus* phai du doan diroc hanh vi, y d6 cua ho bang
each do xet cac bieu hien eo ban cua virus. Nhirng kien thirc nay thuong diroc tlch luy thong qua
cac kinh nghiern cua cac chuyen gia virus trong the gioi thuc. VI vay neu trich chon duoc cac
dac tnrng nay, t6 chirc cluing thanh bo luat hanh vi voi eo che suy dien thich h9'P thl Anti Virus*
eo th~ "xem mat ma bat hinh dong" cac virus moi.

a. Cdc dij.c trung eo ban:
Du diroc che day diroi bat cu hinh tlurc nao, each lay nhiern nao, virus d~u phai thuc hien

cac hanh vi eo ban. Cac hanh vi nay giup cluing kh6'i tao trang thai ban dau, kiern tra moi
tnrong, kich hoat cac mo dun ke tiep, thuong tni, lay lan ... Cluing ta se dira va nguyen dc lay
nhiern cua cluing M phan loai va nhan dang cac hanh vi C<J s6' nay.

i. B-virus:

Co th~ chia chuong trinh B-virus lam hai phan: phan khoi tao (Install) va phan than. Do tat
ea nhirng dac tnrng C<J ban cua B-virus deu nam tron trong phan Install, nen cluing ta chi phan
tich S<1 d6 khoi cua phan nay:

1

~/ nho ?

[ S

Doe tiep phan than vao bo nho

Khong che'
Nhap/Xuar

Tlnrong tni

-!.'
Doe Bootsector chuan vao bo

nh&

Trao quyen cho Bootsector
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D~ thuc hien cac tac vu tren, cluing phai sit dung mot so thao tac bM buoc. Nhiern vu cua
Anti Virus* la tong quat boa cac tac vu nay duoi dang cac hanh vi CC1 ban ma chirong trlnh eo
tb~ nhan biet. Vi du d~ thuc hien hanh vi (2) - thuong tni B-virus phai thuc hien cac tac vu sau:

+ Lay kich thuoc be) nho

+ Giam kfch thuoc be) nho mat lirong bang kfch thuoc progvi.

+ D~it kich thuoc be) nho

+ Tach chuyen 111e)tvung nho khoi quyen ki~111soat cua h~ thong

+ Chuyen progvi vao vung nho' nay

V6'i cac phan tich nhu tren, cluing ta se trich chon diroc cac d~c tnrng CC1 ban khac. That
vay, dira V~tO 1110hinh lay nhiem, ket hop voi kinh nghiern thirc tien, chung toi drr tong h9P duoc
8 hanh vi eo ban cua B-virus cho phep nhan dang day du sir eo mat cua cluing tren cac MTKD.

ii. F-virus:

Tuong tu nhir doi voi B-virus, cluing ta ciing chia chuong trinh 111e)tF-virus la111hai phtin:
phan khoi tao vu phan than. Sau do t~p trung phan tich phan khoi tao d~ trfch chon cac dac tnrng
cua cluing.

ScJdo phan khoi tao cua F-virus duce \110ta nhu sau:

>----.,D
s

Kh6ng che'
Nh*p/Xuut

Thuoug rni

Cau true phan Install cua F-virus don gian hon Bvirus, nlurng han? vi tuong irng lai tinh

vi h011 do cluing 1<;>1 dung cac dich VI,! do h~ dieu hanh cung cap. Tren ea s6' do, cluing tai da trich

chon diroc 7 d~e tnrng ca ban cua tnrong hop F-virus lay tren tap tin thi hanh E bflt ky.
. , ,

MC>tdieu hi~n nhien la cac hanh vi d~c tnrng eo ban nhan duoc con mang tinh t6ng quat.

as th~ phan ra thanh cac hanh vi chi tiet hon d~ lam min CC1 sa tri thirc, h6 tro qua trlnh nhan

dang va suy dien sau nay. Vi du phan ra hanh vi UlY klch thtroc bC>nho cua B-virus, cluing ta

nhan thay mot trong cac hanh vi nho hon nhir sau:
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Lay kich thuoc bo nho:

+ Truy nhap vung nho thap

+ Goi int 12h

+ ...
Trong cac hanh vi nho nay, cluing ta lai phan ra cluing thanh nho hon neu eo the, VI du

hanh vi Truy nhap vung nho thap

Truy nhap vung nho thap:

+ Nhom lenh chuyen gia tri (MOV, MOVSW, ...)

+ Nhom lenh nap gia tri (LODSB, LDS, ..)
MOV:

+[Segment]: MOV [Index Register], [ValueRegister]
+[Segment]: MOV [IndexRegister], [Value]
+ [Segment]: MOV [Address], [ValueRegister]

[Segment]: MOV [IndexRegister], [ValueRegister]
[Segment]

+DS=O
+ES=O
+ SS=O

[IndexRegister]
+BX
+BP
+ SI
+DI

[Val ueR egister]
+AX
+BC
+CX
+DX
+ SI
+DI
+BP
+SP

v. v ...

b. Thong ke hanb vi:
Trong thuc te, bat cu mot irng dung E nao cling eo th~ sit dung cac thii thuat eo ma lenh

nrong nr nhir cac hanh vi noi tren. Vi vay d~ tranh phat hien Mm, ta phai ttac hrong tftn suat Slr
dung cac hanh vi, ket hop cac qui luat suy dien chat che. Viec nay eo th~ giai quet bang phirong

phap thong ke. Cluing toi da thuc hien cac phep thong ke tren lOO mau F-virus va 60 Bsvirus,
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trich chon diroc cac hinh vi eo xac suat cao, sau do U'<1C Iuong dl? iru tien cua hanh vi nrong irng.

Nho vay, mo to' suy dien cua chung ta se eo kha nang nhan dang cac virus ph6 bien nhat, dong
thoi giam thoi gian phan tich tren tap E nhiem.

4. TAO L~P CO so TRI THlrC:

'D~ eo th~ khai thac hieu qua bo tir di~n hanh vi, h~ se sir dung phirong phap bieu dien tri
tlurc chuyen gia duoi dang luat san xuat:

r: pi 1\... 1\ p" => q
Voi ngir nghia:

Neu <Hanh vi pi>

vs <Hanh vi p2>

Va <Hanh vi p,,>

Thi <Hanh vi! ket luan q>

Trong do p; la hanh vi eo sa thir i, q la hanh vi a mire tong quat. Trong mot so twang hQ)J,

q la eo th~ la hanh vi eo sa cho cac hanh vi t6ng quat Q nao do. a rmrc suy dien cuoi cung, q

chinh la Ket luan v6 tinh trang cua E. Mot each t6ng quat, cac hanh vi nay 13 su kien mang lai

gia tri cua mat bien luan ly, hoac la ket qua cua mot bieu thirc tinh toan ...

D~ minh hoa, cluing ta xem xet hanh vi Lay kfch thuoc bo nho duoc phat bieu nhu sa~:

Neu Code = 8Bh ; MOV

Va NextCode = 07; MOV AX, [BX]

Va BX = 413h; IndexRegister

Va OS = 0; Segment

Thi Lay kich thuac he? I,h,}·

Tren day chi la mot minh hoa nho mo ta qua trinh xay dung luat. Trong thuc te cai dat, bo
luat can duce phan ra chi tiet nhung phai dam bao diroc tinh vi mo, roan dien. Doi chieu eo che

trich chon d~c trung voi vi du minh hoa qua trinh xay dung luat nhu tren se cho thay sir d6 SI?

cua bl? luat. Vi du, cluing ta chi xet str ~d~n:

v aluekegister cho AX, ma chua xet cac BX, CX, OX, SI, OI...

Indexkegister cho BX, chira xet SI, DI, BP ...

Segment cho OS, chira xet ES, SS.

Tren eo sa do, cac luat duoc chia thanh 2 lap chinh:

(I. Lop bt{it Rb mo td hanli vi cua Bsvirut
Vi du:

Neu
Va

E laMTKD
TI! kiem tra
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Va 111uOngtni
Va Trao quyen cho Boot sector

Thl E chua Bivirus V

b. Lop Ludt Rf mo td hann vi cila F-virus:
VI du:

Neu E la tap tin thuc thi

Va Tu kiem tra

vs ThuOng tni

Va Trao quyen cho File

1111 E chua Frvirus V

Trong m6i lap luat chinh eo th~ eo nhieu lop luat con nrong irng voi cac hanh vi CO' s6. Vi

du trong lop luat Rb eo th~ chia lam 8 lop luat con, lop luat Rf chia lam 7 lop luat con. M6i luat

con lai duoc chia thanh cac luat nho hon, v. v...

5. MO - TO SUY DltN:
nit ea cac chuong trinh thi hanh tren may PC (dung bo xir 19 8088, 80x86, Pentium) du

diroc viet bang ngon ngii nao, cling diroc trinh bien dich cua no dich thanh cac tap tin thirc thi

chira cac chi thi may cua bo xir ly, L9'i dung dac diem nay, nguoi vier virus sir dung cac trinh

bien dich Assembly d~ thiet ke virus va tim each dinh no vao cac chuong trinh thirc thi. VI the

cluing luon "hoa hop" voi cac chuong trinh thuc thi khac ma khong phu thuoc vao ngon ngfr ban

dau cua chu th~. Nhu vay d~ phat hien mot hanh vi (bao gom nhieu chi thi theo mot eau true nao

do), mo to phai thao tac tren tap hop cac ma lenh cua bo xir 19. Co th~ xem xet qua trlnh thuc

hien chirong trinh tren may PC chi chira hai loai lenh CO' ban:

( I ) Cac lenh tuan tu.

Vi du: + Cac lenh thay d6i gia tri thanh ghi, bien, thao tac ngan xep ...

+ Cac phep toan s6 hoc, luan 19.
+ Cac lenh goi chuong trinh con binh thuong.

+ ...
(2) Cac lenh re nhanh

Vi du: + Cac lenh nhay eo dieu kien, khong dieu kien, gftn hoac xa.

+ Cac vong lap.

+ ....

Luu 9 rang v6i each phan loai tren, cac lenh nhay la cac lenh re huong chirong trlnh theo

mot trong hai hirong thich hop tuy theo dieu kien, Lenh Call diroc xem la lenh tuan tu, VI no

khong lam thay d6i "mach" cua chtrong trlnh. Nguoc lai, cac lenh vong l~p khong du9'C xem la
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tuan tu vi ball than cluing thirong chira cac lenh nhay eo dieu kien. Vi vay, met each hinh rhirc
eo th~ bieu dien mo hinh xir Iy lenh cua bo xir ly d6i voi chirong trinh E nhtr mot cay nhi phan.

Cay chi thi nhi phan C cua chuong trlnh E
Trong do:

1; Goc bi~u dien di~m vao lenh dau tien.

* Cac nhanh bien dien cac lenh tuan tu.
* Cac nut bi~u dien O19t lenh nhi\)'.
* Nut la danh dau di~li: i:et thiic cua chuong trinh.

Voi each bieu dien nay. mote suy dien se d~ dang ap dung cac chien hroc tlm kiern tren

khong gian trang thai da duoc d6 thi hoa, D~ giai quyet bai toan nhan dang virus, cluing ta cling
xay dung mot khong gian trang thai d6i voi cay chi thi nhi phan cho V, nhung cac nut la cua cay
V chinh la diem dung khi moto dfi dat :~en 56 nut tai han, hoac dat duoc ket quit nho qua trinh

tong hop hanh vi (diroc ghi nhan tir ,,!uatrinh tim kiem 6 cac nut cha) cho phep khang dinh su eo
mat cua virus. Trong mot s6 tnrong h91', cac giai thuat quay lui, heuristics se duoc irng dung d~
rut ngan qua trinh tim kiern. Vi du neu khong gian trang thai khong 16'11, eo th~ gia tang gia tri s6
nut toi h':1I1 d~ me rong mien tlm kiern. Nhu vay mo to suy dien cua chung ta phai eo kha nang
nhan dang tirng chi thi, d9 dai chi thi (d~ tinh dia chi, 119idung elm chi thi ke), biet each tinh dia
chi nrong d6i cua cac lenh nhay (d~ xac dinh cac nut).

Qua trinh suy dien cua h~ bao gom suy dien tien (forward chaining) va suy dien lui
(backward chaining).
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Xer mo hinh thuc te (e) va Cv), ta thay cluing eo eau true giong nhau, trong do time th~

Thu tue eo vai tro nrong duong voi thirc th~ Hanh vi. Mat khac v ~ E, nen van d~ chi con gioi

han vao viec danh gia cac hanh vi trong tirng rhuc th~ Thu tue cua E xem eo phu 119Pvoi hanh vi

cua V trong be> luat R hay khong.

Bo chi thi Bo chi th]

O,i rh] Chi thi

Thu t~IC Hanh vi

E v

(Ky hieu
Bai toal1 suy di~ll:

Vao: + Tap luat san xuat R

+ Tap cac sir kien da biet GT v~ doi nrong E

+ Tap ma lenh C cua doi tuong E.

• dien fa quail htJmot - nhieu )

Ra: + Ket luan v~ sir t60 tai cua V tren E.

+ Bien phap khac phuc,

Yeu eau: Sir dung tap IUa! R, cac yeu to cua E d~ xac dinh V, d~ xuat giai phap cu the.

Qua trinh suy dien tien dU'9'Cthuc hien nhu sau:

Ban dau bier E (diroi dang cay chi thi nhi phanC) cung cac d~e diem GT. Sau do dua vao

cac luar thoa man, cac sir kien b6 sung, tlurc hien giai thuat tim kiem cho den khi V duoc phat

hien, hoac gia tri so nut toi han bi vi pham, hoac gap nut la.

Giai thuat:

( I) + Khoi tao cac gin tri dau:
~

· Co nut Mm Count = 0
· Wing t6i han Limite.

· Bien trang thai Detect = false, EndTrace = false.

· Xac dinh luar R (Rf bay Rb) cung m, n nrong irng. Trong do:

- n la t611g cac luat nguyen to cua luat eo s6 r.

- m la tong cac nguyen to cua bo luat Rx.
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(eo th~ dinh de dai IU9l1g nay mot each d~ qui) ..

· Ngan xep trang thai Trace (v) = Null.

(Traceiv) chira de hanh vi dii phat hien trong qua trinh).

+ Mo nut d~u tien,

+ Khoi tao ham su kien Fact(n), chon nhanh re huong.

(2) + DQc ma lenh hien tai, ma lenh ke tiep tren nhanh vao cac bien Code, NextCode.

+ Duyet rung ma lenh (Code, NextCode), cho den khi:

· PhM hien hanb vi R(pij), i = J -:- m, j = I -:-n, cap nhat vao Trace(v).

· Gap nut ke' tiep.

· Gap nut la, bat ca trang thai EndTrace = true.

+ Ki~m tra ngan xep trang thai Trace(v), neu thoa (da dat du hanh vi cho phep ket luan),

bat ca trang thai Detect = true, EndTrace = true, den buoc (3).

+ Ham Fact(n) ghi nhan C3.c sir kien hien tai, dinh vi dia chi, l~y ket qua mo nut ke tiep.

+ Tang so nut dem Count = Count + I. Neu Count <Limite, tro vebiroc (2).

(3). + eu Detect = true:

· Phan tich tap hanh vi Rtp) trong ngan xep trang thai Trace(n).

· Dira va R(p) va GT, hra chon giai phap khac phuc.

+ Thoat

Giai thuar duoc xay dung theo phuong phap tim kiern voi tri thirc b6 sung, do do han che

duce mien tim kiem. Vi vay ta khong can phai vet can toan bo cay nhi phan chi thi ma van bao

dam khong bo sot mien kha di tren cay.

Co th~ ap dung CCJ che suy dien lui trong tirng buoc, tirng tnrong hop cu th~ d~ tim each

thay viec cluing minh q (trong luai r: 01 /\ .... /\PII => q) bang cac pi, p2, pn .. Vi du hanh vi Dat

kfch thuoc bo nho cua B-virus (trong bl.) ;J~t Rb) diroc phat hien, hie do can kiern chirng:

- M9t trong cac thanh ghi phan doan ES, OS, SS eo gia tri 0 (hoac 40h)

- M9t trong cac thanh ghi chung, thanh ghi chi so ... , eo chira gia tri MenSize moi.

- Dil dung lenh chuyen (,:,,10V, MOVSB, MOVSW), hoac lenh luu gia tri (STOSB,

SOTSW).

6. THU NGHI~M: .

Viec t6 chirc khong gian trang thai can duoc tien hanh tnroc khi tai tap chi thi E vao.

Tnrong hop E la cac tap tin thirc thi, Anti Virus* chi can bo tri vung nho cho E nhu mot qua

trinh con va trao quyen cho mo to van hanh, Tuy nhien, do tinh phong phu cua mu lenh va kich

tluroc cua E HI bat ky nen can gioi h':1I1 pham vi tim kiem bang each uac hrong so nut t61 han.

Nguoc lai, do kich rhuoc MTKD chi gioi han trong 512 byte nen viec dinh gia tri so nut toi han

cho cac tnroug hop nay la khong can rhier. nlurng viec t6 chirc khong gian trang thai lai phirc tap
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VI day chinh la vung dia chi thap, noi MTKD duoc nap vao dau tien trong qua trinh khoi dong.

Qua nghien CUll cac phien ban cua he dieu hanh MSDOS, PCDOS, WINDOW3.x, WINDOW95.

cling nhu cac he thong diroc trang bi cac trinh dieu khien thiet bi (DKTB), cac trinh thuong tni

popup. cac timer..., ta thay vung nho thap nay thuong diroc suo dung trier d6. VI vay kha nang

xUllg dot se rat can neu Anti Virus" sir dung true tiep vung nho nay, hie do mo 10 suy dien rat

kho van hanh VI eo th~ bi tac dong boi cac trinh thuong tni khac. Mat khac Anti Virus* phai

(1<1.mban tinh tuong thich eao tren tat ea cac may PC, tren cac phien ban cua he dieu hanh, cung

nhu voi moi tnrong tai thoi diem chay, sac cho viec nhan dang V khong lam anh huong he thong

(vf du nhu pha huy khoi MTKD cua he dieu hanh, te li~t cac trinh thuong tni, timer roi loan .... )

D~ giai quyet van d~ tren, eo th~ dinh nghia va cai dat mat may ao (VM Virtual

Machine). Ky thuat nay thuong dU0C de trinh bien dich ap dung nham tang dQ nrong thich CLIa

ngon ng:u' lap trinh cho cac ngon ngir lap trinh cho cac m •iy eo moi truong va bo chi thi khac

nhau. May ao nay se eo vung nho, timer, bo chi thi, de thanh ghi .... rieng. Sau khi cai dat xong,

MTKD se duce tai vao vao VM, rieng mo 10 suy dien cua Anti Virus* van chay tren may thuc,

dong vai tro superviser giarn sat hanh vi, phan tich, phan dean va ket luan v~ tinh trung thirc cua

MTKD tren VM, khong anh huong den moi hoat dong eo sa dang chay ngam a 111U'Ch~ dieu

hanh. Nho vay, 111610 suy dien nhan dang B-virus dat ty le thanh cong kha can (96% so voi ty le

89% cua 111610 nhan dang F-virus).
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