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cAY CHi TH| NH| PHAN BIEU DIEN KHONG GIAN
TRANG THAI CHAN POAN VI RUT TIN HOC

NGUYEN THANH THUY, TRUONG MINH NHAT QUANG

Abstract. Applylng problem solving methods and knowledge processing techniques in Artificial Intel-
ligence, we have deslgned a searching space which helps the Inference motor to Identlfy now virus In the
form of binary Instruction tree. Thls database structure specifies execution processing of the central
processing unit 80x86, It’s made to be sultable with Installing the searching algorithm., A knowledge
based algorithm s combined with some heurlstlc to speed up the process of searching virus in the tree
and Increase the confidence of the Inference motor,

1. CHAN DOAN VI RUS VA CAC PHU'O'NG PHAP
GI1A1 QUYET VAN Dh

“V& mét phuwong dign ndo dé, khd n¥ng trf tu§ chinh 1a khd n¥ng hoc t4p vd khd n¥ing gidi
quy&t vin d8” (W. Beranrd). :

Mot trong nhitng khé khén 1én nhét cda vifc ch&n dodn virus 1A céch tiép chn cdc phwong
phép gidi quyét vén 48 (GQVD). Cln lya chon phuwong phép GQVD ndo, t8 chie co s tri thic véi
khéng gian bidu difn ra sao, x8y dyng thuft gidi twong éng... Céc y&u t& ndy rft quan trong, nfu
kh8ng néi I ¢é tinh chifn lwge cda AntiVirus. N6 quydt djnh tfnh khd thi, d8 tin cfy cia qud trinh
chén doén v dnh hudng dén tinh bn ving cia cd hé. H§ chdn dodn mA ching ta x8y dyng phdi
t4i hign mét cdch trung thyc cde qui trinh cdng nghé chén dodn virus cla che chuyén gia trong thé
giéi thye, Néi cdch khéc, h§ phdi cé khd n¥ng GQVD trén co s& 1y thuyét cda trf tu§ nhén tgo.

Dé gidi quydt vén 48, didu trwéc tiédn 1A cin bidu difn vin 48 theo chc yéu cBu [4):

= Sy hiéu vén d8 théng nhft gifta ngudi %t vén A8 va ngudi GQVD. :

- Sy nh&t trf v8 hinh the bidu dgt chch GQVD.

= Xéc dinh ti8n d8 (co' sd dit ligu ban dRu) cho céch gidi.

- Xéc dinh ti8u chufn dénh gid chdt lwgng céch gidl. :

Qua phén tfch céc yéu cBu cia giai dogn bi€u dién vEn 48 nhdm c8 géng tim mét phwong phép
tiép cfn khd df cho vén 48 chén doén virus, chiing ta thfy ring cé thé phét bidu vin d¥ ndy duwéi
dgng “tir mét trgng théi xuflt phdt hiy tim dwing dfin d€n mét trang théi két thic mong muén”.
Qué trinh GQVD bao gbm:

= Chon khéng gian tim ki€ém thich hgp.

- Tién hanh tim kiém ¢ h§ théng vd higu qud trong khéng gian tim kiém.

« 8 dyng trigt 48 cdc ngudn tri thic lién quan trong qué trinh tim kiém twong ¥ng véi midn
d8i tweng cy thé. :

Khéng gian tim kiém cia mt v&n d8 gidi trén mdy tinh thudng dwee bi€u difn bdi 4B thj,
d8i khi cé thd mét deng d¥c bigt cda dB thj 14 cdy, trong dé:

- M8i dinh 1a mét giai doan cia qué trinh gidi (trang théi).

- M8i cung 14 tdc d9ng bién d8i qué trinh tir giai dogn ndy sang giai doan khéc.

Vigc GQVD rit cyc lpi 1d tim dwdng di tir trgng thai ban diu téi trang théi mong muén dwge
bidu difn qua hai dinh ndo d6 cda dB thj ho¥c cly tim kidm (vi vy trong mét 88 trwdng ho'p, khéng
gian tim kidm cling dwgc goi 1a khdng gian trgng thdy). V&n d8 cdn lpi 1A x8y dyng cée thd tye tim
kiém thich hgp trén khéng gian trang thai mét céch t8i wu, hiu qud va nhanh nhAt.
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2. T8 CHU'C KHONG GIAN TRANG THAI CHO MO-TO SUY DIEN

T&t cd chc chwong trinh thi hanh trén mdy PC ding b xi 1y 8088, 80x86 (goi tdt 1a VXL
80x86) dit dwgc vi€t bing ngén ngit ndo, cling dwge trinh bién dich cia né djch thanh céc tép tin
thyce thi chita cdc chi thj mdy cda b§ xit 1. Lei dung d¥c di€m ndy, ngudi viét virus st dung céc
trinh bién djch Assembly A€ thidt k& virus vd tim céch dfnh né vdo céc chwong trinh thye thi. W
thé, ching luén “hda hgp” véi cdc chwong trinh thyc thi khéc ma khéng phy thude vdo ngdn ngit
ban diu cda chd thé. Nhu viy, d& phét hién mét hanh vi (bao gdm nhi¥u chl thj theo mdt cfu tric
ndo dé), m8 to phdi thao téc trén tdp hop E chc mé lgnh cia bd xit Iy, T4p hep ndy dwge t8 chie
nhr mang mét chidu trén bd nhé cla mdy tinh (RAM, dia t¥r), Céch lwu tri don gidn ndy khéng
phl hep véi cde phwong phédp tim kiém d& néu. Bdn thin cfu tric dir lifu mdng d& bdc 1§ quan
di€m xem céc phln td' trén E nhw 1A mét thp dik lifu don thulin (cdc AntiVirus c8 di€n cfing quan
ni§m nhuv viy). Quan di€m ndy chl ddng d8i véi trudng hop tép E dang “ngd yén” trén thidt bj leu
trit, nhung khi ching dwgc tai vdo viing nhé& v nhén dwge quyén thi hanh, thl ching khéng cdn 1
mdt chudi cdc byte v8 nghia nhw trwée ma tréd thinh mét chwong trinh linh hoat, hoat déng theo
ké hoach d& 18p sfin, thyc hign cdc hdnh vindi tgi... Nhu vhy, nfu quan niém £ 1d mot t4p céc hdnh
vt ¢d cdu trde thl ven d8 sé séng td hon. Didu ndy cé thé gidi quyét bing viée tim hidu co chd thye
hign lgnh VXL 80x86. Chiing ta 88 khéng di su vado phin tich chi ti€t cdc kidn trdc vit 1y cda ho
méy PC ma chi cBn tim hiu co ch@ thyc hién 1énh véi myc dich t4i hign ti€n trinh xi Iy duéi dang
gidi thuft,

2.1, Céc thanh ghi cda VXL 80x86 (1]

VXL 80x86 dwge thidt ké d& thyc hign vi tidn hanh cée phép todn 88 hoc va lugn 1y ciing lic
véi vige né nhén 1§nh v chuyén di ligu vdo/ra bg nhé. DE lam didu ndy, 80x86 ding céc thanh ghi
16-bit:

e Bén thanh ghi chung AX, BX, CX, DX, dwgc ding tiy theo cdng dung riéng:

- AX (Accumulator): dwge diing dé tfch liy, thyc hifn céc phép tinh &8 hoc.

- BX (Base): dwge ding chita dja chi con tré theo bang, hofic phin dja chi offset cila mét dja
chi theo doan.

- CX (Count): dugc diing lam b3 dém A& didu khidn vong l¥p, chc lénh chuydn doi dir ligu.,

- DX (Data): dwgc diing d€ cft di¥ lidu 16 bit cho cdc myc dfch chung.

M&i thanh ghi ndy cé thé dwgc chia 1Am hai thanh ghi 8-bit riéng bigt, 46 1a AH, AL, BH, BL,
CH, CL, DH, DL,

o B&n thanh ghi dogn C8, DS, ES, 88 ding d¢ dénh céc dja chi theo dogn 64 KB cia b nhé:

- C8 (Code Segment): xdc djnh dogn l§nh noi chwong trinh dang thi hanh.

= DS (Data Segment): x4c djnh dogn dir ligu cda chwong trinh,

- ES (Extra Segment): x4c dinh doan thém, b8 sung cho dogn dit ligu.

- 88 (Stack Segment): xdc dinh dogn ngin x&p, diing theo d&i chc tham 88 v céc dja chi dang
dwgce chuong trinh hign hanh st dyng.

hd. Ném thanh ghi offset IP, SP, BP, SI, DI diing djnh chfnh xdc mét byte/word trong mét dogn
cy theé:

« IP (Instruction Pointer): gift vj trf cia l¢nh hign hanh trong dogn 1gnh, diing chung véi CS
tao thinh mét dja chi 20 bit dang CS:IP, :

~ SP (Stack Ponter): con trd ngén xdp, gift vj trf hién hanh cda dinh ngin x&p.

- BP (Basic Pointer): diing truy nh§p vio ngén xép, dinh céc tham s8...

- 8I (Source Index): con tré dinh vi dja chi ngudn.

= DI (Destination Inedx): con trd djnh vj dja chi dfch.

o Thanh ghi c& chira 9 bit didu khi€n bi€u difn théng tin trang thdi cda b8 VXL, bao gdm 6
et trang théi:
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- OF (Carry Flag): c¥ nhé, ding cho cdc phép todn 88 hoc cé nhé.

- OF (Overtflow Flag): c& tran, diing cho cdc phép todn s& hoc bj tran,
- ZF (Zero Flag): c¥ sero, béo céo két qud bing 0, so sénh bing.

- SF (Sign Flag): c¥ dfu, bdo cdo két qud, so sdnh &m.

- PF (Parity Flag): c& chin 13, 88 chin céc bit 1.

- AF (Auxiliary): c& phy.

Thanh ghi ndy cdn chita ba c& diéu khién:

- DF (Direction Flag): c& dinh hwéng tién ldi.

- IF (Interrup Flag): c& ngit.

- TF (Trap Flag): c¥ biy.

2.3. co' ché thyc hién 1énh cda VXL 80 x 86 (1]

Qué trinh thyc hién lgnh cia VXL 80 x 86 khéng giéi han trong pham vi 64 KB cia dogn l§nh
do CS qudn Iy ma cé thé trdi dai trén ving nhé 20 bit dja chi. Ching ta hiy xem xét gidi thuft
thye hign cdc chi thj cda VXL 80x86 nhw sau: .

Bwée 1 - Khéi tao gid trj ban diu cho cc thanh ghi.
- CS:IP giir dja chl ban dBu cla didm vdo l§nh diu tién,
Buéce 2 — Thye hign 1énh hign tai, ghi nhén trang théi vdo thanh ghi c¥.
- Tinh 4§ d¥i lgnh trong titng trwdng hg'p. Néu lg¢nh hign tai 1a:
+ Lénh goi, bao gdm: '

. CALL ( thd tyc ):
- Thing IP 8 byte (IP trd dén lgnh k&, sau lgnh CALL).
- Lwu dja chi tré vé: dfy IP vio dja chi S8:SP, gidm SP 2 byte.
- Gidm SP 2 byte.
- Tinh todn dja chl offset Thi tyc, gén cho IP.
- Dén buée 2.

. CALL FAR (Thd tyc):
- T¥ng IP 3 byte (IP trd dén lgnh k&, sau l¢gnh CALL).
- Luu dja chi tr& vé: ddy CS,IP vdo dja chi SS:SP, gidm SP 4 byte.
- Tinh todn dja chi thd tyc (dgng CS:IP).
= Dinh vj lai CS:IP méi.
- Dén bwée 2.

. INT (X)
- T¥ng IP 2 byte (IP trd dén lénh ki, sau l§nh INT)
- DAy thanh ghi c& vio S8: SP, gidm SP 2 byte
- Lwu dja chi tré v8: dfy CS,IP vdo dja chi 88:SP, gidm SP 4 byte.
« Tinh todn dja chi ngdt X (dang CS:IP) tir bdng vector ngit.
= Dinh vj lai CS:IP méi.
- Dén buée 2.

+ Lénh tré vE:

. RET:
- Ly gid trj 1 word tai SS:SP gén cho IP.
- Téng SP 2 byte.
- Dén bwéc 2.
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. RETF:
- Ly gid trj 2 word tai 88:SP gén cho CS:IP.
- Téng SP 4 byte.
- Dén buéec 2.
. IRET:
- L&y gid trj 1 word tai SS:SP vao thanh ghi c¥.
- Téng SP 2 byte.
- Ly gid trj 2 word tai 88:8P gén cho CS:IP.
- T#ng SP 4 byte.
- Dén buwée 2.
+ Lénh nhdy khéng didu kifn:
. Nhdy ghn: djnh huéng nhdy, d§ r&i l§nh.
. Nhdy xa: » Djnh lai CS:IP méi.
» Dén buée 2.
+ Lénh tulin ty: tinh 4§ dai l§nh hifn tei.
+ Lénh nhdy cé di¥u kign: daw vdo tragng théi thanh ghi c¥ (didu ki¢n nhdy),
dinh hwéng nhdy, 48 déi 1énh,
Buéc 3 - Cng gid trj d¥i lénh vao IP, (do 46 IP s& trd dén dja chi 1¢nh k€ tiép),
- Dén buéc 2.

Trén co s& cda gidi thuft ndy ching ta cé th€ xem qué trinh thye hifn mdt chwong trinh trén
mdy PC st dung VXL 80 x 86 chl chita hai 1¢nh co bén:
i) Céc lgnh tulin ty:
Phép tfnh IP mdéi sau cdc lénh ndy dya theo cdng thirc:
IP = IP + D§ dai l§nh. (1)

Dai lwong D¢ dds lénh 1 m8t h¥ng s8 dwge qui dinh bdi VXL 80x86.
Vi dy: + Céc lgnh thay d8i gid trj thanh ghi, bién...

+ Céc phép todn &8 hoc, lufn 1y,

+ Céc lénh goi chwong trinh con.

+ LA
ii) Céc 1gnh rd nhénh:
Phép tinh IP méi sau ndy phy thudc dya theo céng thirc:

IP = IP + D di lgnh (2)

Dai lugng D¢ dés lénh 1A mot bi€n 88 dwge qui djnh béi co ché tinh todn dja chi vi einh mé
lénh cia trinh bién dich. Gid trj cia né 8§ dwge tinh todn lic HDH ngp mé 1§nh vio b§ nhé (déi
véi tip EXE) hofc lic chay chwong trinh E,

Vi dy: + Céc lénh nhdy cé didu kign, khdng didu kign, ghn holc xa.
+ Céc vong 1¥p.
-+ Mt 88 thd thuft thao téc ngkn xép cho két qud twong ty l§nh nhdy.
Luu ¥ ring véi cdch phén loai trén, cde 1gnh nhdy sé r& huéng chwong trinh theo mgt trong
has hwémg thich hep tiy theo didu kin, trgng théi cda thanh ghi c¥, Liic ndy dja chl nhdy dén dwgc
tfnh todn vd “mach” cda chwong trinh sé thay 48i.

Lénh CALL, INT dugc xem 1A 1¢nh tulin ty, vi né tulin theo céng thirc (1) vd khéng lam thay
a8i mach cda chwong trinh. Nguge lai cde 1énh vong 1§p khéng dwge xem 1 tulin ty vl ban thén
chiing thudng chita cée lénh nhdy cé didu kién, ho¥c che 1gnh didu khién ré nhénh mic dinh (dgng
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‘LOOP if CX < 0). V1 viy, m8t céch hinh thitc cé thé bifu difn m8 hinh x¥ 1y l¢nh cla VXL 80x86
nhv mét cly nhy phdn.

Ciy chi thj nhj phén cda chwong trinh E

Trong dé: :
- G8c bidu difn di€m vio lgnh d%u tién.
- Céc nhénh bidu difn céc lgnh tulin ty.
- Céc nit bidu difn mét lénh nhdy.
- Nt 14 d4nh dfu didm két thic cda chwong trinh.

Véi céch bidu din ndy, m8to suy dién 88 d dang &p dyng cdc chién luge tim ki€m trén khéng
gian trang théi dé dwgc A3 thj héa duéi dang cdy chf thy nhi phdn, Nhu vy, vEn 4% t8 chirc khéng
gian trang théi d& dwgc gidi quy@t. V&n 48 thir hai 13 zdy dyng co' ché tim kiém trén khéng gian
niy.

8. XAY DUNG co cHE TiMm K1fM TREN CAY CHI TH] NH] PHAN

Céc thd tyc tm kiém di€n hinh bao gbm [5):

@ Tim ki@m réng: dwdng di dwge tim theo moi hwéng cé thé & mbi buwée.

@ Tim kifm su: dwdng di sRu m&i theo mét hwéng dén khi ndo khéng tiép tuc di nita méi
chuyén sang hwéng khéc.

@ Tim kim séu din: tim ki€m sfu & mic n cho trwée rdi tim kiém réng dng véi mie dé.

@ Tim ki€m cyc ti€u héa gid thinh: m&i cung cila cBy/dd thj dwgc gén gié thanh, hwéng tim
kiém duwge xdc djnh béi vige cye ti€u héa gid thainh dudmg di.

® Tim kim véi tri thite b8 sung: hwémg tim kifm dwge x4c djnh véi tri thie b8 sung & méi
buéec.

D8i véi chiing ta, phwong phédp tim kifm ndo td ra hidu qua nh&t trén cly chi thi nhj phén di
x8y dyng? Céc phuong phdp @, @, @ cho phép vét can cly tim kiém nhung t8c 48 khé chém, nhit
1a 46i véi trudmg hep tdp E djc td céc file EXE dai hding MByte. V4 lpi, viéc nhén dang céc hanh
vi co' bdn cda virus trén F cling khéng cBn thidt phdi vét cgn khéng gian tim ki€m. Phuong phép
@40i héi phdi djnh gid thanh cho m8i nhdnh trén cBy, nhung ta lai khdng c6 mét co s nio 48 wée
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lwgng dwge khd ndng xuft hién cdc hanh vi cla virus trén mét nhénh ndo dé. Néu c& djnh chon gidi
phdp ndy, ching ta phdi xy dyng thém mét bd nhén dang ti€n hdnh vi cho méi nhénh trwée khi
nhén dang hanh vi trén nhénh 46, két qud chdc chidn sé suy bidn dén v8 cyecl.

Phuwong phdp ® (tim ki€m véi tri thitc b6 sung tai méindt) cé thé dwge 4p dyng dé gidi quyét
vin d8. Nhung lugng ¢ri thée bé' sung dwoe chp nhit tir ddu vA b8 sung nhw th& ndo trong qué
trinh tim kiém? D& gidi quydt v&n 8 ndy, ching ta st dyng gidi phdp heuristic nhu sau:

Khi thyc hign tim kiém dén mét ndt (d%c t4 1énh nhdy) trén cly, vin 48 m&u chdt 1a phdi biét
nhdy theo hwdng ndo. Nhuw trén di phén tich, trwée khi thye hidn 1énh nhdy, VXL 80 x 86 88 kiém
tra trgng thdi thanh ghi c& 48 quyét djnh huéng nhdy. Gif trj cda thanh ghi c& tai m&i ndt chinh
1A di¥u kign nhdy, nhu vy ching sé l¢i dung co ch@ ndy dé nhin dwgc tri thife b6’ sung tai timg nift
cho cBy nhj phén cda minh. Dén diy thl sy vigc di& qué rd ring, ching ta chi cin xiy dyng mét co
ch€ tim ki€m dya theo gidi thuft thi hdnh 1gnh cda VXL 80 x 86, D& thu thip tri thic b8 sung,
ham Flag(n) cé nhiém vy phén tich trang théi bidn nhé 1 word d¥c t& thanh ghi c& Him ndy sé
dugqc goi dinh k¥ khi qud trinh tim kiém dat dén nidt n ndo 46, két qud trd vé cia him s& h8 tro tri
thie cho vife quyét dinh ré hwéng trén chy.

Nhu viy, d€ gidi quyét bai todn nhén dang virus, ching ta sé xiy dyng mét khéng gian trang
théi véi cly chi thj nhj phén cho V, céc nit 14 cda cy V chinh ld di€m dirng khi méto dé dat dén
a8 ndt téi hgn, hofic dat dwgce két qud nh¥ qué trinh t3ng hgp hanh vi (dwge ghi nhn ti qué trinh
‘tim ki€m & cde nit cha). Ap dung phwong phép tim kiém véi tri thic b8 sung trén cily dd han chi
mién tim kiém. Trong mét 88 trudmg hgp, che gidi thuft quay lui, heuristics 88 dwge ¥ng dyng. Vi
dy néu khéng gian trang théi khéng 1ém, cé thé gia thng gid trj s nidt té4 han 46 mé réng mi¥n tim
kiém. Nhw viy méto suy difn cda ching ta phdi cé khd ning nhén dang ting chi thj, 48 dai chi thj
(4@ tfnh dja chl, ngi dung cda chi thi ké), biét cdch tinh dja chi twong d&i cda cdc 1gnh nhdy (48 x4c
dinh céc nit), vd nhit 1A bidt khai thdc tri thitc b8 sung tir két qud cda ham Flag(n) cung c&p cho
né.
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