Tap chi Tin hoc va Piéu khién hoc, T.25, 8.2 (2009), 159-165

MOT SO TINH CHAT CUA TAP T(e)
MOT TAP CON PAC BIET CUA z*

VU HUY HOANG!, PANG VAN CHUYET?

L Cuc Co yéu 893 - Ban Co yéu Chinh phi
2Dai hoc Bdch khoa Hi Noi

Abstract. In [1,2] we have proposed an algorithm to construct secure RSA Cryptography System
with large decryption exponent. The algorithm has been installed and run in several practical tests.
In this article some interesting properties of the set T'(¢), a subset of Z¥ are presented and applied

to prove the correctness of the proposed algorithm.

Tém tdt. Trong [1,2], téc gid da dé xudt mot thuat toan xay dung hé mat RSA an toan véi s6 mi
gidi ma 16n. Thuat todn da duoc cai dat va chay thir nghiém. Trong bai bdo nay, mot s6 tinh chat
17 thi cia tap T'(e), mot tap con cia Z¥ sé duoc gidi thiéu va dimg dé chimg minh tinh ding dan

thuét todn néi & trén.

1. PAT VAN PE

Céc lrgc dd hé mat khéa cong khai va chir ky s6 RSA hién nay dang dwoc sir dung rong
rai trén thé giéi va & Viét Nam. Nhung bén canh dé cling c6 nhiéu méi nguy hiém khi st
dung hé mat RSA khong ding céch ([3,4,5]). Wiener [6] da chiing minh rang, cic s6 mil bi
mat nhé ¢6 thé dugce khoi phuc hiéu qua néu d < 25—, Két qua nay dwoc cdi tién béi Boneh
va Durfee [7], cho két qud twong tw véi d < %292, Hon nira hai téc gid nay con phong doan
rang hé mat RSA khong an toan véi d < y/n. Vi vay, viéc xay dung hé mat RSA véi s6 mil
gidi ma d 16n da trinh bay trong [2] cho phép tranh dwoc kiéu tan céng do viéc ding s6 mil
gidi ma d nhé, ¢é ¥ nghia thuce té, ddp ting dwoc nhu cau trong giai doan hién nay.

Pé chitng minh tinh ding dan va kha thi cia thuat todn xay dung hé RSA véi s6 mil gidi
ma 16n sau khi da chon trudce s6 mi lap ma e > 3, ta can xem xét va gidi quyét nhirng van
de sau.

Cho e 1a mot s6 nguyén dwong, e > 3. Khi dé:

Z,=140,1,2,...,e — 1} 1a tap cdc 86 duw modulo €;

Z¥ = {r € Z.|gcd(r,e) = 1} 1a nhém nhan cia Z,, trong dé moi phan tit cia ZF déu ¢
nghich ddo nhan.

Goi T'(e) 1a tap con cia Z¥, dwoc xdc dinh nhu sau:

T(e) ={re ZX(r—1) € ZX}.

Ta can nghién cttu cdc tinh chat cia tap T(e) va cong thire tinh luc lwgng (s6 phan tir)
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cla tap dé. Va sau day 1a mot s6 vi du.

Vidul. Véie=09, tacéd

ZS - {17 2,4,5,7, 8}7 |ZS| - CI)<9> =0,
va T(9) = {2,5,8}, |T(9)] = 3.
Vidu 2. Véie—=10=2 x5, ta co

ZTO - {17 3,7, 9}7 |ZTO| - CI)<1O) =4,
va T(10) = ¢, |T(10)] — 0.
Vidu 3. Véie—=15=3 x5, taco

Zis = {1,2,4,7,8,11,13,14}, |Z75| = ®(15) = 8,

va T(15) = {2, 8, 14}, |T(15)| = 3.
Vidu 4. Véie=8=23% tacb

Zi =A{1,3,5,7}, | Zg| = ©(8) =14,

vaT(8) = ¢, [T(8)] = 0.

Vidu 5. Véie=27=3% tacb
Zy. ={1,2,4,5,7,8,10,11,13,14, 16,17, 19, 20, 22, 23, 25, 26 },
| Z57] = ®(27) = 18,

va T(27) ={2,5,8,11,14,17,20, 23,26}, |T(27)| = 9.

Vi du 6. Véi e =5 la mot s6 nguyén t6, ta cb

Zy ={1,2,3,4}, | ZZ| = ®(5) = 4,

va T(5) = {2,3,4}, |T(5)] = 3.

Vidu 7. Véie=25=5% tacé
Z3s=4{1,2,3,4,6,7,8,9,11,12,13,14,16,17,18,19,21,22,23,24},
73] — B(25) — 20,

va T(25) ={2,3,4,7,8,9,12,13,14, 17, 18,19, 22,23,24}, |T(25)| = 15.

2. MOT SO TINH CHAT CUA TAP T(e)

Tinh chat 1. Néu e la mot sé nguyén t6 (tirc e nguyén t6 va lon hon 2) thi T'(e) # ¢ va
|T(e)| = e — 2.
Ching minh.

Vi e 14 86 nguyén t6 nén ZF = {1,2,3,....,.e — 1}.

Suy ra T(e) = {2,3,4,..,e— 1} va |T(e)| = e —2. |
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Tinh chét 2. Néu e la mot hop s6 chan thi T(e) = .
Ching minh.
Gid st T(e) # ¢ var € T(e). Vir € ZF va e 1a 56 chan nén r la mot s6 1&. Theo dinh
nghia ctia T'(e), cé r — 1 € Z¥ va rd rang (r — 1) 1a mot s6 chan. Mau thuan. Vay T'(e) = &.
Tréd lai véi vi du e = 10. Ta ¢6 727, = {1, 3,7,9} va T(10) = ¢. [ ]
Tinh ch&t 3. Néu m va n la hat sé nguyén dwong nguyén t6 cing nhav thi T(m.n) =
T(m).T(n).
Ching minh.

Truée hét, ta nhac lai moét tinh chat quen thudce twong tw doi véi ham & Euler:

®(n.m) = ®(n).®(m),

. N . o~ ~ ~ NN
v&i n, m la hai 86 nguyén duwong nguyén t6 cung nhau.
That vay, gid tri cia ®(n.m) twong tng véi s6 cdc s6 nguyen t6 cling n.m trong n.m s6
~ A oA » X ~ A s ~
nguyén dwong dau tién. Ta bieu dién n.m s6 nguyén dwong dau tién dwéi dang mot bang
chir nhat (n X m, n hang, m co6t), moi hang gom m s6 nhu sau:

1 2 3 ... m

m-+1 m-+2 m+3 ... m+m
2m+1 2m-+-2 2m+3 ... 2m+m
(m-Dm+1  (m-Dm+2 (n-1)m+3 ... (o-1)m+m

Béng trén chita ®(n.m) s6 nguyén t6 cling n.m, c6 thé tim dwgc bang cich xéa di tit ci
cac 56 ¢ mot wée nguyen t6 chung véi m hay n.

Céc s6 c6 wée nguyen t6 chung véi m 1a cde s6 thude cde cot ma s6 hiéu ¢ (s6 dau tien
trén dau cot) c¢6 mot wée chung véi m (vi wée chung dé chia hét tat cd cdc s6 k.m + i clia
cot).

Bang cich 1ay di tdt cd cdc cot ¢6 s6 hieu khong nguyén t6 cliing m, ta da xéa di (loai bd
di) tat ca céc s6 khong nguyén t6 cung m.

Trong mo6i mot cot gom n s6 clia ®(m) cot con lai, cé ding mot s6 bang 0 (mod n), mot s6
bang 1 (mod n), ... , mét s6 bang n — 1 (mod n), va nhw vay chita n gia tri phan biét modulo
n. Thuc vay, gid st nguoc lai, ¢ hai phan tir thudc ciing mot cot (b.m + a) va (b'm + a) ma
bang nhau theo modulo n. Néu b.m + a = b'm + a(mod n) thi bm = &'m(mod n). Nhan hai
vé véi nghich ddo cia m theo modulo n (nghich ddo nay ton tai vi » va m nguyeén t6 cling
nhau), ¢c6 b= t/(mod n), c6 nghia b = &' vi b va ¥ déu nam gitta 0 va n — 1.

Nhu vay, véi mot gia tri cho truéde twong ting chi cling mot phan ti cia cot, ta da chimg
minh dwoc rang céc s6 ciia moi cot con lai déu phan biét modulo n.

Do dé trong moi cot, thuoc ®(m) cot con lai, chita cdc s6 khong ¢ mot wée chung nio
véi m, viec loai bo cic 86 ¢ mot wée chung véi n sé dé lai ding ®(n) s6.

Tém lai, trong bang con lai ding ®(n).®(m) s6, chiing t6 diéu phai ching minh. []

Vidu 8. Xét mot vi du véim =25 van=9. Ta lap Bang 1.
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Bdng 1. m = 25 va n = 9 (trong d6 cdc 6 sam mau bi loai bd)

1 2 (3 |4 |5 [6 |7 |8 |9 |10 |11 |12 |13
26 (27 (28 |29 |30 (31 [32 |33 |34 |35 |36 |37 |38
51 [52 |53 |54 |55 [56 |57 |58 |59 |60 |61 |62 |63
76 (77 |78 |79 |80 |81 |82 |83 |84 |85 |86 |87 |88
101 | 102{103]104|105]106 (107|108 109110111 |112]113
126 | 127(128 (129130 131|132(133]134 135|136 (137|138
151 | 152 (153154155156 (157|158 159 (160|161 |162]163
176 [177(178 179|180 181|182 183|184 |185]|186|187|188
201 1202 203|204 205|206 |207 (208|209 (210]211(212]213

14 [15 [16 [17 |18 |19 |20 [21 |22 |23 |24 |25
39 (40 (41 |42 |43 |44 |45 [46 |47 |48 [49 (50
64 165 [66 [67 |68 |69 |70 [71 (72 |73 |74 [75
89 [90 |91 |92 [93 [94 [95 |96 [97 [98 |99 |100
114 [115 (116 |[117 [118 |119]120(121 |122 |123 [124 |125
139 [140 (141 [142 |143 |144|145[146 |147 |148 [149 |150
164 [165 [166 [167 |168 169|170 (171 |172 |173 [174 |175
189 [190 {191 [192 [193 |194]195(196 197 |198 [199 |200
214 (215 (216 |217 |218 |219]220 221 |222 |223 [224 |225

Céc cot 5, 10, 15, 20, 25 bi loai bé. Con lai ®(25) = (5%) = 5 x B(5) = 5 x 4 = 20 cdt.

Trong 20 cot con lai, moi cot gom cic s6 khong cé wée chung véi 25 va viee loai bo cic
s6 c6 wéc chung véi 9, con lai ®(9) = ®(3%) = 3 x 2 = 6 6.

Piéu d6 chitng to ®(25 x 9) = (25) x B(9) = 20 x 6 = 120.

Véi lap luan twong tu, ta ciing chitng minh dwoc T'(m x n) = T(m) x T(n), véi m,n 1a
wée s6 duwong nguyeén to cing nhau.

Vé&im = 25,n=9, tinh duoc

T(25 x 9) = T(225) = 45, T(25) = 15, T(9) = 3,
va nhw vay T(25 x 9) = T(25) x T'(9) = 45.
Tinh ch&t 4. Néu e la mot lug thita bac k ciia mot s6 nguyén t6 p, e = p&, thi

_ 2

T(e)| = (p—2) x P! = p*(1 - 5

Chitng minh. Truée hét ta tim gid tri cia ham Euler ®, 4p dung cho s6 p*. Mudn vay, can
loai bo nhirng s6 gitra 0 va p¥ — 1 ma ¢6 mét wée chung véi p*, nhitng s6 d6 1a cac béi s6 cia

k=1 58 nhu vay.

p, tikc cac s6 0,p, 2p, ..., P& — p. C6 ding p
Tir d6 ®(e) = pF — pF=1 = p*L(p—1).
Theo dinh nghia cia tap T'(e), suy ra |T(e)| = p*~! x (p — 2).

Tir cdc tinh chdt da xét cia tap T'(e), c6 thé chimg minh cidc ménh dé sau.

Ménh dé 1. Néu e = p',p5%, ..., 05" la phan tich ra thita sé nguyén 16 cia e, trong a6
1 <p1 <p2<..<ptla cdc s6 nguyén t0, cone; > 1, Vi = 1,2, ..., 1, thi
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7] = T =2 pie . (1

Ching minh.

Vi cde 86 pi va pjj vGi i # 7 tirng doi nguyén t6 cing nhau, 4p dung Tinh chat 3, ¢6

T (e)| = [T ()T ()] [T (). (2)
bén day, 4p dung Tinh chidt 4 cho vé phai cia (2), ta c6 dwoc két qua can chitng minh. m
Ap dung cong thitc (1), ta dé& dang tinh lai dwoc mét s6 két qua da ¢6.
IT(9)] = |T(3)| = (3-2) x3* ' =3,

T(10)| = [T(2x 5)| = (2=2) x [(5 =2)] = 0,
T(15)| = [T(3 x 5)| = (3—2) x [(5-2)] = 3,
T(8)| = |T(2*)] = (2—2) x 2*71 = 0,

T27)| = |T(3%)| = (3-2) x 32 =9,

|T(25)| = |T(5%)] = (5 — 2) x 5 = 15.
Ménh dé 2. Ty sé gitra s6 phan tit cia T(e) véi s6 phan tit cia ZF duoc tinh theo cong
thizc

t

[T(e)] _ |T(e)] = 2

1]91'—17

7w L
trong @0, e = pTt.ps?...p§t la phan tich ra thita s6 nguyén 16 cia e.

Néuwe = 3" thi Tl 1.

2
Néu e = p', véi p la mét s6 nguyén t6 lon hon 3 thi E(z)‘ > %
Ching minh.
Stt dung hai cong thirc
1 1 1. T
®(e) = p(1 — —).p2(1 — —)p (1 — =) = [[(ps = Dp& ™),
(=0 it = Tl 0w

vic [T ()| = [Ty (pi — 2)-5 ).
Ta cé két qua

i=1
T 3—2 1
(i) Trudomg hop e = 3, ta ¢6 |¢E:;| =31~ 73

(ii) Truwong hop e = p! v6i p 1a mot s6 nguyén t6 16m hon 3, ta c6
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\ p—2 1 2p—5 T ()l
A% 3 — - = —F=>0.5 ,
1p> 7Cop_1 5 2(]9—1) > uy ra

3. UNG DUNG

Pé thdy dwoc céc két qua da trinh bay & trén, cic buéc cla thuat toan xay dung hé mat
RSA an toan véi s6 mi gidi ma 16n [1, 2] 1a ding dan va luén kha thi, ta nhic lai cdc bude
cua thuat to4n.

Thudt todn xdy dung hé mat RSA an toan véi sé mu gidi ma lon

Budce 1. Chon s6 mu lap ma e > 3 14 s6 nguyen dwong 1&.

Budc 2. Chon ngau nhién r, € T'(e) v6i T'(e) = {r, € Z¥|(rp—1) € ZF}. Tao sinh s6 nguyén
t6 p du 16n sao cho p = ¢,.€ + r, (theo dinh 1y Dirichlet).

Buéc 3. Tinh mot s nguyeén t6 16m q = r,(r, — 1)~ H(mod €) + ke, véi k bat ky, thuoe N.
Buéc 4. Tinh n = p.q, ¢(n) = (p —1).(¢ — 1) va kiém tra xem da c6 dugc e < ¢(n) va
ged(e, p(n)) = 1. Néu thda man, chuyén sang Buéc 5, nguwoc lai quay ve Buéce 2.

Budc 5. Tinh truc tiép s6 mu giai ma d theo cong thirc d = ¢(n) — pln) —1 14 nghich déo
nhan cia e. ‘

Ro6 rang 13 cac budce cia thuit todn cling nhu viéc tim cdc s6 nguyéen to p, g thda dieu
kién du dwa ra trong thuat todn la luon thuwe hién dwoc.

Vidu 9. Vé6ie= 27, tacé tap T(27) = {2,5,8,11, 14,17, 20, 23,26} va luc lwong (T'(27)| =
9. Ap dung thuat todn trén chon ngau nhién r, = 2, ¢, = 204463810153171834065, s6 nguyén
t6 p = cp-€ +1rp = 5520522874135639519757.

Chon ngau nhién

k = 597085208340567843261276397956937569875679136791758623908213495.

Tinh mot s6 nguyén t6

q=rp(r,— 1)} mod e) + ke
= 16121300625195331768054462744837314386643336693377482845521764367.

n=p.q
— 880980088622080152182232427159924125211242016499718475695 79286788345 708694
831195098819.
p(n)=(@-1).(¢g—1)
— 88098008862208015218207121415367217189356147187227010255192643446131808
337850033814696.
p(n) —1

Tinh truc tiép s6 mu gidi ma d theo cong thic d = ¢(n) — ———,
e

d = 85701786311755866506421672474057320256417030624737120986481804 799978778399
411143673411.
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~ s X N ~ Al N z AN .
Nhu vay, véi moi e va r, da chon chi can thay doi ¢, va k, ta ¢6 thé tim dwoc hai s6

nguyen té p va g khac nhau.

4. KET LUAN

Qua viéc khao sdt tap T'(e) = {r € Z*|(r — 1) € Z*}, ta da thay néu e khong 1a mot hop

s6 chan thi tap T'(e) la khéc rong, cé s6 phan tir 1ém néu e Iém va dwoc tinh theo cong thic

t

T(e) = [ [(pi — 2005,

=1

T(e)

| Z¢]

va ty s6 trong da s6 truomg hop dao dong quanh gid tri 3.

Mit khéc, theo dinh 1y Dirichlet: Néu e va r, nguyén té cling nhau thi khi d6 cap s6 cong
Ty €+ 1p, 2e 471y, 3e+ 1y, ... chita mot s6 v han cdc s6 nguyén to.

(Cht ¥ 14 & day ta da ldy r, € T(e) dé ¢6 duge (rp, — 1) € ZF).
L&i cam on. Ching t6i xin chan thanh cdm on PGS. TS Hoé Thuin da doc va ¢é nhiéu ¥ kién déng

g6p xac déng, gitp ching toi hoan thién bai bao nay.
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