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MO HINH CHUNG THUC DUA TREN ANH VAN TAY
LE HOAI BAC, NGUYEN KIM HUNG, LE THI HOANG NGAN

Khoa Cong Nghé Thong Tin, Dai Hoc Khoa Hoc Tw Nhién Tp. Ho Chi Minh

Té6m t&t. Thiy van sb 13 mot trong nhing phuong phap hiu hieu trong viec chéng xam pham ban
quyén, bdo vé, va chiing thic quyén sé hitu tri tué sin pham. Dit liéu van dimng dé chitng thuc quyén
sG hitu hgp phap thuong 13 nhing thong tin sé hitu nhu thong tin tac gia, logo cong ty, banner, . ...
Véi mot hudng tiép can méi, bai bao ndy dé cap dén mot loai tin hiéu van tric sinh hoc - van tay.
Vi nhitng dic trung riéng cla tin hiéu van tay nén bai bdo 4p dung mot s6 kj thuat: thuat toan
Gabor, nhi phan mo6 phéng cuc bo, ky thuat Hilditch, luat heuristic, va do6 do Hamming. Hon nita,
dé nang cao tinh bén ving clia mo hinh, nhitng he s6 DCT thap nhét trong méi khéi sé dugce chon
va nhing thong tin. V6i phuong phap dé xudt, mo hinh ching thyc dat duge khi ning chia cao va
chat lugng anh t6t. Két qua thiyc nghiem chi ra ring phuong phap dé xuit chéng lai cic tan cong
nhu nén JPEG, thay déi do tuong phan, nhidu Gaussian, lam mo anh, cit anh, quay, ti 18, tinh tién
anh, anh canh, anh ndi, 4nh phinh.

Abstract. Digital Watermarking is the art of hiding copyright information to protect host signal from
illegal activities. The embedded data can be author identification, company logo and authentication
information. In this paper, we proposed a novel scheme in which biometrics watermark, namely fin-
gerprint is used. Because of specific features of fingerprint, to achieve perfect authentication scheme
which meets three criteria of watermarking problem, we utilize some techniques like Gabor algorithm,
locally adaptive thresholding, Hilditch’s thinning method together with heuristic rules, and Hamming
measurement. Furthermore, to improve robustness of the scheme, the lowest frequency of DCT blocks
is chosen and embedded information. Based on the proposed scheme, the authentication scheme can
achieve high capacity and good quatily. The experimental results will show that our algorithm can
be robustness against to JPEG compression, brightness and contract modification, Gaussian noise,
adding blur, cropping, rotation, scale, translation, edge detection, emboss, bulge image.

1. GIOGI THIEU

Cuing véi sut phat trién manh mé ciia Internet va cudc cAch mang thong tin s6 thi sy xam
pham dén quyén sé hitu tri tué ngay cang nhiéu dudi nhiéu hinh thic phong pht, da dang
vd tinh vi nhw: gid mao, sao chép, mo phéng, an cip tac pham, ... Mot trong nhitng bai
todn quan trong dit ra trong bdi cinh nay 13 lam thé ndo dé cé thé chitng thuc quyén sé
hitu hgp phap ctia mot dit lieu khi ¢6 tranh chap xdy ra. Va thiiy van s6 (Watermarking)
duge xem 14 mdt trong nhitng gidi phap t6t, c6 tiém ning va khong ngitmg phat trién. Véi
huéng tiép can nay, ddi tugng can bio vé duge goi 1a ddi tugng chii. Thong tin dude nhing
vao dbi tugng chita, goi 14 van, thuong 1 thong tin vé tac gid, tdc pham, chii s6 hitu hop
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phap ding dé chitng thic. Ba yéu ciu tién quyét dit ra cho bai toan an dit liéu néi chung va
Watermarking néi riéng 1a: kha ning chita, dd bén vitng va tinh vo hinh. Mtc d6 hiéu qua
ctia mot gidi phap phu thudc vio cd hai yéu té: dic diém clia thong tin nhing vi phuong
phap an dit lieu. C6 nhidu loai thong tin van dugc sit dung nhu: thong tin clia chinh tac gia
(chudi nhi phan, vin bén), thong tin ctia chinh déi tugng chita (Anh nhi phan, 4nh xam) [4],
chit ky ctia chit stt hitu (chudi nhi phan) [9], thong tin tric sinh hoc (mdng mat, van tay)
[1], ... Tuy nhién, mot cau héi dat ra la trong cic loal thong tin van trén thi thong tin nao
14 t6t nhat gitp ngudi st dung chitng thire néu ho khong hiéu ré vé ngudn gdc tac pham,
dbi tugng ndo cho do tin cay cao nhat, d6i tugng nao c¢6 tinh phap 1y cao nhét ciing nhu déi
tugng ndo gitp dap ng tét nhat ba yéu cau clia bai toAn Watermarking.

Trong tat cd cac thong tin c4 nhan, di lieu sinh tric hoc duge dic biét quan tam trong
nhimg nam gan day. Hon nita, dit liéu sinh trac hoc clia mot ngudi 14 duy nhat, bat bién véi
thoi gian v khong thé thay déi ngay ci khi bi danh cip. Nhitng ki thuat dinh danh ngusi
dya trén cac dic trung sinh tric hoc nhu: van tay, khuon méit, vong mac, trong mat,. ..
ngiy cang pho bién. Bai bao niy sit dung thong tin sinh tric hoc - van tay cho bai toan
Watermarking, dac biét tap trung vao tng dung ching thyc. DA c¢6 mot vai cong trinh nghién
cttu cong bd vé hudng ndy nhung phan 16n tap trung vao viéc nghién cttu déi tugng chita 13
anh sinh tradc hoc vA dit lieu an 14 bat ky, con huéng nghién citu an dit lieu dac trung sinh
tric hoc vio dbi tuong chita bat ky 1a rat it. Ching han nhu hai phuong phap an dit ligu
trén mién khong gian d6i vdi &nh van duge dé xuét bdi Gunsel [3]. D6i v6i phuong phap thi
nhit, nhitng ving van tay quan trong duge danh dau thong qua viéc phan tich 4nh huéng
va dit lieu an khong duge nhiing vio nhitng viing quan trong dé. Dé tranh dnh hudng dén
giai doan phén loai &nh van tay, phuong phap th hai ctia Gunsel dung nhiing dac trung van
tay thay vi viing quan trong trong van tay. Mot luge dd an dit lieu khic duge 4p dung trong
qué trinh nén 4nh van tay dugce dé xuat béi Rath [8]. Qua trinh nhing duge thi hanh trén
chudi nén phat sinh bdi Wavelet Scalar Quantizer (WSQ). Nhitng hé s6 WSQ dugc chon dé
thay ddi sao cho vAn ddm béao chat lugng d4nh. Ghouti [6] dé xuAt mot phuong phap nhing
dit lieu vitng manh vao &nh van tay trén mién wavelet bing cidch dya vao nhitng dic trung
clia van tay. Jain [2] dé xuét hai tng dung dya trén cAc phuong phap dé thyc thi qua trinh
an dit licu sinh tric hoc ciia con ngudi vao cic loai déi tugng chita khac nhau.

Nhitng phuong phap duge dé cap & trén chi vitng manh truéc cic tan cong cat anh va
nén JPEG, con tan cong khac thi khong duge dé cap dén. Hon nita, ho vAn chua chi 16 cac
uu diém khi sit dung dit lieu 13 dic trung dnh van. 0 day, ta sé dua vao mot dic diém quan
trong cia van tay ngudi 1a mdi van tay chi c6 khodng tit 30 dén 100 dic trung [5] dé dua
bai toan 4n Anh van tay vé bai todn nhing vector dic trung. Huéng tiép can nay da khong
nhimg giai quyét tét bai toan chon dbi tugng nhing phit hgp ma vAn dap tng tét ba yéu
cau clia bai toan Watermarking, cu thé nhu sau:

(1) Dung lugng chita: Nho vao cac thao tac tién xit 1y, bai toan nhing 4nh van vao anh
chita trd thanh bai toan nhing cac vector dic trung van vao anh chita. V6i phuong
phép rat trich dic trung hop 1y duge chon, mdt anh van tay c¢6 kich thude vai tram
KB dugc dai dién béi cac vector dic trung c6 tong chiéu dai vai tram bit. Didu nay c6
thé cho thiy dung lugng chita ctia giii phap dua ra 13 rat cao.

(7) Tinh vo hinh: Vi vector dac trung dugc nhing vao anh chita c¢é kich thuéc kha nho
nén do nhiéu clia dnh trude va sau khi nhiing 14 khong dang ké.



156 LE HOAI BAC, NGUYEN KIM HUNG, LE THI HOANG NGAN

#4) Kha niang bén vitng: Can cit trén wu diém vé kich thuée rat nhé ciia vector dic trun
g g g,
giai phap dugce chon trong bai bao nay 14 nhiing vector nay vao nhitng viing quan trong
va bén vitng clia tin higu chita.

B6 cuc bai bdo gom: Muc 1, gidi thiéu bai toAn Watermarking va dong cd Ia chon huéng
tiép can chitng thiyc 4nh dita trén sinh trac hoc van tay. Cac ky thuat lién quan nhu: tién x
Iy anh van, k§j thuat rit trich dac trung, ki thuat d6i sanh mau duge gisi thiéu trong Muc
2. Myc 3 trinh bay vé phuong phap dé xuit vdi ba giai doan: giai doan nhing, giai doan it
trich va giai doan chiing thyc. Cac két qud thic nghiem duge trinh bay trong Muc 4. Va
cudi cuing 13 dua ra céc két luan va danh gia. Phuong phap ching thie duge dé xuat trong
bai bdo nay c¢6 thé duge moé ta téng quit qua hinh vé sau.
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Hinh 1.1. Mo hinh chitng thyc 4nh bing dnh van tay

2. CAC KY THUAT LIEN QUAN
2.1. Tién x& Iy anh van

Dau vio I Anh van tay (c6 thé 14 &nh x4m hodc 4nh nhi phan) va két qua ciia qua trinh
nay 14 dnh nhi phan manh chat luong cao. Qua trinh nay duge tién hanh nhw sau.
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Hinh 2.2. Qu4 trinh tién xit Iy 4nh van
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C6 thé néi phuong phap tiép can trong Hinh 2.2 14 phuong phip tiép can truyén thong
don giadn va hiéu qua nhat d6i véi qua trinh tién xi Iy van tay nhu trong [7,10] c6 dé cap.

Buéc 1. (Loc) Qua trinh loc nham gitip nang cao chéit lugng anh van tay, nghia la gitip 4nh
6 hon, nang cao do tuong phan giita 13n va 16m, ndi nhitng diém giy trén cting mot 1in véi
nhau. Cé nhiéu phuong phip nang cao chat lugng anh tit don gidn dén phic tap, tit mién
khong gian dén mién tan s6. Nhung phan 16n cac ki thuit hién nay déu dya trén bo loc ngit
canh ma nhitng tham s6 clia né phu thuoc vao tan s6 1in v huéng cuc bo. C6 bdén bo loc
phd bién hién nay: Gabor, Anisotropic, Watson, vd STFT tuong ting véi cAc thao tic loc
trén mién khong gian va mién Fourier. Dya trén két qua thyc nghiém véi anh van tay [7,10],
bé loc Gabor dugc chon trong bai bdo nay. Qua trinh tim adnh nang cao thong qua bo loc
Gabor dugc mo t4 nhu sau:

Anhvintay  Anhchuinhéa

Anhhuéng

v

Loc Gabor

T

Matna ving

Anhtinsd T

Hinh 2.3. Tim &nh nang cao bang bo loc Gabor

o

Budc 2. (Nhi phan cuc bo) Qué trinh nay gitp tao dnh nhi phan tit mot 4nh bat ky (x4m
hay nhi phan). Huéng tiép can tryc tiép va don gidn nhat dé c6 duge dnh nhi phan d6 1a
1 I(,j)>T
0 I(i,j)<T
nhi phan. Tuy nhién, huéng tiép can nay khong t6i wu. Dé cdi tién hudng tiép can nay, thay
vi 4p dung ngudng toan cuc 1" trén todn anh thi dung ngudng cuc bo la gid tri mét do trung
binh trén mot khéi w x w. Néu gia tri pixel 16n hon gi4 tri trung binh ctia khéi hién tai thi
nhan gia tri 1, ngudce lai gia tri 0.

dua vao ngudng toan cuc T: I(x,y) = { , trong d6, I 1a &nh gbc va I’ 14 dnh

Buéc 3. (Lam manh 4nh) Qua trinh nay gitp 1am manh cac dudng lan, loai bé nhitng pixel
thita ctia duong lan cho dén khi bé rong ctia né chi con mot pixel ma van giit duge ciu tric
hinh hoc ciia 4nh. Cé nhiéu thuat toan lam manh nhu Stentiford, Zhang-Suen, Holt,... Tuy
nhién két qua thyc nghiém cho thiy v6i 4nh van tay, thuat toan Hilditch don gidn va cho
két qua tbt. V6i thuat toin nay, tai mbi diém P1 nim trén Iin, xem xét 1an can 8 ciia pixel
P1. Sau d6 tinh A(P1) va B(P1), v6i A(P1) la s6 lugng cap pixel (0, 1) trong chudi P2, P3,
P4, P5, P6, P7, P8, P9, P2 va B(P1) la s6 lugng pixel P1 1an can khac 0. Pixel tai P1 sé
chuyén tit 1 (black) sang 0 (white) néu théa min 4 diéu kign: (1) 2 < B(P1) < 6; (2) A(P1)
— 1; (3) P2.P4.P8 = 0 hosc A(P2) 1= 1; (4) P2.PA.P6 = 0 hodc A(P4) = 1.
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2.2. Ruit trich dac trung van

Dau vao 1a 4nh nhi phan manh chit lugng cao v két qui cia qua trinh nay 1 vector
dac trung van. C6 hai dic trung duge rit trich trong qué trinh nay 1a: diém két thic 13n va
diém ré d6i nhanh. Hai diém nay co thé dugc minh hoa théong qua hinh vé sau:

Biém két thic lin Bidm ré a8i

Hinh 2.4. Diém két thic 1in va diém ré do

Bing cach chia dnh nhi phan manh thanh cac khdi &nh xép chong nhau, kich thude 3 x 3,
diém P1 ndm trung tam khdi duge xac dinh 1 diém két thdc 13n néu cac lan can P1 thoai
mot trong cic trudng hgp sau:

P7 | PG | B3 P7 | BS | PS5 P7 | P56 | B5 P7 | PS5 | P53

P3| P2 | P3 Po | P2 | P3 PS | P2 | P3 P9 | P2 | P3

P8 |PL |ps | (P8 |P1 |P4||BB|PL|Ps||P8|PL |P4

Hinh 2.5. Truong hgp P1 13 diém két thic lin

Dua trén dinh nghia, diém P1 duge x4c dinh 13 diém ré doi néu cic 1an can P1 thudc céc
trudng hgp sauw:

Tuy nhién, mot s6 1an gay sai vi khong dit myce hay 13n cit nhau vi myc loang sé tao ra
cac dic trung sai trong qua trinh rat trich dic trung van tay nhw cac truong hgp sau:

Tuong ng vdi cdc truong hop trén: (ml): lin di ngang qua 16m, (m2): mot lin sai két
ndi hai 1&n, (m3): hai ré doi gin nhau trong ciing mot lin, (m4): hai diém gay trong 1&n c6
huéng gibng nhau va gan nhau, (mb) gidng (m4) ngoai trit mot phan lin giy qui ngin dén
ndi mot ré doi ¢6 thé phat sinh, (m6) md rong (m4) véi 13n thit ba duge tim thiy & giita clia
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PS | P2 | P3 PS | P2 | P3 PS | P2 | P3 Po | P2 | P3
P8 | P1 | P4 P8 | P1 | P4 P8 | P1 | P4 P8 | P1 | P4
P7 | P6 | P5 P7 | P6 | P53 P7 | P6 | P35 PT7T | P6 | P35
PO | P2 | P3 Po | P2 | P3 Po | P2 | P3 Po | P2 | P3
P8 | P1 | P4 Pg | P1 | P4 P8 | P1 | P4 P8 | P1 | P4
P7|P6 |P5 || P7|P6 |P5 ||P7|P6 |P5||P7|P6|Ps
PG | P2 | P3 PS | P2 | P3 PS | P2 | P3 Po | P2 | P3
P8 | P1 | P4 P8 | P1 | P4 P8 | P1 | P4 P8 | P1 | P4
P7 | P6 | P5 P7 | P6 | P35 P7 | P6 | P3 P7T | P6 | P3
PG | P2 | P3 PG | P2 | P3 PG | P2 | P3 PG | P2 | P3
P8 | P1 | P4 Pg | P1 | P4 Pg | P1 | P4 P8 | P1 | P4
P7 | P6 | P5 P7 | P6 | P35 P7 | P6 | B3 P7 | P6 | P35
Hinh 2.6. Truong hop P1 13 diém ré doi
\ \ ~ ya) Vi / s/
N NN
N N\ ANy / // /| /. / /
N / r/
ml m2 m3 md m3 mo m7

Hinh 2.7. Mot s6 truong hop khién qué trinh rat trich van sai
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hai Iin giy, (m7) c¢6 mot 1in ngdn. Do dé, dé tranh iAnh hudng téi két qua, mot sé dic trung
thita s& dugce loai bé thong qua mot sé luat heuristic nhu sau:

e Néu khoing cach giita diém ré nhanh v lin két thiic nhd hon D thi hai diém nay duge
xem 13 cling mot 13n (truong hgp m1) va loai bé ching.

e Néu khoang cach giita hai diém ré doi lin 14 nhé hon D vi chiing thudc ciing vé mot
1&n thi loai b6 ching di (trudng hgp m2, m3).

e Néu hai diém két thic lin c6 khodng cach nhé hon D vA huéng cilia chiing léch véi
nhau mot khodng nhé. Déng thoi khong cé diém két thdc 1in nio xen vao gifta. Thi
hai diém két thic d6 dugc xem la dic trung sai nhan tit lin gay va loai bé di. (trudng

hgp m4, m5, m6).

e Néu hai diém két thic nim trén mot 13n ngin véi chiéu dai nhé hon D, thi loai bé hai
diém két thic d6 di (truong hgp m7).

e Néu huéng ciia dic trung 13 khong phit hgp v6i huéng ctia 1an cuc bo thi loai bé di.
Diéu nay loai bé di nhitng dic trung xuit hign nhu nhiéu trong &nh.
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e Loai bé tat ci dic trung ma c6 khodng cach nhé hon ngudng T’ so véi dudng bao quanh
clia dnh van tay. Luat nay sé loai bé nhitng diic trung gid tao ma né xuit hién doc
theo dudng bao quanh ctia dnh van tay.

Trong d6, D 1 bé rong hay khoang cach trung binh gitta hai lin lan can. Hinh vé sau
minh hoa cho qua trinh rat trich dic trung van.

=>»{ Riuttrich

Heuristic e/ 2200

Anhmanh Anhrmittrich Anh sau khi loai
bo dac treng sai

Hinh 2.8. Qua trinh rat trich dic trung van tay
Luu ¥ trong hinh minh hoa trén, hinh tron tuong tng v6i diém ré doi, hinh vudng tuong
tng v6i diém két thidc lin.

3. PHUONG PHAP DE XUAT

Phuong phap ching thitec bing dnh van tay duge dé xuat trong bai bio niy gdm c6 ba
giai doan, giai doan nhing, giai doan trich, va giai doan chitng thuc nhu sau.

3.1. Giai doan nhing

Giai doan nhiing c6 thé tém luge thong qua so do nhu trong Hinh 3.9:

; : Phan khdi )
Anhgoc =3 70 2> 3x8DCT = 5 4k
° biénddi DCT Bien doi
Nhing > DCTnguoc
Ba\ctmng Chuyén sang Chuc}inhi_ (IDCT)
\'aTta_v nhiphdn phan §
- . Tiénx 1§ va rit ) l
Anhvan tay == i gc trung Khéa €——Chuinhéa inhl¢— Anhdinhing

Hinh 3.9. Qua trinh rit trich dic trung van tay

Tai thoi diém ban dau, dnh chita gbc duge phan thanh cic khoi khong trimg khép nhau,
kich thudc 8 x 8. Ap dung phép bién déi Cosin roi rac - DCT 1én cac khéi nay. Két qua ta
sé thu dugc mot tap cac hé s6 Cosin tit mdi khéi. Song song véi qui trinh dnh van tay sau
khi dugc tién xi 1y va rat trich dic trung. Vi méi diic trung chita ba thong tin: (1) toa do
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z, (2) toa do y, va (3) loai. Luu ¥ ring loai dic trung mang gia tri 1 néu 1a 1in doi vA mang
gia tri 0 néu 1a 1in két thic. Thong tin dic trung duge chuyén sang dang nhi phan (goi 13
chudi S). Ching han, ta c6 mot dic trung ré doi (30, 40, 1) thi mbi gia tri trong dic trung
chuyén sang nhi phan 8-bit va két qua dat duge 14 0001111100010100000000001. Do chudi
tin hiéu dang nhi phan kha nhé so véi kich thude dnh chita nén & day ta c6 thé chon nhing
mot bit trong chudi S vao mot khéi anh chita 8 x 8. Dé thye hién thao tac nhing mot bit Sk
va khéi anh Bk, ta tién hanh cic budc sau:

Budc 1. Chon hai hé s6 ¢ vi tri bat ky trong mién tan sb gitta ctia hé s6 Cosin, gid sit do
13 Bg(i,7) v Bi(p,q). Goi a la tham s6 thda man diéu kien a = 2(2¢ + 1) v6i ¢ 1a mot sb
nguyén duong (0 < t < 127). Trong chuong trinh thyc nghiém chon ¢ = 4.

Bu6c 2. Tinh khodng cach gitta hai hé s6, d = |B(i,j) — Br(p, q)| (mod a).

Budc 3. Xét gid tri Sp. Néu Sy 1a bit ‘1’ vA d > 2t + 1 thi ta khong can thay doi gi ca.
Nguge lai, néu d < 2t + 1 thi mot trong hai he s6 By (i,5) hodc Bi(p,q) sé dugce thay déi dé
d > 2t + 1 theo cong thic sau:

MAX (B (i, j), Be(p,q)) = MAX(By(i,j), Bk(p, q)) + INT(0.75 X a) — d,

trong do,
Bi(p,q) if Bi(i,j) < Br(p,q)’

INT(0.75xa) 1& gia tri nguyén nh6 nhit ma nhé hon 0.75xa.

MAX(Bk(Zvj)v Bk(p’ Q)) = {

Budc 4. Nguge lai néu S 1a bit ‘0’ va d < 2¢ + 1 thi ta khong can thay doi gi ca. Ngugc
lai, néu d > 2t +1 va Sy = 0 thi mot trong hai he s6 By (4, j) hoic By(p,q) sé duge thay ddi
dé d < 2t + 1 theo cong thitc sau.

Qua4 trinh trén s& duge tién hanh cho dén khi chudi nhi phan S duge nhiing hét vao dnh
chita tap tai cac he sé6 Cosin ciia cic khdi anh chita. Dé c6 duge anh sau khi nhing, phép
bién ddi Cosin nguge sé duge 4p dung ciing v6i phép ghép céc khdi dnh.

Dé ting kha niang an toan dit lieu ciing nhu phuc hdi di lieu khi ¢6 tdn cong, mot sb
tham s6 sé dugc rit trich va duge st dung nhu 1a khéa mat ciia hé théng. Véi huéng tiép
can dé xuat ndy, ta can rat trich ra ba tham s6 mqyo, y, ¢ tuong ing 1a moment zero ctia 4nh
sau khi nhang, ti ¢ kich thude (dai va rong) clia dnh sau nhing, va géc quay clia dnh sau
khi nhiing so v6i &nh chuin hoéa.

Gia sit &nh sau khi nhiing ¢6 kich thudc 1a [, x I, thi y =1, /l,.
Moment ¢ip p + ¢ clia mot dnh sau khi nhing f(z,y) 1a: my, = D> 2Pzl f(x,y). Khi d6
Ty
moment zero mog cla anh sé tuong tng véi p = 0,q = 0, tic moo = »_>_ f(z,y). Moment

Ty
trung tam cap p + ¢ ciia dnh sau khi nhing duge dinh nghia nhu sau

_ _ P 10 _ _ Mol
Hhpg = z—T)P(y —9)Pf(x,y),trong d6: T = — 7 = —.
= ST =P S Ty~ T

Géc quay ¢ clia anh sau khi nhing so véi anh chuin héa duge tinh nhu sau:



162 LE HOAI BAC, NGUYEN KIM HUNG, LE THI HOANG NGAN

SRS Y
{cp = tan <—§)

—t1sing +tacosp >0

)

trong do6, t1 = p12 + p30, t2 = p21 + Ho3.

3.2. Giai doan ruat trich

Giai doan rut trich dugce chia thanh hai truong hgp.

Truong hop thit nhat: Ngudi gii v ngudi nhan cting thite hién trén cling mot doéi tugng,
c6 nghia 1 khong c6 tan cong trén dudng truyén vao anh sau nhing khong thay déi.

Trudng hop thit hai: C6 tan cong trén dudng truyén vao anh sau nhing bi thay ddi khi
dén chuyén t6i ngudi nhan.

Thong thuong ngusi nhan khong biét chinh xac anh chita ¢6 bi tAn cong hay khong nén
mot cich téng quat ta sé xem xét qua trinh rit trich khi cé tin cong v duge mo ti qua
Hinh 3.10 nhu sau.

Khoa Bac trung

i van tay
Anh da Chuén Anh Khéi Anhkhoi [ Tich anh v 8x8 Rit
nhiing >l héadnh [ 2huinhoa | phucanh [ phuc T biénddiDCT [ CDCT | trich

Hinh 3.10. Quéa trinh rat trich dac trung vin tay

DAu tién, nguoi nhan sé chudn hoéa anh. Anh chudn héa két hop véi ba tham s6 moo, ¥, ¢
dé khoi phuc lai 4nh. Anh sau khi duge khoi phyc sé duge chia thanh cic khéi khong tring
15p nhau, mdi khéi kich thude 8x8. Ap dung phép bién déi DCT len mbi khéi, két qui duoe
tap hé s6 DCT. Qua trinh rat trich diic trung duge tién hanh bing cach lita chon cac cip
hé s6 gitta trong mién tan sb gitta, gid st d6 14 B (i, ) v& Bi(p,q) . Tinh khoang cach gitta
hai hé s6 v6i a 1a gia tri duge chon trong qua trinh nhing. Dya vao gia tri clia do khéac biet
nay, thong tin watermark dudc rit trich nhw sau: Néu d > 2¢ + 1 thi gan s; = 1. Ngudc lai
néu d < 2t + 1 thi gan s; = 0.

3.3. Giai doan ching thuc

Vi dit lieu diic trung van tay duge chuyén sang chudi nhi phan trude khi nhing vio dnh
va qua trinh rat trich di liéu tit 4nh cling cho ra mot chudi nhi phan nén dé qua trinh chitng
thye dat do chinh x4c cao, & day, ta dung khodng cich Hamming xac dinh do khac biét gitta
hai chudi bit riat trich A = ajas...a, va chudi bit cdn so sanh B = b1bs...b,,. Khi d6 do khac

n
nhau gitta hai chudi bit 1a: Néu D nhé hon mot ngudng D = 3" |a; — b;| thi hai chudi khdp
i=1

v6i nhau. Ngudce lai thi hai chudi khong khép véi nhau. Trong truong hgp c6 nhiéu chubi
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Khodtliéu )
vantay Kétqua

Anhda l T

nhing —
Chuinhéa — Dic trung —>| Dbisinh > _.'—-'&nhvémta_\' —>»| Chimng thwe

varittrich van

Khoa T

Anhvin tay
bandiu

Hinh 3.11. Quéa trinh rat trich dac trung van tay

khép véi chudi bit rit trich thi sé& chon chudi ma c6 gid tri D nhdé nhat. Tuong tng véi D
nhé nhét, ta sé ¢c6 dugec mot anh van tay tuong iing. Anh van tay sé dugc so sanh vdéi anh
van tay ban dau xem c6 gidng nhau khong. Néu gidng nhau thi qua trinh chitng thic ding,
con nguge lai thi sai.

3.4. Két qua thyc nghiém

Két qué thuc nghiém duge tién hanh trén méy tinh ¢6 cdu hinh Intel(R) Core(TM)2
CPU T5800 2.00GHz, RAM 4GB, véi he diéu hanh 13 Windows Vista 32-bit. Chuong trinh
dugc cai dit trén VC++ 6.0 véi bo thu vien hd trg OpenCV. Bo dit liéu van tay thyc nghiém
14 1500 miu lay tit Bo Cong An. Trong d6, &nh van kiém thit 13 1.tif, 1.jpg, 2.tif, 2.jpg, 3.tif,
3.pe, 4.tif, 4.jpg, 5.tif, 5.jpg, tuong tng vdi kich thude 64.2KB, 13.9KB, 8.89KB, 64.5KB,
12.3KB, 64.5KB, 12.2KB, 64.5KB, 11.7KB, 64.5KB. Anh cin bdo vé trong trudng hop nay
la Lena.jpg va Cameraman.bmp tudng tng véi kich thuée 34.1KB, 65KB.

Dé xac dinh chat Iugng Anh sau nhtng, bai bao sit dung do do PSRN (Peak Signal-to-
Noise Ratio) duge xac dinh theo cong thic PSNR = 10 X logyg % (dB) trong d6 MSE
(Mean Square Error) 1a khong gian 16i trung binh giita &nh gbc va dnh sau khi nhing. Véi dnh

h w
xam gbc, kich thude w x h, gia tri MSE dugc xac dinh nhu sau: M SEgqyscate = ﬁ >
r=1ly=1
trong cong thic trén, Gy, va G'zy la gia tri pixel tai vi tri (z,y) clia dnh gbc va anh sau khi
nhing.

Trong phan nay, 4nh sau khi nhing sé dugc tién hanh thiyc nghiém qua hai truong hgp.
Trusng hgp thi nhit 14 khong c6 tin cong. Két qud chitng thic duge ghi nhan lai nhu sau.

Truong hop thit hai duge xem xét khi c¢6 cac tan cong. Cac tin cong dude tién hanh
trong phan nay bao gém quay (R), tinh tién (7'), tilé (S), thém nhiéu (Median, Gaussian),
lam md. Két qué chitng thyc duge ghi nhan lai nhu sau.

Ngoai ra phuong phap dé xuit trong bai bao nay cho kha niang nhing cao cuing véi chét
lugng 4nh sau nhing t6t. Diéu nay thé hien thong qua két qua thyc nghiém sau:
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Bdng 1. Két qua ching thuc khi khong c¢6 tan cong

Anh vin Kl'chnt]uré'c anh| Kich thwdc }rector. dac | Kich thmri'c v?ctor |_I=:1c D Chimg
van (KB) trung nhung (bit) trung rut trich (bit) thure
1.tif 64.2 1088 1088 0 bung
1.ipg 13.9 3004 3004 0 Bung
2.jpg 8.89 1440 1440 0 Ding
2.tif 64.5 992 992 0 bung
3.ipg 12.3 2016 2016 0 Ping
3.tif 64.5 960 960 0 bung
4.ipg 12.2 1824 1824 0 bung
4.tif 64.5 1312 1312 0 bung
5.ipg 11.7 1536 1536 0 Diing
5.tif 64.5 823 823 0 Piing

Bdng 2. Két qua chiing thuc sau khi thyc hign tdn cong RST trén d4nh da nhing

Anh vén- 1 tif Anh vin- 296 jpg
Kich thwée vector dac trung nhung: 1088 Kich thwde vector dac trung nhung: 3904
Kich thwde vector dac trung mit trich: 1088 Kich thwde veetor dac trung rut trich: 3904
Tan cong D (%) Chuing thic Tan cong D (%a) Chung thirc

R (30) 372243 Bung T(40.50) R(45) 0367572 Bung
Ri(-45)8(0.8) 0367647 Bung T(30.50)R{110) S(0.7) | 0364754 Bung
R(157)8(0.6) T(40.40) 0372243 Bung R (-300)8(1.1) 0367828 bBing
R(-125)8(1.2) 0.330154 Bung R(180) 0371158 bing
Ri{226) T(100.50) 0.357537 Bung R(90) 8(1.2) 0.367572 Bing
S(0.4) 0375 Bung S(1.5) T(100.100) 0.366547 Bing

Bdng 3. Két qua chitng thiyc sau khi thiye hién tin cong nhiéu va lam mo

Anh vin: 1 tif
Kich thwdce vector dac trung nhung: 1088 bits

Kich thude vector dic

trumg mit trich: 1088 bits

Tan cong D Chung thc Tan cong D Chung thc
Gaussian Noise(3) 0.389706 Bung Add Neise (20) 0.372243 Bung
Gaussian Noise(7) 0.386029 Bung Add Neise (50) 0.384191 Bung
Gaussian Noise(g) 0.350625 Bing Add Neise (75) 0.386029 Bing

Simple Blur(3} 0.383272 Bing Add Noise (100) 0.368566 Bing
Simple Blur(7) 0.383272 Blng Frosted Glass (3) 0.373162 Blng
Simple Blur(9) 0.397978 Sai Frosted Glass (5) 0.386029 Blng
Frosted Glass (3) e . R(25) S(0.7) Gaussian e .
) Y ) ) Y
R(35) 0.381544 Bung Blur(9) 0.391544 Bung
Add Noise (50) Ri- o , e - . A ean ,
4515(0.9) 0.36705% Sa1 R(25) S(0.7) Blur(9) 0395221 Sa1
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Bdng 4. Kha nang nhing va chit lugng dnh sau khi nhing

Anh can ching thuc Anh can ching thue
Lena.jpg (512x512): 34.1KB Cameraman.bmp(256x256):65KB
Anh van tay Kich t\‘{_l;loc = P(iIE\g{ |Anh van tay K;;};lt\?;?c P(il;;{

1.tf 64.2KB 55.135506 1.4f 64.2KB 49.16818
1.jpg 13.0KB 49.662246 296.jpg 13.0KB 43.525588
2.ipg 90.41KB 53.79492 2.ipg 9.41KB 47.91026
2.tif 64.5KB 55.370502 2.tif 64.5KB 49.924009
3.jpg 12.3KB 52.082649 3.jpg 12.3KB 46.286146
3.4if 64.5KB 55.417789 3.tif 64.5KB 49.431832
4.ipg 12.2KB 52.581738 4.ipg 12.2KB 46.894973
4.1if 64.5KB 54.096616 4 tif 64.5KB 48.350862

4. KET LUAN

Bai bao da dé xuidt mot phuong phap chimng thirc d&nh biang sinh tric hoc van tay. Két

qua thiyc nghiém cho thidy mo hinh nay c6 kha ning bén vitng véi cac tan cong quay, ti 1,
tinh tién, thém nhidu Gaussian va lam md anh. Hon thé nita, huéng tiép can nay cho phép
nhtng van anh c6 kich thude 16n hon dnh can ching thie v6i chat lugng d&nh sau nhing kha
t6t (PSNR>43.5dB).
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