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vA. DI~T VIRUS TIN H9C THONG MINH

NGUYEN THANH THlIT, TRUONG MINH NIIAT QUANG

Abstract. Designing an inference engine of an intelligent informatic virus diagnosing and destroying
system faces a lot of difficulties, especially in organizing an dentifying enviroment. To make the
operation of the inference engine independent of specific computers, we have applied the virtual machine
designing techniques in the compiler theory. Thanks to suitable adjustment in function, operation, ...
our virtual machine supports effectively the inference engine in diagnosing B-viruses and opens the
prosperity for other kind of viruses.

1. cAe KHAI NI¢M

Ngfm ngir l~p trinh, trinh bien dich

Lich sU:phat tri~n ciia may tinh luon glin li'en vci qua trlnh phat tri~n cu a ngon ngii l4p trinh
(NNLT). Ngon ngir may vo'i cac ma l~nh nhi ph an kh6 nho, kh6 di~n dat da dan dtroc thay the bhg
cac NNLT khac; t ir Hop ngir, dang ngon ngir gan giii vo'i ngon ngir may, den cac NNLT ca:p cao tiep
c~n phirong phap l~p trinh cau true, l~p trinh hirong doi ttrorig ... da dtro'c de xua:t nhjim giiip cho
giao tiep cua con nguo i va may tinh d~ dang, th~ hien diro'c t.tr duy t~· nhien cua con ngtro i triro'c
nhfrng van de can giai quyet bbg may tinh. Tuy nhien, may tinh chi c6 th~ thi hanh nhirng chi
thi diroi dang nhi ph an, VI v~y can c6 nhirng chuong trlnh dich nhirng phat bi~u, menh l~nh cua
ngtro'i l~p trinh (theo nhimg qui dinh, ng ir nghia ciia NNLT d6) sang dang ma l~nh m a may c6 th~
thi hanh diro'c. Cac chtro'ng trmh d6 dtro'c goi la trinh bien dic]i (TBD).

Cang ngay NNLT cang phat tri~n voi xu the tach rai nhimg rang buoc ve kien true v~t If cua
mi?t h~ may tinh c~ th{ Di.'eu nay lam cho nhiem V\l ctia cac TBD cang phirc t ap. Ma l~nh ma
TBD sinh ra phai thich irng v6'i nhieu h~ may tinh c6 bi? chi thi, moi trtro'ng lam viec (h~ di'eu hanh
cHng han] khac nhau. Li~u c6 th~ xay dung mi?t moi trtrong trung gian tren co' s& ctia mi?t bi? chi
thi hmh tlnrc n ao d6? Khai niem may <1.0(Vitual Machine - VM) bi{t nguon tir nhirng yeu cau nay.

May ao, cfmg c\l ho tr<1cho cac trinh bien dich

Nhir tren da n6i, If thuyet TBD diro'c tri~n khai tren CO' s& cua m"9t bi? ph an tich cii phap, ngir
nghia va sinh ma. l~nh cho chtro'ng trinh ma chira he hay biet gi to.i may ma trinh d6 se sinh ma. cho
n6. Dg giu' cho vi~c mo t<l.TBD dircc do'n gian, khOng phu thuoc den cac tinh cha:t rieng bi~t cua
m9t b'9 xu' If thirc dang ton tai, ngtrci ta gi<l.dinh m9t may tinh theo chon hra rieng va dtro'c "got
giiia" d~c bi~t theo yeu cau cua TBD. D6 la m9t may giA dinh, chir khOng phdi la mi?t bi? xU: If c6
th~t tren thuc te.

Tuy theo yeu cau cua TBD, VM se c6 ca:u true, cbe di? v~n hanh phii hop, N6i chung, mi?t VM
bao gom:

+ Bq chi ihi: Chira nhirng chi thi hlnh thirc ma trinh bien dich da. dinh nghia diro'i dang bang
tra.

+ Bq' xtt Iy l4nh: Dinh nghia chi tiet ve each tlnrc xU:If cii a VM dutri dang mi?t giai thuat, Gi<l.i
thu~t d6 Ian hrot th~ hien cac l~nh ctia may.

+ Bq nhrf lam vi4c: B9 nho lam vi~c bao gom:
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- Bi? nho ma chirong trlnh, diroc nap b6i trlnh bien dich (da & dang ma may) va se khfmg
thay d5i suot qua. trlnh thg hi~n ma.

- Bi? nh& dfr li~u, tuy theo nguyen t1c hoat di?ng cila VM ma bi? nho' nay duoc t5 chirc vai
cau true dii' li~u (CTDL) phu ho'p nhtr mang, ngan xep, hang do'i, danh sach ...

Qua trinh sinh ma dtro'c TBD thtrc hi~n dua vao bi? chi thi hinh thirc ciia VM, ma thao tac
va tham doi ciia l~nh. Tham doi nay la mi?t so hay mi?t dia chi. Cac dia chi c6 gia tri la ket qua
cua phep anh X<;L dia chi giira hai h~ qui chigu (may ao va may thuc] trong mi?t h~ qui chidu [dia
chi tiro'ng doi so v6i dia chi no'i chirong trinh diro'c nap], cung voi cac phtro'ng phap tinh toan l~nh
nhay, cac 1m goi, v.v ..

2. MAY AO, CONG CU HO TRO' HE CHAN DoAN vA DIET VIRUS
• • J- •

. TIN HQC THONG MINH

2.1. Van de nay sinh, each giai quydt

Qua trinh khci di?ng H~ dih hanh (HDH) cua may PC ducc tien hanh sau qua trinh POST
(Power On Seft Test) bhg vi~c doc mS:u tin khoi di?ng (MTKD) vao vimg nho tai dia chi 0:7COOh,
sau d6 trao quyen cho doan mji n~m 6- dia chi nay. Neu MTKD c6 chira B-virus, phan khoi t ao
(install) cti a chung se diro'c kich hoat va khdng che h~ thong. 11:& lai bai toan ch~n doan B-virus, do
MTKD chi diro'c n,!-pvao mi?t dia chi xac dinh nen tat ca cac dia chi tham chieu c6 m~t tren MTKD
deu diroc xac dinh tuy4t ilOi tu' tru'o'c. Vi v~y AntiVirus khong thg tl!' cap phat mi?t vung nho c6 dai
chi tircng doi bat ky de' n,!-p MTKD ma phai sU-dung chinh vimg nhc nay de' n,!-p MTKD. C6 nghia
la khOng gian trang thai cho me-to 'suy di~n la khOng gian tinh. Dang tiec Ii sau khi hoan tat qua
trinh kho'i d9ng, HDH IC).isU-dung vimg nh& nay cho muc dich rieng cua n6. Qua nghien ctru cac
version khac nhau ciia MSDOS, PCDOS, WINDOWS 3.x, WINDPWS 95, viec sU-dung vimg nh&
nay khOng diroc HDH cong bo chinh thii'c. Thu'c te, chung dung chli-a cac trinh dieu khign thiet bi,
trinh xU-ly ngih, doi khi dircc cap ph at cho cac tmg dung, trinh thtrong tru ... Vi v~y neu AntiVirus
sU' dung vimg nho nay, ch~c chh se khOng tranh khoi tharn hca SI!Pd5 toan h~ thong. Can t5 chirc
khOng gian trang thai nhir thg nao dg tirong thfch voi tat d cac version cua HDH, ma khong phu
thudc vao moi trtrong cu thg cii a may hie AntiVirus* diro c nap vao thi h anh? Vi~c nh~n, dang hanh
vi cu a virus, xet ve ban chat d6 la sir ket hop giii a cac phircng phap giai quydt van de va xU-ly tri
thirc cua Tri tu~ nhan tao, ly thuyet nh~n dang, co' chg suy di~n ch~n dean cti a H~ chuyen gia va
cac ky thu~t phan tich ngir phap, ngir nghia tren ngon ngir may ho 8088, 80x86 cua mi?t Trinh bien
dich. Li~u chiing ta c6 thg ap dung nhimg ky thu~t d~c trtrng cda ly thuyet n ao M gilti quyet viro'ng
mltc? Cau tra lai cho trufrng hop nay chinh la sU-dung ky thu~t May ao.

2.2. KH~n t.ruc may do

VM se diroc thiet ke theo cau true truyen thong [1]. Tuy nhien dg phuc vu tot cho qua trinh
chin dean, cling nhir tuy thuoc vao d~c die'm cua bai toan suy di~n, chting ta se c6 m9t vai hieu
chinh din thiet.

2.2.1. Bi? chi thi

VM se phuc VI! cho vi~c nhan dang virus, la chircng trmh thuc hien tren may PC. Vi v~y, bi?
chi thi cua VM phai turrng thich voi bi? chi thi cua may PC dung bi? vi xu-Iy 8088, 80><86. Neu kheo
t5 clnrc, chung ta c6 thg t~n dung bi? chi thi PC da duxrc li~t ke trong ban doi chieu danh cho qua
trtnh nhan dang l~nh tren cay chi thi nhi phan. Tuy nhien, din 10,!-ib6 cac chi thi khOng phu ho'p,
vi du cac l~nh kich heat cac dich VI!& rmrc h~ dih hanh, v.v ..

2.2.2. Bi? xu ly l~nh

Chung ta sU-dung gilti thuat xU-ly (XL) l~nh tren cay nhi phan de' di d~t bi? XL l~nh cho VM.
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C6 th~ hmh dung CO'che XL l~nh cil a VM dU'qc t5 chirc nhir sau:

(B{>XL 80x86 ;2 (Giai thu~t XL cay nhi ph an] ::) (B9 XL cua VM).

Vo'i each xay dung nhir v~y, ngoai vi~c t~n dung diroc cac thu tuc da. cai d~t, chiing ta con thiet
l~p diro'c rndi quan h~ logic giira may thirc [chtra me-to' suy di~n) va may <io [chrra giai thu~t XL
l~nh).

2.2.3. Bo nhrr lam viec. .

Bq nho' cho trinh cii a VM chfnh la khOng gian trang thai cua mo-tcr suy di~n tren may tlnrc.
Dia chi v~t Iy cua VM se diroc bo trf tuy theo kfch thtro'c vimg nho con trong. Phircng ph ap dinh
vi dia chi trro'ng doi tren h~ qui chieu VM se do mo to' suy di~n quan Iy, sao cho cac cong vi~c dinh
vi dia chi v~t Iy tren may thuc (do B-virus thtrc hien] se dtro'c anh x~ thanh mot dia chi tiro-ng img
tren may ao. Nho vay, moi hanh vi cua B-virus se tai hien mot each cq. th€ tren VM ma khong
xam ph am den rnoi trucng cu a may thirc. Nhtr v~y viec t5 chirc b9 nho cho VM rat quan trong, n6
ph ai th€ hien trung thiro tien trinh xtl: Iy I~nh ttro'ng thich vo'i b9 XL 80x86 cu a VM vo'i nhirng d~c
trung co' ban, cac thanh ghi, cO-trang thai...; Cac dai .hro'ng nay thu'c chat la cac bien b9 nho' cua
AntiVirus*, diro'c khai bao M chira cac gia tri tarn tho'i trong qua trlnh v~n h anh cii a VM.

Bq nh6- dii: li~u cua VM ~e diro'c ttS chuc V01 CTDL nao? Khi VM hoat d9ng cac chirong trinh
con deu co th€ clura bien cue b9 va heat d9ng m9t each d~ qui, nen khOng th€ cap ph at chl) chira
cho cac bien cq.c b9 do trtroc khi chirong trlnh con diroc goi den. Vi v~y, cac dean dir li~u cho cac
trlnh con dtro'c xep chong vao m9t vimg nao do ciia b9 nho' VM tren nguyen tltc LIFO (Last In -
First Out - Vao sau ra trutrc]. Noi each khac, trong b9 nho djr li~u cu a VM phai co cac modul quan
Iy ngan xep lam viec, bao gom cac thanh ghi (bien nh&) chua dia chi phan ttr n~m & dinh ng an xep,
dia chi lenh dang duo'c thirc hien, dia chi tr6 den I~nh ke se thu'c thi, cac CO' che dinh vi dia chi tr6-

'"ve ...

Ngoai r a, do nhiern vu d~c bi~t cu a no, b9 nho' cu a VM cling phai xac dinh nhimg dia chi d~c
t<l.cac vimg h~ thong tiro'ng irng tren may thu'c. Vi the, cac dai hro'ng nhir bang v ec: to' ngltt, vimg
thong tin BIOS chira dia chi c5ng nhap xuat, timer ... cho VM cling duo'c t5 chirc cho phu hop.

3. KET HQ'P cnrx MAY AO vA MO-TO' SUY DIEN

Nh ir tren dii ph an tich, qua trrnh sinh ma. cua VM diro'c thu'c hien dira vao bang tra cac chi thi
may dii dtro c xay dung t.ir trutrc. Tuy nhien, khac vci VM kinh di~n cii a cac TBD, qua trlnh sinh
mii se du'o'c tien h anh dong thai tren c<ihai may <l.ova thuc. Nho cac qua trmh song song nay, ngan
xep Trace(v) cu a moto [tren may thu'c] se quan Iy diro'c cac hanh vi cii a B-virus tren VM. Ket qua
la tien trlnh thuc hi~n cua VM se diro'c tai hien cu th€ tren ngan xep Trace(v). Do d6, mo-te khOng
ph ai ton them mot gi<l.ithu%t ph.an tich lai toan b9 trlnh sinh mii. Neu sau m9t Ian chq.y may (<l.o)'
ngan xep Trace(v) v~n giii' gia tri Null nhir hie dau thl chirng t6 tien trinh nh Sn dang that bai v a
cho phep ket luan ve tinh vo nhi~m cua chirong trlnh bi nghi van co virus [2].

Co th€ danh gia viec thiet ke VM trong qua trinh ch~n doh B-virus tren MTKD la m9t giai
ph ap heuristics. Th~t v~y, nho VM nay ma me-to suy di~n [tren may thuc] se v~n h anh mdt each
tron tru va nhe nh ang. Luc do me-ter khong phai huy d9ng tat d cac lu~t tren ml)i mji l~nh ma chi
can giarn sat dinh ky n9i dung tren ngan xep Trace(v). Vi dq., sau khi VM th1!c hi~n dU'qc n chi thi,
Trace(v) tr<i ve gia tri d~c ta kich thlIac vung nho' tren VM bi giam, di'eu nay giup me-tO' gii dinh
s~' co m~t ctia B-virus tren'VM va chi thi Halt (du'ng thi hanh) se dU'q'c phat den VM. Saudo me-tO'
se ap dq.ng cac CO' che suy di~n lui M kigm chU'ng I~i cac chi thi dii dU'qc sll' dq.ng cho hanh vi tU'O'Ilg
u'ng (gidm kich thu:o'c vung nh6-) tren Trace(v). Giii phap nay dong nghia voi. vi~c h~n che hang
lo~t d.c lu~t dU"thira ma vin dim bio d9 tin c~y can thiet.

Vi~c stl: d\lIlg VM M thi hi~n chien IU'qc phcin nhi~m clla h~ ch~n doan virus thong minh. Theo
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do, modul giam sat khOng can quan tam cac b9 ph~n true thudc da. thuc hi~n cac cong vi~c (chi thi]
cu thg nao, ma chi danh gia cong vi~c thOng qua ket qua. dat diroc, sau m9t th?ri khodn qui dinh.
Tuy nhien, dg hoan thanh vai tro cii a mmh, me-to' phai co them cac nang 11!c can thiet cua m9t
supervisor: biet ph an cong, dinh tho'i khoan, biet ra l~nh dirng tien trlnh chq,y may dung hie ...

Ta:t eel.nhirng tu ttrong thiet kg, nguyen tl{c tlnrc hi~n cua VM ... diro'c trlnh bay tren day khOng
don thuan la ly thuydt, ma da. qua thirc te cai d~t v~n hanh. Th~t v~y, chung toi da. thiet ke mqt
VM co kien true nhir sau:

- b4 KB RAM.
- 256 vector ngl{t 4 byte (d~t tai dia chi 0000:0000 cd a VM).
- 512 byte thOng tin di'eu khign heat d9ng cua VM, timer cue b9 ...
- cs, thanh ghi AX, BX, CX, DX, CS, DS, ES, SS, SP, IP, ?P, thanh ghi eer.
- B9 chi thi ttrong thich 8088/80x86/Pentium.

May a.o nay chay kha tot. No da. gop phan nang' ty l~ thanh cong cho bai toan chin doan B-virus
den 96%, so vo'i ty l~ 89% cua bai toan chin dean F-virus khOng str dung ky thu~t VM. HO'n nira,
nho qua trlnh "tinh chd" t~p l~nh tren cay chi thi nhi phan [loai bo cac chi thi a rmrc HDH), VM
nay co thg chay tren ba:t crr HDH nao (UNIX cHng han] nhirng vh cho cimg ket qua. nhtr khi chay
tr-en HDH rna AntiVirus* str dung (MSDOS, PCDOS, WINDOWS 3.x, WINDOWS 95).

V&i nhirng U"U digm n5i b~t, li~u cluing ta co thg stl' dung VM cho bai toan chin doan F-virus?
Do d~c die'm F-virus ky sinh vao cac trng dung, duoc HDH cap ph at vimg nh& m9t each turmg doi,
nen khOng gian trang thai cii a mo-to suy di~n F-virus la m9t khOng gian d9ng. Noi each khac, vi~c
t5 chirc khOng gian trang thai trong tru'o'ng hop nay giong nhir t5 chirc khOng gian cho mqt qua trlnh
con don thuan. Tuy nhien, phan install cua F-virus va B-virus ra:t giong nhau nen vi~c ma r9ng khai
niem VM cho trtro'ng hop F-virus la hoan toan kha thi. V(ri nhirng hieu chinh thich hop nhlm khai
thac hieu qua. cac chirc nang cua VM, cUc ch~n bai toan nh Sn dang F-virus se cho ket qua tot ho'n,

Trong ttremg lai, hy vong ky thu~t VM se dircc tiep tuc hoan thien nhlm tlf d9ng hoa qua trlnh
phan tich va 11!a chon gi<l.iphap phuc hoi dir li~u cho t~p bi nhi~m F-virus. Liic do, H~ chin do an
va di~t virus thong minh se the' hien diroc toan b9 tien trlnh di~t virus cua cac chuyen gia trong the
gi&i thirc [4].
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