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MAY A0, CONG CU HO TRO HE CHAN POAN
VA DIET VIRUS TIN HOC THONG MINH

NGUYEN THANH THUY, TRUONG MINH NHAT QUANG

Abstract. Designing an inference engine of an intelligent informatic virus diagnosing and destroying
system faces a lot of difficulties, especially in organizing an dentifying enviroment. To make the
operation of the inference engine independent of specific computers, we have applied the virtual machine
designing techniques in the compiler theory. Thanks to suitable adjustment in function, operation,...
our virtual machine supports effectively the inference engine in diagnosing B-viruses and opens the
prosperity for other kind of viruses.

1. CAC KHAI NIEM

Ngon ngir lap trinh, trinh bién dich

Lich st phét trién cda mdy tinh ludn gin lién véi qué trinh phat trién cda ngdén ng# ldp trink
(NNLT). Ngén ngit may véi cdc mi 1énh nhi phan khé nhé, khé dien dat di din dwoc thay thé bing
cic NNLT khéc; tir Hop ngir, dang ngdn ngir gin giii v6i ngdn ngir may, dén cac NNLT cip cao ti€p
cin phwong phép lip trinh ciu tric, lip trinh huwéng déi tuwong... di dwoc dé xudt nham gidp cho
giao tiép cda con ngudi vi may tinh d& dang, thé hién dwoc tw duy tw nhién cda con ngudi trude
nhitng vin dé cin gidi quyét bing mdy tinh. Tuy nhién, may tinh chi c6 thé thi hinh nhirng chi
thi duwéi dang nhi phan, vi viy cin c6 nhitng chwong trinh dich nhitng phat bi€u, ménh lénh cda
ngudi 1dp trinh (theo nhimg qui dinh, ngit nghia cda NNLT d6) sang dang ma 1énh ma mdy cé thé
thi hanh dwgc. Cic chwong trinh d6 dwoc goi 1 trink bién dich (TBD).

Cang ngdy NNLT cing phét tri€n véi xu thé tach roi nhitng rang budc vé kién tric vat 1y cida
mot hé méy tinh cu thé. Diéu niy ldm cho nhiém vu cda cidc TBD cang phiéc tap. M3i lénh ma
TBD sinh ra phéi thich tng véi nhigu hé may tinh c6 bd chi thi, méi trudng lam viéc (hé diéu hanh
ching han) khéc nhau. Liéu c6 thé xay dung mét méi trudng trung gian trén co s& cda mét b chi
thi hinh thic ndo d6? Khéi niém mdy 4o (Vitual Machine - VM) bit ngudn tir nhitng yéu ciu nay.

May 3o, cong cu hé tro cho cic trinh bién dich

Nhu trén di ndéi, Iy thuyét TBD dwoc trién khai trén co s& cda mét b phéan tich cd phép, ngir
nghia vi sinh m3 lénh cho chwong trinh ma chwa hé hay biét gl t61 mdy ma trinh d6 sé sinh ma cho
né. Dé giir cho viéc mé td TBD dwoc don gidn, khong phu thudc dén céc tinh chit riéng biét cda
mot B{S x& 1y thuc dang ton tai, ngudi ta gid dinh mét mdy tinh theo chon lwa riéng va dwoc “got
giia” dic biét theo yéu cau cda TBD. Dé 12 mét miy gid dinh, chi khéng phdi 1a mdt bd xi 1y ¢
that trén thuc té.

Tuy theo yéu ciu cia TBD, VM sé c6 ciu triic, ché d6 vin hanh phu hop. Néi chung, mét VM
bao gém: '

+ B§ ch? thi: Chira nhitng chi thi hinh thiéc m3 trinh bién dich di dinh nghia dwéi dang bing
tra. ) :

+ B¢ zi lyf lénh: Dinh nghia chi tiét v cich thic x& 1y cda VM duwédi dang mdt giai thuit. Gidi
thuit d6 Ian luot thé hién cic lénh cia mdy.

+ B6 nhé lam viéc: Bd nhé lam viéc bao goém:
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- B% nhé ma chwong trinh, dwoc nap bdi trinh bién dich (43 & dang ma mdy) va sé khéng
thay d8i sudt qud trinh thé hién ma.

- B3 nhé dir liéu, tuy theo nguyén tic hoat déng cda VM ma bd nhé ndy dwoc t8 chic véi
cdu tric dir liéu (CTDL) phd hop nhu méng, ngén x€p, hang doi, danh sich...

Qué trinh sinh ma dwoc TBD thuc hién dwa vao bd chi thi hinh thic cda VM, mi thao téc
va tham d&i cda lénh. Tham d&i nay 13 mdt s§ hay mét dia chi. Céc dia chi c6 gi tri 12 két quid
cda phép dnh xa dia chi giira hai hé qui chi€u (miy 4o vi mdy thuc) trong mét hé qui chiu (dia
chi twong ddi so véi dia chi noi chwong trinh dwoc nap), cliing véi cdc phwong phip tinh toin lénh
nhdy, cic 161 goi, v.v..

2. MAY A0, CONG CU HO TRQ' HE CHAN DPOAN VA DIET VIRUS
- TIN HOC THONG MINH

2.1. Van dé ndy sinh, cich gidi quyét

Qué trinh khéi déng Hé diéu hanh (HDH) cda mdy PC dwoc ti€n hanh sau quéd trinh POST -
(Power On Seft Test) bing viéc doc miu tin khdi déng (MTKD) vio ving nhé tai dia chi 0:7CO0h,
sau dé trao quyén cho doan mi nidm & dia chi ndy. Néu MTKD cé chira B-virus, phin khéi tao
(install) cda chiing s€ dwoc kich hoat va khdng ché hé théng. Tré lai bai todn chdn doin B-virus, do
MTKD chi dwgc nap vao mét dia chi x4c dinh nén tat cd cic dia chi tham chi€u c¢é mit trén MTKD
déu dwoc xdc dinh tuyét d67 tir trwée. Viviy AntiVirus khong thé tuw cip phit mét ving nhé ¢ dai
chi twong d8i bit ky dé nap MTKD ma phdi st dung chinh viing nhé niy dé€ nap MTKD. Cé nghia
13 khéng gian trang thai cho mé-to suy dién 13 khéng gian tinh. Dang tiéc 13 sau khi hoan tit qui
trinh khdi déng, HDH lai st dung ving nhé nay cho muc dich riéng cda né. Qua nghién ciru cic
version khic nhau cda MSDOS, PCDOS, WINDOWS 3.x, WINDOWS 95, viéc st dung ving nhé
niy khéng dwoc HDH céng b8 chinh thirc. Thuc t&, ching ding chia cic trinh di¢u khién thiét bi,
trinh xi Iy ngdt, d6i khi dwoc cip phat cho cic ng dung, trinh thudng tréd... Vi viy néu AntiVirus
st dung viing nhé nay, chic chin sé khong tranh khdi thdm hoa sup dd toan hé thdng. Cin t8 chirc
khéng gian trang thai nhw thé nio d€ twong thich v&i tit cd cic version cda HDH, ma khong phu
thudc vio méi trudmg cu thé cda may lic AntiVirus* dwoc nap vao thi hainh? Viéc nhén dang hanh
vi cda virus, xét vé bdn chat dé 13 su két hop giita cidc phwong phéap gidi quyét van dé va xi& ly tri
thirc cda Tri tué nhan tao, Iy thuyét nhin dang, co ché suy dién chin doin cia Hé chuyén gia va
c4c k¥ thuat phan tich ngit phép, ngi nghia trén ngdén ngit mdy ho 8088, 80x86 cia mét Trinh bién
dich. Liéu chiing ta cé thé 4p dung nhirng k¥ thuit dic trung cia ly thuyét ndo dé gidi quyét vuémg
mic? Cau trd 1oi cho trudmg hop nay chinh 13 st dung kj thuit May 3o.

2.2. Kién tric mdy do

VM sé dugc thi€t ké theo ciu tric truyén thdng [1]. Tuy nhién d€ phuc vu t8t cho qui trinh
chén dodn, cling nhu tiy thudc vao dic diém cda bii todn suy dién, ching ta sé c6 mot vai hiéu
chinh can thiét.

2.2.1. B3 chi thi

VM sé phuc vu cho viéc nhin dang virus, 13 chuwong trinh thuc hién trén mdy PC. Vi viy, bd
chi thi cda VM phdi twong thich véi bd chi thi cda may PC dung bd vi xr 1y 8088, 80x86. Néu khéo
t6 chirc, chiing ta c6 thé tin dung bo chi thi PC da dworc liét ké trong bdn d8i chi€u danh cho qui
trinh nhan dang 1énh trén cay chi thi nhi phan. Tuy nhién, cin loai bd c4c chi thi khéng phu hop,
vi du cac 1énh kich hoat cac dich vu & mtc hé diéu hinh, v.v..

2.2.2. B3 xi 1 1énh
Chiing ta st dung gidi thuit xi& Iy (XL) lénh trén ciy nhi phan d€ cai d4t b XL 1énh cho VM.
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C6 thé hinh dung co ché XL lénh cda VM duwoc t8 chitc nhu sau:
(B XL 80x86 2 (Gidi thudt XL cdy nhi phan) > (Bs XL cda VM).
Véi cach xay dung nhw vay, ngoai viéc tin dung dwoc cic thd tuc di cai dit, ching ta con thiét

1ap duwgc méi quan hé légic gitra may thuc (chira mé-to suy dién) va may do (chira gidi thuit XL
1auh).

2.2.3. B6 nhé lam viéc

BG nhé cho trinh cia VM chinh 1a khéng gian trang théi cda mé-to suy dién trén may thuec.
Dia chi vat Iy cia VM sé dwoc bé tri tiy theo kich thwéc ving nhé con tréng. Phwong phip dinh
vi dia chi twong d8i trén hé qui chiéu VM sé& do mé to suy dién qudn ly, sao cho cdc céng viéc dinh
vi dia chi vat 1y trén may thuc (do B-virus thuc hién) sé€ dwoc 4nh xa thinh mét dia chi twong tng
trén mdy do. Nh& vdy, moi hanh vi cda B-virus s€ tai hién mdt cach cu thé trén VM m3i khéng
xam pham dén méi trudng cda mdy thuwe. Nhu vay viée t8 chic bd nhé cho VM rét quan trong, né
phdi thé hién trung thuc tién trinh xt ly 1énh twong thich véi b XL 80x86 cda VM véi nhitng dic
trung co' ban, cdc thanh ghi, c& trang théi,... Cdc dai lwong nay thuc chat 1a cac bién bd nhé cda
AntiVirus*, dwoc khai bdo dé chira cic gid tri tam thoi trong qud trinh van hanh cia VM.

Bé nhé dé liéu cda VM sé dwoc t8 chirc véi CTDL nao? Khi VM hoat ddng céc chwong trinh
con déu cé thé chira bi€n cuc bd va hoat déng mét cich dé qui, nén khéng thé cip phéat chd chia
cho cac bién cuc bd dé trudc khi chuong trinh con dwoc goi dén. Vi viy, cidc doan dir liéu cho cac
trinh con dwgc xép chong vdo mét viing nio d6 cda bd nhé VM trén nguyén tdc LIFO (Last In -
First Out — Vao sau ra truwéc). Néi cdch khic, trong bd nhé dir liéu cda VM phai ¢é cidc modul quén
Iy ngdn xép lam viéc, bao gdm cac thanh ghi (bién nhé) chia dia chi phin t& ndm & dinh ngin xép,
dia chi 1énh dang dwoc thuc hién, dia chi trd dén 1&énh ké sé thuc thi, cdc co ché dinh vi dia chi trd
Ve...

Ngoai ra, do nhiém vu dic biét cda né, bé nhé cia VM cling phéi xac dinh nhirng dia chi dic
td cac ving hé théng twong tng trén mdy thuc. Vi thé, cic dai lwong nhr bdng véc to ngit, ving
théng tin BIOS chita dia chi cdng nhap xuit, timer... cho VM ciing dwoc t8 chic cho phu hop.

3. KET HOP GIU'A MAY A0 VA MO-TO SUY DIEN

Nhu trén da phén tich, qué trinh sinh ma cia VM dwoc thuc hién dwa vao bdng tra céc chi thi
mdy da dwoc xiy dung tir trwéc. Tuy nhién, khic véi VM kinh di€n cda cic TBD, qué trinh sinh
ma sé dwoc tién hanh dong thoi trén cd hai mdy do va thuc. Nhe cdc qud trinh song song nay, ngin
xép Trace(v) cda méto (trén mdy thuc) sé quan ly dwoc cdc hanh vi cda B-virus trén VM. Két qua
13 tién trinh thuc hién cda VM sé dwoc téi hién cu thé trén ngin xép Trace(v). Do d6, mé-to khéng
phdi t8n thém mét gidi thudt phan tich lai toan b trinh sinh ma. Néu sau mét lin chay mdy (30),
ngin xép Trace(v) van gifr gid tri Null nhu ldc dau thi chirng té tién trinh nhin dang thit bai va
cho phép két luén vé tinh vé6 nhi€ém cda chuwong trinh bi nghi vdn c¢6 virus [2].

Cé6 thé danh gid viéc thiét ké VM trong qué trinh chan dodn B-virus trén MTKD 13 mét gidi
phédp heuristics. Thit vdy, nh VM niy ma mé-to suy dién (trén mdy thuc) sé van hanh mét cich
" tron tru va nhe nhang. Lic dé mé-to khong phdi huy déng tit cd cic ludt trén mdi ma lénh ma chi
cin giam sat dinh ky ndi dung trén ngin xép Trace(v). Vi du, sau khi VM thuc hién duwgc n chi thi,
Trace(v) trd vé gid tri dic td kich thuéc viing nhé trén VM bi gidm, diéu ndy gitp mé-to gid dinh
su ¢6 mit cia B-virus trén VM va chi thi Halt (ding thi hanh) s€ dwoc phit dén VM. Saudé mé-to
sé 4p dung céc co ché suy dién lui d€ ki€m chirng lai cac chi thi d3 dwoc st dung cho hanh vi twong
tng (gidm kich thudc ving nhd) trén Trace(v). Gidi phdp nay dong nghia véi viée han ch€ hing
loat cac luit du thira ma vin ddm bdo d6 tin ciy can thiét.

Viéc st dung VM d¢€ thé hién chién lugc phdn nhiém cia hé chan doan virus théng minh. Theo
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d6, modul gidm sét khong can quan tdm cic bd phin truwc thuéc d thuc hién cdc cdng viée (chi thi)
cu thé nao, ma chi danh gi4 cong viéc thong qua két qud dat dwoc, sau mét thés khodn qui dinh.
Tuy nhién, dé€ hoan thanh vai trd cda minh, mé-to' phdi c6 thém cic ning lwc cin thiét cda mét
supervisor: bi€t phin céng, dinh tho1 khodn, bi€t ra lénh dirng ti€n trinh chay mdy ding lic...

T4t cd nhirng tu tudng thiét ké, nguyén tic thuc hién cda VM... duoc trinh biy trén diy khéng
don thuin 13 ly thuyét, ma da qua thuc t& cai dit van hanh. Thit viy, ching t6i da thiét k& mét
VM cé kién tric nhw sau: ‘

- 64 KB RAM.

- 256 vector ngit 4 byte (d4t tai dia chi 0000:0000 cda VM).

- 512 byte théng tin diéu khién hoat ddng cia VM, timer cuc bd...

- Cac thanh ghi AX, BX, CX, DX, CS, DS, ES, SS, SP, IP, BP, thanh ghi co.

- Bo chi thi twong thich 8088/80x86/Pentium.

May 40 nay chay khéa t8t. N6 da gép phin nang ty 1é thanh cong cho bai todn chin doin B-virus
dén 96%, so v&i ty 16 89% cia bai toan chin doin F-virus khéong st dung ky thuit VM. Hon nira,
nh& qua trinh “tinh ché€” tép lénh trén ciy chi thi nhi phan (loai bd cic chi thi & méc HDH), VM
nay cé thé chay trén bat cd HDH nao (UNIX ching han) nhung van cho ciing két qud nhu khi chay
trén HDH ma AntiVirus* st dung (MSDOS, PCDOS, WINDOWS 3.x, WINDOWS 95).

Véi nhitng wu di€m ndi bat, liéu ching ta cé thé si- dung VM cho bai todn chan dodn F-virus?
Do dic di€m F-virus ky sinh vio cic tng dung, dwgc HDH cip phat viing nhé mét cich twong d8i,
nén khong gian trang thai cda mé-to suy dién F-virus 13 mot khong gian dong. Néi cach khéc, viéc
t6 chirc khéng gian trang thai trong tredng hop niy giéng nhw t6 chirc khdng gian cho mét qué trinh
con don thuin. Tuy nhién, phin install cia F-virus va B-virus rit gidng nhau nén viéc mé& réng khéi
niém VM cho trudmg hop F-virus 1a hoin toan khi thi. V&i nhitng hiéu chinh thich hop nhim khai
théc hiéu qud céc chirc ning cda VM, chdc chin bai todn nhin dang F-virus sé cho k&t qud t8t hon.

Trong twong lai, hy vong k¥ thuit VM sé dwoc tiép tuc hoan thién nhim tu déng héa qué trinh
phan tich va lwa chon gidi phip phuc hbi di lidu cho tép bi nhiém F-virus. Lic d6, Hé chin dodn
vi diét virus thong minh sé& thé hién dwoc toan bé ti€n trinh diét virus cda céc chuyén gia trong thé
giéi thuce [4].
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