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QUAN If TAl NGUYEN

1Truirtu; Dei h9C Su pluuti Th€ due TM thao Ha Tiiy
2 Khoa Gong ngh¢ thOng tin, Tru atu; -DfJ,ih9C Bach khoa Ha N¢i

Abstract. In the resource management system, the security infrastructure is one of the most im-
portant components. Here, we focuses on analysing and designing the authentication protocol of
Kerberise type which is combinated with role-based access control in an organizational Intranet
(named Kerberos-role). Being different from Kerberos, the three-way authentication, Kerberos-role
protocol achieve two-way authentication with aims to facilitate a simple user interface of the system
whilekeeping the security strength of the first one.

Tom t~t. Trang he thong quan li Uti nguyen, CC1 so ha tang an ninh, an toan la mot trong nhirng
thanh phan quan trong nhat. (; day, chung t6i tap trung vao viec phan tich va thiet ke mot giao
thirc xac thtrc dira tren giao thirc xac thirc Kerberos diroc ket hop veri kiern scat truy nhap dira tren
vai (goi la Kerberos-role). Khac veri Kerberos la mot giao thirc xac thirc ba biroc, Kerberos-role thirc
hien mot, xac thirc hai biroc tao cho giao dien ngiroi dung don gian han nlnrng van giir diroc sire
manh an toan cua xac thirc Kerberos.

1. Ma DAU

80i voi h~ thong quan 11Uti nguyen cua mot to chirc (Resource Management System,
viet tiit la RMS), ha fang ca so an ninh, an toan la mot thanh phan toi quan trong, thucng
bao gorn: xac thirc, h~m scat truy nhap va kiern toano Trong pharn vi bai bao nay, chung
toi trlnh bay viec phan tich, thiet ke giao thirc Kerberos-role dira tren giao thirc xac thirc
Kerberos trong do tfch h9'P thong tin vai cua dinh danh h~ thong VaG trong ve dich vu dung
cho kiern soat truy nhap dira tren vai. 8~c biet, chiing toi chii trong VaG viec chimg minh
tinh dung diin, tinh hop l~ va hieu qua cua cac giao thirc Kerberos-role con dira tren cac khai
niem, ki hieu va dinh de cua logic BAN.

'" """ .•..... ...
2. CAC VAN DE LIEN QUAN

2.1. Xac thirc

2.1.1. Cec phuong phap xac thl!c

DVa tren ki thuat mat ma kh6a, cac phuong phap xac thuc diroc chia thanh hai loai:

- Loai 1: xac thirc dira tren mat ma kh6a bat doi xirng (kh6a cong khai).
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- LOSti2: xac thirc dira tren mat ma kh6a doi xirng (kh6a bf mat}.
Tieu bieu cho loai 1 la xac thirc dira tren giay chirng nhan. Tieu bieu cho loai 2 la xac thi,rc
Kerberos [1]. Xac thirc Kerberos la mot giao thirc xac thirc dira tren giao thirc Needham-
Schroeder dung kh6a bi mat. N6 duoc phat trien 0 giao thirc trao doi kh6a MTI (Matsumoto,
Tahashima, Imai - 1988) nharn cung cap mot mien cac ti~n ich xac tlnrc va an toan su dung
trong mang may tinh campus Athena va cac h~ thong mo khac. Giao tlnrc Kerberos da trai
qua mot so fan sua doi va wing cap tir kinh nghiem va phan hdi cua cac to clnrc ngiroi dung.
Phien ban moi nhat cua giao thirc nay la version 5. (; day chung ta xay dung ca sO ha tang
xac thirc dira tren mat ma kh6a doi xirng.

2.1.2. H¢ thong xec tliuc Kerberos

- Cau true va chirc nang cac thanh phan: Kerberos la mot h~ thong xac thuc dua tren
mat ma kh6a doi xirng [1]. Viec xac thuc la thanh cong khi mot doi tac chimg to viec biet
mot bi mat chia S8 goi la ve veri mot doi tac khac. Kerberos dira tren hai dich vu: dich vu xac
thirc A (Authentication service) va dich vu cap phat ve T (Ticket granting service). Hai dich
vu nay hop thanh trung tam phan phoi kh6a KDC (Key Distribution Center). Dich vu xac
thuc A chiu trach nhiem sari sinh cac kh6a doi xirng dira tren password dung cho cac dinh
danh h~ thong cua Kerberos, dong thai san sinh cac kh6a phien doi xirng dung cho cac phien
giao tiep veri dich vu cap phat ve T va phat hanh cac ve T. Dich vu cap phat ve T chiu trach
nhiem san sinh cac kh6a doi xirng cho cac phien giao tiep veri Server dich vu va phat hanh
cac ve dich vu.

- Ve Kerberos va bo xac thirc: Ve Kerberos va bo xac thuc la hai kieu giay uy nhiem
phoi hop thirc hien chirc nang xac thirc. Ve diroc dung nhieu lan va cho mot Server biet li~u
ve c6 hop l~ khong va ai la Client. M9t ve Kerberos la mot thong bao diroc ma h6a gom
ten Client (C), ten Server (S), dia chi Client (addr), thai gian phat hanh ve (tl)' thai gian
het hieu lire cua ve (t2)' thai gian song cua ve (tf), thai gian lam moi ve (tn) va kh6a phien
giao tiep giira Client va Server (Ke,s). N6 diroc the hien nhir sau: {ticket(C, S)}Ks, trong
do Ks la kh6a rieng cua S, tieket(C,S) = (C,S,addr,tl,t2,tf,tn,Ke,s). B9 xac thirc duoc
mot Client sari sinh se cho Server biet ai la Client. B9 xac thirc duoc gan tern thai gian de
su dung mot Ian, nen n6 diroc dung de ngan chan viec tai su dung ve. B9 xac thuc la m9t
thong bao gom ten Client (C), dia chi Client (addr), thai gian hien tai (t), diroc ma h6a bang
mot kh6a phien giao tiep Client veri Server. Cu the n6 e6 dang: {auth(C)}Ke,s, trong d6
auth(C) = (C, addr, t).

- Cac giao thirc xac thirc Kerberos:
Buc c 1: Lay kh6a phien va ve giao tiep veri T tir dich vu xac thirc A
1. C----tA:(C,T,n);
2. A ----tC: ({Ke,T,n}Ke, {tieket(C,T)}KT)'
Bu o c 2: Lay kh6a phien va ve giao tiep veri S tir dich vu cap phat ve T
3. 9 ----tT: ({auth(C)}Ke,T, {tieket(C, T)}KT' S, n);
4. T ----tC : ({Ke,s, n}Ke,T, {ticket(C, S)}Ks).
Buc c 3: Truy nhap dich vu S khi dung ve giao tiep veri S
5. C ----tS: ({auth(C)}Ke,s, {ticket(C, S)}Ks, n,Request);
6. S ----tC : ({n}Ke,s, Response).
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Ma hieu n (none) la mot so tuan tv do thanh phan Client t9-0 ra dung de kiem tra tinh hop
l~cua loi dap, Request la yeu cau cua C gt'ri toi S, Response la dap irng cua S cho C.

------------,

Hinh 1. Xac thirc ba bircc trong Kerberos

2.2. Logic xac t.hirc BAN

Michael Burrows, Martin Abadi va Ruger Needham mo ta logic xac thuc (1990) ma ta goi
tat la logic BAN [2]. Logic BAN da duoc ap dung de phan tich nhieu giao thirc nhir giao
thirc Needham-Schroeder va giao thirc Kerberos.

2.2.1. Cec khai ni~m va kf hi~u ctia logic BAN

p I=X : Doi tirong P tin cay X la dung. X co the dung, co the sai, nhirng P hanh dong nhir
the x la dung.
P <J X : Doi tircng P nhan diroc mot thong bao clnra X. P co the thirc hien viec giai ma
de rut X tir thong bao. P co kha nang l~p 19-iX trong cac thong bao gt'ri cho cac doi tirong
khac, X co the la mot menh de hoac mot muc dir lieu dan gian nhtr la mot ma hieu (hoac
ket hop ca hai).
P f"v X : Doi tirong P diroc coi la da gt'ri mot thong bao chira X a mot thai diem nao do trong
qua khir. Dieu nay ngu Y P tin cay X khi no gt'ri thong bao.
P'r::=}X (P co quyen han doi voi X): Doi tirong P diroc uy thac nhir mot doi tuong co tham
quyen ve X.
#(X) : X la maio Vi du: Doi tirong P gt'ri cho doi tuong Q mot thong bao chira ma hieu n,
Q gt'ri 19-icho P mot thong bao clnra X va ma hieu n nay thi X duoc coi la maio

pA Q : P va Q diroc giao quyen st'r dung kh6a bi mat K. K la mot kh6a bi mat giira P
va Q va co the giira cac doi tirong khac diroc P va Q uy nhiern.
Neu K la mot kh6a thi {X}K dircc hieu la X diroc ma h6a voi kh6a K. Neu X va Y la cac
menh de thi tir day ta viet X, Y nghia la X va Y.

2.2.2. Cae lu?,t suy dien ciia logic BAN

Bieu thi sir ket hop cua menh de X va menh de Y keo theo menh de Z, ta viet:

Cac luat suy dien chinh cua logic BAN nhir sau:

- Luat Y nghia thong bao:

X,Y=z>

P'FP A Q,P <J {X}K
P'FQf"vX
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Neu P tin ding no chia se kh6a bf mat K veri Q va neu P nhan duoc mot thong bao chira X
diroc ma h6a bang kh6a K thi P tin r~ng Q da gt'ri X (tuc 18,Q da tin tirong X va di'i gui
mot thong bao chira X).

- Luat kiern tra rna hieu:
P r=#(X), P r=Q'r-X

Pr=Qr=X

Neu P tin r~ng X la mo i va neu P tin ding Q da gt'ri X thi P tin r~ng Q dang tin cay X.
Chu Y la X phai khong bi ma hoa. Neu X bi ma hoa thi Q dori thuan chi la lap lai mot menh
de da ma h6a va Q khong din thiet tin cay VaGX.

- Luat quyen han:
P r=Q~X, P r=Qr=X

Pr=X

Neu P tin r~ng Q co quyen han doi veri X trong bat ctr tnrorig hop nao va neu P tin r~ng
Q dang tin cay X thi P phai tin X, VI Q co tham quyen hen h~n P trong van de nay.

Ngoai ra can mot so luat suy dien khac cua logic BAN nhir:

P <J (X, Y)
P<JX

P r=#(X)
Pr=#(X, Y) ,

Pr=(X,Y)
Pr=X

Luat suy dien thir nhat noi r~ng P co the quan sat tung thanh phan cua thong bao neu no
quan sat diroc tat d cac thanh phan cua thong bao do. Luat suy dien thir hai noi rhg neu
mot thanh phan cua mot thong bao la moi thi cac thanh phan khac cua thong bao do cling
diroc coi la rnoi. Luat suy dien thir ba noi r~ng neu P tin VaG mot thong bao thl P tin vao
tung thanh phan cua thong bao nay.

2.3. Kigm soat truy nhap dira tren vai

H~ thong kiern soat truy nhap thuo ng dira tren ba chinh sach: chinh sach kiern soat
truy nhap tuy y DAC (Discretionary Access Control), chinh sach kiern soat truy nhap b~t
buoc MAC (Mandatory Access Control), chinh sach kiern soat truy nhap dira tren vai RBAC
(Role-Based Access Control). Chinh sach kiern soat truy nhap tuy y DAC thi qua yeu aoi
veri viec kiern sorit hieu qua cac thong tin doi hoi mot dQ bao mat, trong khi chinh sach kiem
soat truy nhap b[it buoc MAC thi lai qua nghiern ngat khong co tinh linh heat. Kiern soat
truy nhap dira tren vai RBAC la mot IVa chon day trieri vQng thay the cho kiem soat truy
nhap tuy y va kiern soat truy nhap b[it buoc. Boi VI RBAC co the diroc cau hinh de thircthi
kiern soat truy nhap tuy y hoac de thirc thi kiern soat truy nhap b[it bUQC(chinh sach duoc
thuc thi la chuoi cau hinh chi tiet nhieu thanh phan RBAC) [5].

MQt ho chung cac mo hinh RBAC (diroc goi la RBAC96) diroc Ravi Sandhu va cong sv
dinh nghia [4]. Hinh 2 minh hoa mo hinh t6ng quat nhat trong ho nay. MQt nguoi dung Ii!
mot con ngiroi hoac mot tac tt'r tv tri (autonomous agent), mot vai la mot chirc nang cong
viec hoac mot tieu de cong viec ben trong mot t6 clnrc veri mot so ngir nghia dtroc ket hop
doi veri viec cap quyen va trach nhiern dircc gan cho mot thanh vien cua vai. MQt giay phep
la mot sir phe chuan cua mot hinh thirc truy nhap cu the teri mot hoac nhieu doi tuorig trong
h~ thong hoac mot so d~c quyen de thirc hien cac hoat dong d~c biet. Cac vai diroc t6 clnrc
theo thir tv bo phan 2 sao cho neu x 2 y thi vai x ke thira cac giay phep cua vai y. Cac
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thanh vien cua x r6 rang la cac thanh vien cua y, nhtrng ngiroc lai kh6ng dung. Trong cac
tnrorig hop nhir the, chung ta noi x la cap tren Goi veri y. Moi phien lien he mot ngiro i dung
veri mot so vai co the. M9t ngiroi dung thiet lap mot phien va kich hoat mot so tap con cac
vai ma nguoi dung nay la thanh vien cua cluing (true tiep hay gian tiep qua phan dip vai).
M6 hinh RBAC96 co cac thanh phan sau Gay:

PHANcllPvAI

PA
GAN GIAY PfEP

~
~ :

, I
, I

~"''''''' \, :
-. ' :

:::: ~~~~'=1~Ac RANG BUQC

Rinh 2. M6 hinh RBAC96,
++---H: tirong irng nhieu - nhieu, ----H: tuorig irng mot - nhieu

u la tap hop ngiroi dung, R la tap hop cac vai, P la t~p hop cac giay phep, S la t~p hop cac
phien,

• UA ~ U x R, quan h$ gan ngiroi dung cho vai (User Assignment).
• PA ~ P x R , quan h$ gan giay phep cho vai (Permission Assignment).
• RH ~ R x R, quan he phan cap vai thir tv bo phan (Role Hierarchy).

(vai x la cap tren cua vai y thl GUQ'Cviet la x :2 y).
• Ham user: S -+ U, anh xa moi phien Si teri mot ngiroi dung Ui (kh6ng thay Goi trong

suet phien lam viec): Ui = userfs.).
• Ham roles: S -+ 2R, anh xa rnoi phien s: toi mot t~p vai

roles (Si) ~ {r I (::Jr' :2 r)( user( s.), r') E UA} (co the thay Goi cling veri thai gian).

• Phien s, co tap cac giay phep la U {p I (::Jr" ~ r)[(p, r") E PA]}.
rEroles(si)

• Co mot t~p hop cac rang bU9C tac dong vao gia tri cua cac thanh phan khac nhau GUQ'c
liet ke a tren (cu the la cac quan h$ PA, UA, RH va cac ham user, ham roles cling nhir
cac phien lam viec S) va cho ket qua la GUQ'Cphep hay bi earn. Day la mot mat quan
trong cua RBAC96.

Trong bai bao nay, cluing Wi biroc GaU ket hop kiern soat truy nhap dira tren vai va mot
xac thuc kieu Kerberos thanh mot khoi nharn xay dung bo giao thirc lam ca sa cho ha tang
an ninh, an toan cua mot h$ thong quan 11tai nguyen.

3. XAY DVNG H:¢ THONG XAC THVC KERBEROS-ROLE

3.1. Cac chirc nang thanh phan

H$ thong xac thuc cua chung toi van Slr dung cac giay uy nhiem Kerberos: ve Kerberos
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va b9 xac thuc. M9t ve truyen tai thong tin dinh danh cua mot Client do dich vu phan phoi
khoa KDC chirng thuc dung cho mot dich vu cu the. M9t bo xac thuc la mot b~ng chimg
clnrng to r~ng ve diroc phat hanh tir dau cho Client chir khong phai la ve an dip.

Khac voi Kerberos, a day ve giao tiep giira Client va dich vu chira ca vai cua Client de
dung cho kiern scat truy nhap dira tren vai. Sau khi dii xac thirc ten dinh danh an toan cua
Client va tinh hop l~ cua ve, ket qua kiern soat truy nhap dua tren vai se cho phep hay earn,
Client truy nhap dich vu nay. a day mot ten dinh danh an toan la mot ten dinh danh h~
thong diroc bao v~ bang cac C(J che xac thirc va kiern soat truy nhap trong h~ thong. Chung
toi goi he thong xac thuc cua minh la xac thuc Kerberos-role ngu Y ket hop xac thuc kieu
Kerberos vo i kiern soat truy nhap dira tren vai (role).

Cac chirc nang cua he thong xac thirc Kerberos-role duoc chia thanh ba phan: thanh
phan Client, thanh phan dich vu phan phoi khoa KDC (Key Distribution Center) va thanh
phan dich vu quan tri PKDC (hoat dong nhir mot Proxy cua dich vu KDC). Ben canh d61a
thanh phan AdminRole dam nhiern viec quan 11va cap nhat vai cho cac dinh danh Client de
xay dung cac ve giao tiep dich vu co chira vai cua Client. AdminRole diroc tich hop trong h~
thong RM8. Trong pharn vi bai bao nay chung toi khong di vao phan tich C(J che hoat d9ng
cua AdminRole.

Dich vu KDC diroc thiet ke la mot dich vu quan 11hai ca sa dir lieu bao v~ giao dich:
C(J sa dir lieu xac thirc va C(J sa dir lieu ve. Dich vu KDC la dinh danh an toan tin c~y duy
nhat trong RM8. Tat ca cac dinh danh an toan khac deu duoc xac thirc dira tren no. De vi~
quan 11h~ thong xac thirc diroc de dang, chi co cac dinh danh quan tri cua KDC moi co kha
nang truy nhap toi dich vu KDC. Ban dau, mot dinh danh quan tri ngam dinh dircc dangki
trong C(J sa dir lieu xac thirc cua KDC. Cac dinh danh quan tri diroc cac dich vu quan tri SIT

dung. Cac dich vu quan tri diroc tich hop voi cac nhiern vu cua dich vu RM8. Dich vu KDC
chu yeu hoan thanh ba chirc nang: chirc nang dang ki va cap nhat dinh danh an toan, chUc
nang san sinh ve phren, chirc nang lam mci ve.

I
/'

4

,
2:3

I K~ I5....
6

Hinh 3. Xac thirc hai biroc trong Kerberos-role

Khac vo i Kerberos, trong h~ thong nay, khi mot Client yeu cau "truy nhap mot dich VI!

thi chi phai thuc hien xac thirc hai buoc (Client khong can biet viec xac thuc giira KDC va
PKDC).

Buc c 1: Lay kh6a phien va ve giao tiep voi dich vu S
1. C --t PKDC : (C, addr, S, n) (thuc hien tren tang socket an toan 88L);
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4. PKDC ---+C : {Kc,s, n, {ticket(C, S)}Ks}Kc.

Buo c 2: Truy nhap dich VI}.S khi dung khoa phien va ve giao tiep vci S
5. C ---+S: ({auth(C)}Kc,s, {ticket(C, S)}Ks, {n, Request}Kc,s);
6. S ---+C: ({n}Kc,s, Response).

3.2. Cac giao thirc xac t.hirc Kerberos-role

Ta xay dung nam giao thirc con: giao thirc dang ki dinh danh an toan, giao thirc lay
ve dich VI}.,giao thirc yeu cau dich VI}.,giao thirc cap nhat dinh danh an toan va giao thirc
lam moi ve. Ta goi la cac giao tlnrc xac thuc Kerberos-role ham y kieu giao tlnrc xac thuc
Kerberos, trong do nhung vai (role) cua dinh danh an toan VaG ve dich VI}..Trong h¢ thong
RMS, mci dinh danh an toan deu can diroc dang ki trong dich VI}.KDC de sari sinh khoa rieng
cua no truce khi dinh danh an toan nay co the giao tiep vo i cac dinh danh an toan khac.
Dich VI}.KDC ban dau tv minh dang ki VaGtrong CCJ sa dir lieu xac thirc. Dich VI}.KDC la
dich VI}.dau tien diroc trien khai trong he thong.

- PKDC su dung ten ngam dinh D trong CCJ sa dir lieu xac thirc cua KDC de lay ve dich
vu tai KDC (thuc hien tren tang socket an toan Security Socket Layer - S8L):
1. PKDC ---+KDC : (D, addr, KDC, n) (thuc hien tren SSL);

2. KDC ---+PKDC: {KD,KDc,n,{ticket(D,KDC)}KKDc}KD.

- PKDC dung giao thirc cap nhat dinh danh an toan (noi trong 3.2.4) de cap nhat ten moi
PKDC va password moi p cung vai cua PKDC VaGtrong CCJ sa dir lieu xac thuc cua KDC:
1. PKDC ---+KDC : ({auth(D) }KD,KDC, {ticket(D, KDC)}KKDC,

{D, {D, PKDC,p}KD, role(PKDC), n}KD,KDC);
2. KDC ---+PKDC : {n}KpKDc
PKDC dung ten moi PKDC va password moi p de giai ma thong bao va nhan diroc n chimg
to viec cap nhat thanh congo

- PKDC dung ten mci PKDC de lay ve dich VI}.tai KDC:
1. PKDC ---+KDC : (PKDC, addr, KDC, n) (thVc hien tren 88L);

2. KDC ---+PKDC: {KpKDc,KDc,n, {ticket(PKDC,KDC)}KKDc}KpKDC.
Ke tir day PKDC co ve dich VI}.va khoa phien giao tiep voi KDC.

3.2.1. Ciao tiuic cUingkf cljnh danh an toiui

1, C ---+PKDC : (C, password, n) (thuc hien tren SSL);
2. PKDC ---+KDC : ({auth(PKDC)}KpKDC,KDC, {ticket(PKDC,KDC)}KKDC,

{C, password, role(C), n}KpKDc,KDC);
3. KDC---+PKDC: {{n}Kc}KpKDC;
4. PKDC---+ C: {n}Kc.

De dang ki, mot dinh danh an toan tnroc tien can co giay chimg nhan cua dich VI}.PKDC
sao cho no co the co mot each an toan de d¢ trinh ten va password cua mlnh va mot ma hieu n
cho dich VI}.PKDC (n la mot so tuan tv diroc thanh phan Client cua h¢ thong sari sinh va dung
mot Ian khi giao tiep vrri mot dich vu). (; day, co the dung giao tlnrc https cho viec truyen an
toan ban dau (tang socket an toan Security Socket Layer - SSL). Khi dich VI}.PKDC co diroc
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ten va password cua mot client C, no kich heat AdminRole d~ co diroc vai role( C) cua Client
C nay. Roi no ma h6a be) dir lieu (C,password,role(C),n) khi dung kh6a phien KpKDC,KDC
giao tiep giira PKDC va KDC va gui ban ma cho dich vu KDC. Khi dich vu PKDC yeu
diu dich vu KDC, no ciing din tv xac thirc voi dich vu KDC bang each gui cho KDC m9t
be) xac thirc cua mmh {auth(PKDC)}KpKDC,KDC, mot ve {ticket(PKDC,KDC)}KKDC giao
tiep vo i KDC. Sau khi giai ma ve bKng khoa rieng KKDC roi dung kh6a phien KpKDC,KDC
co diroc d~ giai ma be) xac thirc va KDC so sanh noi dung cua be) xac thuc va ve. Nell ket
qua hop l~ thl truoc yeu cau dang ki ten dinh danh an toan cua client C, KDC se kiem tra
tinh duy nhat cua ten dinh danh an toan va san sinh mot kh6a rieng Kc (ta co the dung
khoa DES) dira tren password va ten cua Client C. Khi moi viec da thanh cong, KDC tni lai
PKDC thong bao {{n}Kc}KpKDC. PKDC giai ma thong bao diroc {n}Kc va gui ket qua
nay cho Client C ma chi no mci co th~ giai ma bKng password da dang kf cua dinh danh an
toan yeu cau ban dau (ma hieu n bao nhan tot).

Viec giai thich hoat dong cua cac biroc giao thirc khac duoc cluing ta xay dung trang 3.2
thl tuang tv nlnr tren.

3.2.2. Ciao thuc lay VI? diet: VI)

1. C -+ PKDC : (C, addr, S, n) (thuc hien tren SSL);
2. PKDC -+ KDC : ({auth(PKDC)}KpKDC,KDC, {ticket(PKDC,KDC)}KKDC,

{C, addr, role( C), S, n} K PKDC,KDC);
3. KDC -+ PKDC : {{Kc,s, n, {ticket(C, S)}Ks}Kc}f(PKDC;
4. PKDC -+ C: {Kc,s,n, {ticket(C,S)}Ks}Kc
ticket(C, S) = (C, addr, role(C), S, tl, t2, tf, t«, Kc,s).

3.2.3. Ciao tiuic yeu cau djch vu

1. C -+ S : ({auth(C)}Kc,s, {ticket(C, S)}Ks, {n, Req,[est}Kc,s);
2. S -+ C: ({n}Kc,s, Response).
Trong do: auth(C) = (C, addr, t), ticket(C, S) = (C, add', role(C), S, tl, t2, tf, tn, Kc,s).

3.2.4. Ciao thuc C?P nh?t djnh danh an toen

1. C -+ PKDC : (C, {C,C',p}Kc,n) (thirc hien tren SSL);
2. PKDC -+ KDC : ({auth(PKDC)} K PKDC,KDC,{ticket(PKDC,KDC)} KKDC,

{C, {C,C',p}Kc,role(C'),n}KpKDc, KDC);
3. KDC -+ PKDC : {{n}Kc' }KpKDC;
4. PKDC -+ C : {n}Kc'.

Client co ten cii la C, ten mo i la C' va password rnci la l ' (hoac password cii neu password
khong can thay doi).

3.2.5. Ciao ttuic lam m6i VI?

Day la chirc nang cua rieng trung tam phan phoi kh6a K DC. No lam mo i cac ve bet hq.ll
va cac ve cii khong hop l~ trong ca so. dir lieu ve. Theo dinh kl, thanh phan KDC kiern tra cae
ve ticket( C, S) trong ca so. dir lieu ve cua mlnh de lam moi thai gian phat hanh ve tl, thiJi
gian het hieu lire cua ve t2, thai gian song cua ve t f va gan thai diem lam rnoi ve tn. ve ell
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cua client C giao tiep voi dich VlJ S: ticket(C,S) = (C,addr, role(C),S,tl,t2,tf,tn,Kc,s)
va ve mo i la ticket'(C, S) = (C, addr, role(C), S, t~, t;, ti, t~, Kc,s).

4. .Ap Dl)NG LOGIe BAN PRAN TIeR GIAO TRue KERBEROS-ROLE

4.1. Phan tfch giao t.hirc tr-iro'ng hop t8ng quat

De don gian, ta ki hieu 19-i:KDC la S, PKDC la P, auth(A) = (TA' A) va ticket(A, B) =
(A, B, role(A), TAB, KAB). Trong do TA la thai gian hien tai khi phat hanh b9 xac thirc
auth(A), TAB la tern thai gian bao gorn tl, t2, tf, t-. trong ve ticket(A, B), KAB la khoa phien
giao tiep giira A va B. Dia chi addr cua Client dlIQ'Chieu la g9P vao dinh danh cua Client.

Trong h~ thong dang xet, ta co cac gia thiet dlIQ'Cthira nhan ban dau:

I
s ~p /'\:"p) S, S ~A tA) S, A ~\fK.(S I:::}A A B), B ~#(TA)' B ~#(TAB)'

p~p tp
) S, A~A tA) S, B~\fK.(S I:::}A A B), B~Sl:::}role(A),

(4.1)
S~S (Ks) S, S~B tB) S, A~\fK.(S I:::}#(A A B)), S~A fA~ B,

S~#(Tp), B~B tB) S, B~\fK.(S I:::}#(A A B)), S~#(A fA~ B).

Tru<'Jng lurp t5ng quat ta co giao tlui c:

l. A ---+ P : (A, B, n) (tlurc hien tren SSL);

2. P---+S: ({Tp,P}Kps, {P, S,role(P),Tps, Kps}Ks, {A,B,role(A),n}Kps) ;
3. S ---+ P : {{KAB, {A, B, role(A), TAB, KAB}KB, n}KA}Kp;
4. P ---+ A : {KAB' {A, B, role(A), TAB, KAB}KB, n}KA;
5. A ---+ B : ({TA, A}KAB' {A, B, role(A), TAB, KAB}KB, {M, n}KAB);
6. B ---+ A : ({ n }KAB' Response).
Response la dap ling cua B khi nhan dlIQ'Cthong bao 5 tir A, M la mot thong bao hoac yeu
cau cua A gt'ri cho B. Thong bao 1 khong thuoc vao d~c tinh logic cua giao thirc. Cac thong
bao con 19-ico dang hinh thirc sau:

2. P ---+ S : ({Tp, P fp% S}Kps, {Tps, P fp% S, role(P)}Ks, {A, B, role(A), n}Kps);

3. S ---+ P : {{A fA~ B, {TAB, A fA~ B, role(A)}KB' n}KA}Kp;

4. P ---+ A : {A fA~ B, {TAB, A fA~ B, role(A)}KB, n}KA;

5. A ---+ B : ({TA' A fA~ B}KAB, {TAB, A fA~ B, role(A)}KB' {M, n}KAB);

6. B ---+ A: ({A {{A~ B,n}KAB,Response).

B5 de 1. V6i cdc gid thiet du o c thii a nh¢,n ban aau (4.1), khi B nh¢,n tlu o c tit A thOng baa
sau:

({TA' A fA~ B}KAB, {TAB, A fA~ B, role(A)}KB' {M, n}KAB), (1)

thi: B f:=AfA~ B, B f:=Af:=AfA~ B, B f:=role(A), B f:=Af-vM.

ChUng minh. Khi B nhan dlIQ'C thong bao (1) thl B <J {TAB, A fA~ B, role(A)}KB. VI
B f:=B (B) S nen theo luat y nghia thong bao ta co B f:=SHTAB, A fA~ B, role(A)).
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VI B 'F-#(TAB) nen B 'F-#(TAB' A fA~ B, rale(A)). Thea luat kiern tra ma hieu ta duoc.
B 'F-S 'F-(TAB, A fA~ B, role(A)). Suy ra B 'F-S 'F-A fA~ B va B 'F-S 'F-rale(A). VI B 'F-VK.

(S I::::}AA B) nen B 'F-S I::::}AfA~ B. Ma B 'F-S l::::}role(A), nen tir luat quyen han ta diroc

B 'F-A fA~ B va B 'F-rale(A).· Khi nhan diroc thong baa (1) thl B <J {TA' A fA~ B}KAB. VI

B 'F-A fA~ B nen thea luat y nghia thong baa ta co B 'F-A HTA, A fA~ B). VI B 'F-#(TA)

nen B 'F-#(TA, A fA~ B). Dung luat kiem tra ma hieu ta diroc B 'F-A 'F-(TA, A fA~ B). Suy

ra B'F-A'F-A fA~ B. Khi nhan diroc thong baa (1) thl B <J {M,n}KAB. VI B'F-A fA~ B

nen theo luat y nghia thong baa ta co B 'F-A~M. Vay: B 'F-A fA~ B, B'F-A 'F-A fA~ B,
B 'F-role(A), B 'F-A ~M. Ta thay: VI B 'F-role(A), tire B tin ding A co vai la role (A) , nen B se
thuc hien kiem soat truy nhap dira tren vai cua A. Neu A diroc phep truy nhap B thl B dap
ling yeu cau M.

Djnh ly 1. V6i cdc gid thiet tiuo c thita nh~n ban i'lau (4.1), giao tlnic tronq truang hqp
tring quat neu tren 10, ho p logic va i'lr;rtdu o c cac mv-c tieu iaic nh~n sau:

A 'F-A fA~ B A 'F-B 'F-A fA~ B B 'F-A ~M

B 'F-A fA~ B B 'F-A 'F-A fA~ B B 'F-role(A)

Chung minh. Khi S nhan diroc thong baa 2, theo Bo de 1 thl S 'F-P fpEj S, S 'F-rale(P),

S'F-P'F-P fpEj S va S'F-PHA,B,role(A),n). Nghia la S tin ding minh dang giao tiep voi
P va P co vai role(P). VI S 'F-role(P) va rale(P) cho phep P truy nhap S nen S dap img
yeu cau cua P, cu the la: S dap ling yeu cau cua P bang mot thong baa ma hoa clnra kh6a
phien va ve giaa tiep giira A va B trang thong baa 3. Khi P nhan diroc thong baa 3, vi
P'F-P rp

) S nen ta co P <J {A fA~ B,{TAB,A fA~ B,rale(A)}K8,n}KA' Da do P co
the gui cho A thong baa 4. Khi A nhan duoc thong baa 4, VI A 'F-A rA) S nen theo lu~t y
nghia thong baa ta duoc: A 'F-S HA fA~ B, {TAB, A fA~ B, rale(A)}KB' n). A gui cho P

ma hieu n va nhan lai diroc n do do A 'F-#(A fA~ B, {TAB, A fA~ B, rale(A)}KB' n). A.p
dung luat kiern tra ma hieu, ta diroc A 'F-S 'F-(A fA~ B, {TAB, A fA~ B, role(A)}KB' n). Suy
ra A'F-S'F-(A fA~ B). Vi A'F-'v'K. (SI::::}A A B), nen A'F-(SI::::}A fA~ B). Ap dung lu~t

quyen han, ta duoc A 'F-A fA~ B. Han nira khi A nhan diroc thong baa 4 thl VI A 'F-A rA) s
nen:

A <J (A fA~ B, {TAB, A fA~ B, role(A)}KB' n).

Suy ra A <J {TAB, A fA~ B, rale(A)}KB va A <J n,
V~y A co the xay dung thong baa 5 va chuyen cho B. Khi B nhan diroc thong baa 5, thee
Bo de 1 thi: B'F-A fA~ B, B'F-A'F-A fA~ B, B'F-role(A), B'F-A~M.

VI B 'F-rale(A), tire B tin r~ng A co vai la role(A), nen B se thirc hien kiern soat truy nhap
dira tren vai cua A. Neu A diroc phep truy nhap B thi B dap ling yeu cau M va gui thong
baa 6 cho A (Neu A khong diroc phep truy nhap B thl B gui thong baa tir chOi truy nhap,
(; day ta khong xet chi tiet kiem soat truy nhap dira tren vai). Khi A nhan diroc thong bao
6, VI A 'F-A fA~ B nen thea luat y nghia thong baa ta co A 'F-B ~(A fA~ B, n). A gui cho B
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ma hieu n va nhan lai diroc n nen AI=#(A fA~ B,n).
duoc A I=B I=(A fAl) B, n). Suy ra A I=B I=A fAl) B.

Tom 11:Li: A I=A fAl) B A I=B I=A fAl~ B

B I=A fAl) B B I=AI=A fAl) B

Do do theo luat kiern tra ma hieu ta

BI=Af-vM

B I=role(A)

4.2. Phan tich cac giao t.htrc con trong giao t.Inrc Kerberos-role:

Ciao thsic lay ve dicb. vv-:

1. A ----t P : (A, B, n) (thVc hien tren 88L);
2. P ----t S : ({Tp, P}Kps, {P, S, role(P), Trs, Kps}l\s, {A, B, role(A), n}Kps);
3. S ----t P : {{KAB' {A, B, role(A), TAB, KAB }KB, n rKA}Kp;
4. P ----t A : {KAB' {A, B, role (A) , TAB, KAB}KB, n} KA.
Thong bao 1 khong thuoc VaG d~c tinh logic cua gi. LO thirc. Cac thong bao con 11:Lico dang
hinh thirc sau:

2. P ----t S : ({Tp, P fp
,,> S}Kps, {Tps, P fp

,,> S, rok(P)}Ks, {A, B, role(A), n}Kps);

3. S ----t P : {{A fAl) B, {TAB, A fAl) B, role(A)}KB, n}KA}Kp;

4. P ----t A : {A fAl) B, {TAB, A fAl) B, role(A)}KB' 11}KA.

H~ qua 1. V6i ctic gid thiet duo c thit a nh~n ban ilau (4.1), thi giao tluic lay ve dicli vy,
neu tren a(Lt tiuo c cdc my,c tie« tuic nluin: A I=A fAl) D, A <J {TAB, A fAl) B, role(A)}KB va
A <J n.

Chung minh. Day chinh la cac bircc giao thirc tir 1 den 4 (; trirong hop tong quat. Theo
chirng minh (; Dinh ly 1 thl cac muc tieu xac nhan cua H~ qua 1 la dat diroc.

H~ qua 1 cho thay A nhan duoc khoa phien KAB va ve ma hoa {ticket(A, B)} KB de giao
tiep veri B. Ve nay chira role(A) la vai cua A de B thu.: hien kiem soat truy nhap dira tren
vai doi veri A.

Ciao tluic yeu diu dicb. vv-:

1. A ----t B : ({TA' A}KAB, {A, B, role(A), TAB, KAB}KB, {Request, n}KAB)'
Request la mot yeu cau dich vu do A gl'ri cho B. Thong bao 1 co dang hinh thirc sau:

1. A ----t B : ({TA' A fAl) B}KAB, {TAB, A fAl) B, role(A)}KB' {Request, n}KAB).

H~ qua 2. V6i cdc gid thiet du a c thiui nh~n ban aau (4.1), thi giao tluic yeu cau dicli vy,
neu tren a(Lt du o c ctic my,c iieu siic tituin: .

B I=A fAl) B, B I=A I=A fAl) B, B I=role(A), B I=A r-Requesi .

. ChUng minh. H~ qua nay suy trirc tiep tir Bo de 1.

H~ qua 2 cho thay: B nhan diroc khoa phien KAB va yeu cau Request tjr A; B tin rKng
A co vai role(A) nen thirc hien kiern soat truy nhap dira tren vai role(A) cua A. Neu A duoc
phep truy nhap B thl B se dap trng yeu cau Request cua A (neu A khong diroc phep truy
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nhap B thi A nhan diroc thong bao tir chdi dich vu).

Ciao tiuic ilang ki iljnh danh an toam:

1. A --+ P : (A, password, n) (thuc hien tren 88L);
2. P --+ S : ({Tp, P}Kps, {P, S, role(P), Tps, Kps }Ks, {A, password, role(A), n}Kps);
3. S --+ P : {{n}KA}Kp;
4. P --+ A : {n}KA

ti la ma hieu do A tao ra ban dau, password la mat khau cua client A. Thong bao 1 khong
thuoc vao o~c tinh logic cua giao thirc. Cac thong bao con lai co dang hinh thirc sau:

2. P --+ S: ({Tp, P fp1 S}Kps, {Tps, P fp1 S, role(P)}Ks, {A, password, role(A), n}Kps);

3. S --+ P: {{A (A) S,n}KA}Kp;

4. P --+ A : {A (A) S, n}KA.

{A (A) S,n}KA (2)

B5 de 2. V6i cac gid thiet du o c thit a nluin. ban 1iau (4.1), khi A nluiti tiuo c tit P thOng baa

thi A ~S ~A (A) S va A <l ti (n la tnii hi¢u A g'li:icho P truo c thOng btio (2)).

Chung minh. Khi A nhan diroc thong bao (2), VI A~A (A) S nen: A~SHA (KA) S,n) va
A <l (A (A) S, n), do 00 A <l n. A nhan lai oUQ'C ma hieu ri nen A ~#(A (KA) S, n). Do do
A~S~(A (KA) S,n). The thi A~S~A (A) S va A <l n. Ve y nghia, viec A giai ma thanh
cong thong bac ; _) je co diroc n chirng to viec A co kh6a rieng KA la dung,

Djnh ly 2. Vo i cdc gid ihiet du o c thisa nhrJ,nban 1iau (4.1), thi giao iluic 1iang ki 1ijnh danh

an ioom neu trer: la hap logic va 1i(;d1iUQ'Cctic my,c tieu uic nhrJ,n: A ~S ~A (A) S va A <l n.

Chung minh. Ta xet truong hop P == A, S == B, theo Bo oe 1, khi S nhan diroc thong bao 2
thl S ~P fp1 S, S ~p ~p fp1 S, S ~role(P), S ~P HA, password, role(A), n). VI role(F)
cho phep P co quyen truy nhap S, nen Soap irng yeu cau cua P bang each san sinh ra kh6a
phien KA irng vci (A, password), hru trir be) (A, KA, role(A)) trong CCJ sO-dir lieu xac thuc
cua mmh, dong thai giri thong bao 3 cho P bao nhan oa thirc hien yeu cau cua P. Khi P
nhan dircc thong bao 3, VI P ~P (p) S nen: P <l {A (A) S, n} KA va P co the chuyen thong

bao 4 cho A. Khi A nhan diroc thong bao 4, theo Bo de 2 thi: A ~S ~A (A) S va A <l n.
Viec A giai ma thanh cong thong bao 4 oe co duoc ti clnrng to viec A co kh6a rieng KA la
dung va viec dang kf dinh danh an toan oa thanh congo

Ciao thsic cq,p nhq,t iljnh danh an toiui:

1. A --+ P : (A, {A, A',p}KA, n) (thuc hien tren 88L);
2. P --+ S : ({Tp, P}Kps, {P, S, role(P), Tps, Kps}Ks, {A, {A, A',p}KA, role(A'), n}Kps);
3. S --+ P : {{n}KA' }Kp;
4. P --+ A' : {n}KAI.

n la ma hieu do A tao ra ban dau, p la mat khau cua client A'. Thong bao 1 khong thuoc
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vao o~c tinh logic cua giao thirc. Cac thong bao con lai co dang hinh thirc sau:
2. P ----t S:

({Tp, P fp% S}Kps, {Tps, P fp% S, role(P)}Ks, {A, {A, A',p}KA' role(A'), n}Kps);

3. S ----t P : {{A' fA') S, n}KA, }Kp;

4. P ----t A' : {A' fA') S;n}KA,.

Dinh 1:9' 3. Veri ctic girl thiet tluo c thiia nhiin ban (],au (4.1), thi giao tluic c~P nh~t (],jnh
K

danh an toan neu tren la hap logic va (],(;Lt(],uQ'C ctic my,c iieu tuic nhiiti A' ~S ~A' 8 S va
A' <J n.

ChUng minh. Khi S nhan 011<?,cthong bao 2, theo Bo oe 1 thl S ~P fp% S, do 00 S <J

(A,{A,A',p}KA,role (A'),n) nen S <J {A,A',p}KA. Ma S~A tA) S nen S <J (A,A',p).

Han nira, khi S nhan diroc thong bao 2, theo Bo de 1 thi S~P~P fp
% S, S~role(P),

S~P HA, role (A'), n). VI vai role(P) cho phep P co quyen truy nhap S, nen Soap irng yeu
cau cua P bang each sari sinh ra kh6a phien KA, irng vci (A',p), hru trir b9 (A', KA', role(A'))
trong co s6 d ir lieu cua minh thay cho b9 (A, K A, role( A)), dorig thai gjri thong bao 3 cho

P. Khi P nhan duoc thong bao 3, VI P~P tp
) S nen P <J {A' fA') S,n}KA' va P co the

chuyen thong bao 4 cho A' (dinh danh moi cua client A). Khi A' nhan diroc thong bao 4, ap

dung Bo oe 2 cho cap (A', S) thay cho cho cap (A, S) thi: A' ~S ~A' fA') S va A' <J n. Viec
A' giai mil thanh cong thong bao 4 oe co ducc n clnrng to A' co kh6a rieng KA, la dung va
viec cap nhat dinh danh an toan oil thanh congo

Giao thsic lam ma i ue:

Theo dinh ki, Slam moi cac ve oil het han: lam mci thai gian phat hanh ve tl, thai gian
het hieu lire cua ve ta, thai gian song cua ve tf va gan thai oiem lam moi ve tn. Diroi dang hinh
thirc, ve danh cho giao tiep giira Client A va dich vu B la: ve cii (A, B, role(A), TAB, KAB);
ve mrri (A, B, role(A), TAB' KAB). Bay la chirc nang cua rieng trung tam phan phoi kh6a S,
nen ta khong xet tinh logic cua giao thirc.

" ~5. KET LU~N

Trong pharn vi bai bao nay, chung toi trinh bay viec thiet ke cac giao thirc xac thirc
Kerberos-role tich hop thong tin vai cua dinh danh an toan VaGtrong ve dich vu nhjim thirc
hien xac thirc ket hop voi kiern soat truy nhap dira tren vai. Cac giao thirc xac thuc cua
chung toi dira tren cac giao thirc xac thirc cua Kerberos version 5, vo i viec su dung cac co che
an toan ca ban cua Kerberos: bo xac thirc, ve, khoa rieng va khoa phien. Khac voi Kerberos
(13.mot xac thuc ba btroc), Kerberos-role thuc hien mot xac thuc hai biroc tao cho giao dien
ngiroi dung don gian han nhimg van giir dircc sire manh an toan cua xac thuc Kerberos.

T AI LI~U THAM KHAO

[1] B. Clifford Neuman and Theodore Ts'o, Kerberos: An authentication service for computer
networks, IEEE Communications 32 (9) (1994) 33-38.



318 LE THANH vA NGUYEN THUC HAl

[2] Burrows M., Abadi M., and Needham R., A logic of authentication, ACM Transactions
Computer Systems 8 (1990) 18-36.

[3] George Coulouris, Jean Dollimore, and Tim Kindberg, Distributed Systems - Concepts
arid Design, Queen Mary and Westfield College - University of London, Addison-Wesley
Publishing Company, second edition, 1994.

[4] R. S. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. youman, Role-based access control
models, IEEE Computer- 29 (2) (1996) 38-47.

[5] Sylvia Osborn, Ravi Sandhu, and Qamar Munawer, Configuring role-based access control
to enforce mandatory and discretionary access control policies, A CM Transactions on
Information and System Security 3 (2) (2000) 85-106.

Ntuin bai ngay 15- 9 - 2003
Ntuin lr;Lisau su a ngay 10- 11- 2004


