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THUJ;\T TOAN GIAU TIN HON HqP

NGUYEN NGQC HA.

Buu ai?n Hdi Photiq

Abstract. This paper presents an image data hiding algorithm composing two models of frequency
and image spaces. In comparison of well-known algorithms this algorithm can support high capacity
for each image block, robustness and cryptographic security. By dicrete cosine transfer DCT, we
transfer from image spaces to frequency space, using EO. algorithm to take middle frequency space,
make 0, 1 matrix to hidding data, using Cheng-pan- Tseng algorithm to hidding , using invert dicrete
cosine transfer rDCT to transfer image space, so the image has hidding data. When take data, using
dicrete Cosine transfer DCT to transfer from image space to frequency space, and EO algorithm and
Chang-Pan-Tseng algorithm to take hidding data.
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1. BAI TOAN GIAU TIN VA CAC GIAI PHAP

Tom uit. Bai bao trinh bay mot thuat toan giau tin tren co s6 phoi ho p hai mo hmh dira tren mien
tan so va dira tren khong gian anh. So voi cac thuat to an da biet, thuat to an nay dam bao dong thai
diroc cac tieu chuan giau diroc nhieu thong tin trong moi khoi anh, ben virng voi mot so phep bien
doi va co d9 bao mat cao.Thong qua phep bien doi Cosine roi rac DCT, chung ta da chuyen diroc
tir mien gia tri cua anh (mien anh) sang mien tan so' cua anh (mien tan so), sau do su dung thuat
to an chiin Ie EO ae trich mien tan so giira cua anh, tao ra mot khoi ma tran nhi phan gorn cac phan
tlr 0 va 1, ae giau dir lieu vao mien nay, Slr dung thuat to an Cheng- Pan- Tseng [5] ae giau dir lie\l
trong mien chiin Ie, sau do Slr dung phep bien doi ngiroc chan le lEO de bien doi lai mien tan so, va
Slr dung phep bien aoi ngiroc Cosine roi rac mCT ae chuyen aoi ve mien gia tr] cua anh. Nhir v~y
anh sau khi bien aoi aa diroc giau dir lieu. Viec trich dir lieu chi viec lam ngiroc lai , thong qua phep
bien aoi Cosin roi rac DCT chuyen qua mien tan so, va thuat to an chiin Ie EO ae trich ra mien tan
so giira diroc ma tran nhi phan, Slr dung phep trich dir lieu cua Cheng-Pan-Tseng [5] ae lay dir leu,

Cho anh F va dir lieu D the hien diroi dang day bit. Yeu diu giau dir lieu D trong anh,
F dam bao cac tfnh chat: 1) Anh dich F' chira dir 1i~u D khong sai khac nhieu so veri anh
nguon F, chi it 130bang mat thuorig khong the earn nhan diroc sir sai khac. 2) Anh dich F'
ben virng doi veri mot so phep bien doi anh. 3) Anh dich F' c6 the chira 1119tdung hrorig Ion
dir lieu D. 4) C6 the trfch lai chinh xac hrong tin D tir F'. 5) Cac thu tuc giau va trich tin
hoat dong nhanh. 6) 80i phirong kh6 do tim phat hien dir lieu D.

C6 hai phtrong thirc tiep can chu yeu cho cac thu tuc giau tin trong anh: dira tren khong
gian anh va dira tren mien tEm so [3,5,6]. Cac thuat toan dira tren khong gian anh thao tac
true tiep tren cac diem anh, cac thuat toan dira tren mien tan so eoi moi day gia tri bieu
dien cac diem anh nhir mot day gia ngau nhien the hien tan so hoac bien d9 quan sat dUQ"C
trong 1119ttien trrnh gia dinh, thuat toan bien doi day tan so nay thong qua cac phep bien
doi toan-ly nhir Fourie, eosin roi rac hoac s6ng nho.
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Be hinh thirc h6a trong trmh bay, bai ban tarn phan loai anh nhir sau: cac anh nhi phan
chi c6 hai diem mau den (0) va trling (1), cac anh nhieu mau (tren hai mau, goi chung la
anh maubao gom ca anh da mire xam), moi mau diroc ma s6 bang mot s6 nguyen. Cac anh
diroc chia thanh cac khoi kich thiroc m x n. Cac thuat toan deu thao tac tren cac khoi anh
theo nghia: thuat to an T(d, B) giau hrong tin d VaGkhoi anh B, thuat toan IT(B, d) - trich
hrong tin d tir khoi anh chira tin B. Cac tham bien khac nhir kh6a, cac ma tran phu tro coi
nhir cho triroc. Be giau hrong tin D tren toan anh F ta chia D thanh cac doan d1, d2, ... , dk
va chia anh F thanh cac khoi roi giau moi dean tin d; VaGmot khoi anh B; i = 1,2, ... , k. Be
trfch hrong tin D tren toan anh, thoat tien ta trfch cac doan tin d, tir moi khoi anh chira tin,
sau do ghep cac doan tin nay de thu diroc D = (d1, d2, ... , dk). Cac thuat toan trich tin de
cap trong bai deu khong doi hoi anh nguon.

1.1. Bi(~n d5i tr en kh6ng gian anh

Cac thuat toan giau tin theo tiep can bien doi tren khong gian anh hoat dong theo sa do
chung mo ta diro i day.
Q1LY trinh. gialL lu o ru; tin d vaa moi khoi rinh miiu B

Buoc 1. Tir khoi anh mau B trich ra mot khoi nhi phan G theo phep bien doi: moi diem
mau sinh ra mot bit Oil: EO(B, G).

Burrc 2. Giau hrong tin d vao khoi anh nhi phan G : DH(d, G).
Biroc 3. Tra lai khoi anh nhi phan G ve khoi anh mau B: IEO(G, B).

Quy trinli trich tin tic khoi titih. chsi a tin
Buoc 1. Tir kho; anh chira tin B trfch ra mot khoi nhi phan G : EO(B, G).
Biroc 2. Trich hrcng tin d tir khci nhi phan G: IDH(G, d).

1.2. BH~nd5i t ren mien tan so
Cac thuat toan giau tin theo tiep can bien doi tren mien tan s6 heat dong theo SO' do

chung mo ta diroi day.
Quy trinh. giau lUQ'ng tin d vaa mot khoi tuih. ttuiu B

Biroc 1. Bien doi khoi anh rnau B thanh ma tran s6 M : T(B, M).
Biroc 2. Giau hrong tin d VaGma tran M : W M(d, M).
Biroc 3. Bien doi ngircc M ve B : fT(M, B). .

Quy trinli trich tin tic khoi tinh. clni a tin
Btroc 1. Bien doi khoi anh mau chira tin B thanh ma tran so M : T(B, M).
Biroc 2. Tnch hrong tin d tir M : fW M(M, d).

1.3. Bi(~n d5i DCT

Phep bien doi eosin rei rac (Discrete Cosin Transform - DCT) Ian dau tien diroc Ahmed
va dong nghiep van dung VaGnam 1974 [1,2,3,5].

Phep bien doi thuan DCT, cho ma tran bac N voi cac chi s6 bien doi tir 0 den N - 1 duoc
dinh nghia nhir sau. Ky hieu ma tran dau VaG la x, ma tran dau ra la l , ta c6DCT(X, 1)

N-l N-l

flu, v] = ~(u)~(v) ~ ~ X[k, l] cos( (2k + l)U1f) cos( (2l + l)V1f),
L L 2N 2N
k=O l=O

cac so thirc flu, v] diroc goi la he so DCT.
Bien doi ngiroc I DCT(I, X), diroc dinh nghia nhir sau
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neu 1 ::; t ::;N - 1.

N-l N-l

X[k, l] = ~ ~ ~(u)~( v )I[u, v] cos( (2k ~~~)U7f) cos( (2l ~ ~~)V7f),

trong do 0 ::; k, l, u, v::; N - 1 va

~(t) = {~
J2/N

neu t = 0

Cac thuat toan DCT va IDCT diroc cai d~t voi dQ phirc tap tinh toan O(N21og N), trong
do N 1a bac cua khoi anh, log diroc tinh then CC1 so 2. Cac he so DCT chira thong tin ve mat
dQ phan bo tan so khong gian cua thong tin trong khoi. Khoi h~ so DCT, I c6 the chia thanh
3 mien, mien tan so thap, mien tan so giira va mien tan so cao. Cac thong tin trong mien tan
so cao thirong khong mang tinh tri giac cao. Mien tan so thap cling kh6 diroc su dung VI voi
mot s11thay doi du nho trong mien nay cling anh hirong den chat hrong tri giac cua anh. VI
v$,y, mien tan so & giira thircng hay diroc su dung de giau tin va cling cho ket qua tot nhat.

~ .-2. BAT BIEN

Bat bien 1a mot menh de P(B, d) phat bieu tren khdi anh B va day dir lieu d nhir sau.
Can giau dir lieu d van khoi anh B. (i) Neu P(B, d) thi coi nhtr da giau d van B. (ii) Neu

notP(B, d) thi sua B de thu diroc P(B, d).

Vi du 1. (Thuat toan Wu.Lee [4]) B la khdi anh nhi phan, d la day bit dir 1i~u the hien nhir
mot so nguyen khong am, K la mot kh6a dang khoi nhi phan, W la mot kh6a trong so clnra
it nhat mot 1an xuat hien cua cac so 1,2, ... ,p - 1, p = 2T

, 0 ::; d < p. Cac ma tran B, K va
W cling bac. Ki hieu E9 la phep toan cong loai tnr (XOR) then bit tirong irng cua hai khdi
nhi phan cling bac, 18> la phep toan nhan cac phan tu tircng irng cua hai ma tran cling bac.
Ta c6 the rno ta bat bien cua thuat toan giau day bit d van khoi anh B c6 su dung kh6a K
va ma tran trong so W nhir sau: SU M((B E9K) 18> W)%p = d.

Vi d u 2. B 1a ma tran so diroc bien doi DCT tir khoi anh mau cho truce, d la mot bit dir
li~u can giau trong B, khi do mot trong cac bat bien c6 the mo ta nhtr sau [2,3,5]: ton tai
hai phan tu B[i, j] va B[p, q] trong B de: ((v 2: c) 1\ (d = 1)) V ((v < c) 1\ (d = 0)),

v = IIB[i, j]l- IB[p, q]ll, c la mot so nguyen dircng tuy chon thich hop.
De thay, neu v < c va d = 1 thi c6 the sua mot trong hai h~ so B[i, j] hoac B[p, q] de thu

duoc bat bien (v 2: c) 1\ (d = 1). Tirong tir c6 the xet cho truong hop v 2: c va d = O.

3. DQ NHUNG TIN

GQi P la lap cac thuat toan giau tin thoa cac dieu kien sau day:
• Anh nguon duoc chia thanh cac khdi kich thiroc m x n:
• Moi khoi anh giau diroc r bit dir lieu.
• De giau r bit dir lieu nhir tren, thuat toan sua toi da k phan tu trong khoi.
£)~t t = r / k va goi dai hrong nay la ty 1~ nhung/sua. Khi do dQ nhung tin a diroc tinh

then cong thirc a = r/(kmn) = (r/k)/mn.
Trong he thirc tren, dai hrong r / k cho biet t)T 1~ giira hrong tin giau diroc trong mot

khoi va so diem anh bi thay doi trong khoi. Hai thuat toan xu 1y cling mot khoi anh, tire la
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cling mot dien tich m x n tinh bang pixel anh, thuat toan nao co ty l~ nhung/sua krn hon
se tot hem. Nhir vay, dQ nhung tin la mot trong nhirng chi so danh gia hieu quit cua cac
thuat toan giau tin. DQ nhung tin cang Ion thi thuat toan cang to ra co hieu quit. Vi du,
xet thuat toan Wu.Lee vo i kich thircc khoi la 4 x 4 (m = n = 4), moi k. ~i co the giau duoc
toi da 1 bit dir lieu (r = 1) voi dieu kien sua toi da 1 phan tu (k = 1) ([5]). Ta tinh dircc
al = 1/(1 x 4 x 4) = 1/16. Giit su thuat toan DR se nrmh bay diroi day cling chon kich
thiroc khoi la 4 x 4, moi khoi se giau toi da 3 bit dir lieu veri dieu kien sua toi da 2 phan tu
trong khoi. Ta tinh diroc a2 = 3/(2 x 4 x 4) = 3/32. R~ thirc a2 > Ql cho ta biet, tren cling
mot khdi co dien tich la 4 x 4 = 16 pixel anh, thuattoan thir nhat co ty l~ nhung/sira la 1/1
- giau 1 bit dir lieu tren CO' sa sua mot diem anh.tcong ..khq~" trong khi thuat toan thir hai c6
ty l~ nhung/sira la 3/2 - giau 3 bit dir lieu tren.co sa. ~JIa,hai diem anh trong khoi.

Di nhien, nhir da trinh bay, de danh gia day du hieu quit cua mot thuat toan giau tin,
ngoai d9 nhung tin, ta con phai xet cac yeu to khac nhir d9 bao mat, d9 an toan hay tinh ben
virng triroc cac phep tan cong (cac phep bien doi anh dich), toc dQ nhung va trich tin ...

4. THUAT ToAN DH - GIAU TIN VAO KHOI ANH DEN TRANG. ,

Cac thuat toan giau tin trong anh nhi phan tao thanh mot lap CO' sa de xay dung cac
thuat toan giau tin trong anh mau. Chinh VI vay ma viec tap trung no lire nharn hoan thien
lap CO' sa nay la co '1 nghia.

Phien ban dau tien cua thuat to an do nh6m nghien ciru Yu-Yuan Chen, Hsiang-Kuang
Pan va Yu-Chee Tseng cua D0-i h9C Qudc gia Chung-Li, Taiwan cong bo vao nam 1998 [4].
Nhirng '1 tuong chinh cua thuat toan la:

- Su dung mot ma tran trong so W nham gia tang ti l~ tin giau,
- Sua moi khdi khong qua 2 bit nhimg c6 the giau r 2: 2 bit thong tin voi r = llog(mn)J,

trong do lx J la ki hieu phan nguyen cua x.
Ta ki hieu D H (d, B) la thuat toan giau day r bit d vao khdi anh den trang B va I D H (B, d)

la thuat toan trich day bit d tir khoi anh chira tin B [4].

5. THUAT ToAN HON Hap. .
T11U~t toan DR cho phep giau nhieu bit dir lieu trong moi khoi, tuy nhien do ben virng

khongcao, trai 10-i,neu su dung phep bien doi DCT va giau tin vao vung tan so giira thi c6
the dat diroc dQ ben virng cao, tuy nhien chi giau diroc it thong tin, thong thirong la mot bit
trong moi khoi. VI cac 1'1 do do, moi lop thuat toan diroc khai thac trong mot Iinh VlJCkhac
nhau. Thuat to an DR thich hop vo i cac trtrong hop can giau nhieu dir lieu va thai gian ton
tai tren duong truyen la rat ngan, khongco muc dich phat tan rong rai, thi du, mot de thi da
ma hoa, mot ban hop dong dii diroc k'1 bang chir ky so. Thuat toan su dung phep bien doi
DCT thich hop vo i cac tnrong hop bao v~ ban quyen cho cac doi tuorig (anh) de cong khai
va lau dai tren rnang may tinh, hoac cac tnrong hop din bao v~ dac biet bang each nhung
mot thuy van vao cac doi tirong do, thi du, mot van bang can gui va trao doi tren mang,
mot birc anh dir trien lam dien tu tren mang hoac mot khoa din gt'ri den cac hoi dung thi de
mo de thi [3,5] ...

M9t nhan xet tir nhien la neu ket hop hai ky thuat n6i tren mot each khoa h9C thi co the
nhan duoc mot thuat toan dap irng dong thai hai yeu diu xem nhir trai ngiro'c nhau: vira
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giau diroc nhieu dir lieu vira co aQ hen virng cao. Bay la mot trong nhirng ket qua chu yeu
cua bai bao, Thuat toan diroc trien khai co ten la DHT.

5.1. 'I'huat toan DHT: giau tin vao khoi anh mau

Algorithm DHT;
Function: Giau so nhi phan r bit d vao khoi anh B
Input

- Khoi anh nguon B bac m
- So nhi phan d gom r bit d = (d1, d2, ... , dr)

- Khoa nhi phan K bac n (cho tnroc)
- Ma tran trong so W bac n (cho truce)

Output
- Khdi anh B chira d

Format DHT(d, B)
Method

1. Thirc hien phep bien doi DCT tren khdi anh B de thu duoc ma tran C bac m:
DCT(B, C);

2. Tao anh nhi phan E bac ti tir mien tan so giira cua C bang thu tuc chg,n Ie EO
EO(C, E);

3. Giau so d vao E theo thuat toan DH : DH(d, E);

4. Tra lai cac bit tir E ve C bang thu tuc ngiroc veri thu tuc chan leIEO(E, C);

5. G9i thu tuc I DCT de bien doi ngiroc C ve B va tra ket qua: I DCT( C, B);

EndDHT.
Thuat toan co do phirc tap 0(m21og(m)) VI cac biroc 1 va 5 co do phirc tap cao nhat

thuc hien cac phep bien doi DCT va IDCT tren cac ma tran bac m doi hoi thai gian tinh
toan 0(m21og(m)).

5.2. Thuat toan chon mi'e'n tan so giira EO

Trong biroc 2 cua thuat toan DHT ta dira vao vung giira cua ma tran C bac m de tao
ra mot anh nhi phan E bac n bang ky thuat chan le. Thuat toan nay co ten la EO va hoat
dong nhir sau.

VI bac cua ma tran C la m, trong khi bac cua ma tran E la ri < m, nen de trfch mien tan
so giira cua C ta co tl~ng mot mat na (nhi phan) M, trong 00 neu gia tri M[u, v] = 1 thi
ta lay phan tu C[u, v] tuong irng, ngiroc lai, khi M[u, v] = 0 thi ta be phan tu do. Nhir vay
m~t na M quy dinh vung cac tan so giira cua ma tran C. Duong nhien ta phai xay dung ma
tran M sao cho SUM(M) 2: n2, tire la so hrorig bit 1 trong M phai khong nho ho'n so hrong
phan tu trong ma tran E.

Thu tuc xac dinh tinh chan Ie don gian nhir sau. GQi C[u, v]la phan tu diroc chon de
phat sinh tri cho phan tu E[i, j] cua ma tran E. Nhir tren da noi, C[u, v] diroc chon khi va
chi khi M[u, v] = 1. Neu phan nguyen cua tri tuyet doi cua C[u, v]la mot so chg,n thi E[i,j]
nhan tri 0, ngiroc lai, khi IC[u, v]lla mot so le thl gan E[i, j] := 1. Cu the la

E[i,j]:= INT(abs(C[u, v])).
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H~ thirc tren tiro ng dirong vo i viec HJ:ybit hang do n vi trong dang bieu dien nhi phan
cua phan tu- C[u, v]. M9t yeu cau nira la phai chon cac gia tri m, n va r sao cho n < m, va
n2 2: 2T - 1.

H~ thirc thir hai diroc suy tir yeu cau ma tran trong so W bac n phai chira du cac gia
tri 1,2, ... , 2T - 1. Theo cac b~t qua thirc nghiern (trien khai tai Vien Cong nghe Thong tin
va Trung tam Tin h9C Buu dien Hai Phong) thi mien tan so giira trong C chiern khoang
1/3 so hrong phan tu- cua C, tire la khoang (1/3)m2. Nhir v~y, veri m cho triroc, nen chon
n::; rri] /3. Vi du, vo i m = 8 thi co the chon n = 4, tir do suy ra gia tri can chon cua r phai
thoa he thirc n2 2: 2T - 1, chang han chon, r = 3. Tom 10i, neu biet bac m cua cac khoi anh
nguon thi cac gia tri Ion nhat co the co cua n va r la nhir sau:

n = lm / V3 J, r = l2 log2 nJ = l2 log2 (m / V3) J .
Sau khi xac dinh diroc n va r ta co the tinh diroc d9 nhung tin cua thuat toan DHT la

ex = r/(km2) = 21og2(m/V3)/(2m2) = log2(m/V3)/m2.

Trong cong trnrc tren, k = 2 la so pixel anh bi su-a trong moi khoi de co the giau diroc r
bit dir lieu.

Trong thuat toan EO mo ta diroi day, ma tran mat na M diroc cho trurrc nhir mot tham
so tong the. Cac chl so duyet cac phan tu- cua ma tran C va mat na M la u (chl so dong) va
v (chi so C9t), 1 ::; u, v::; m. Bieu kien de xet phan tu- C[u, v]la M[u, v] = 1. Cac chi so cho
cac phan tu- cua ma tran E la i (chi so dong) va j (chl so C9t), 1 ::; u, v ::;n, Cac bie u thirc
i := (i%n) + 1 va j := U%n) + 1 dieu khieri tuan hoan cho cac chl so i va j bien thien trong
khoang 1, ... , n. Khi dien atl n2 gia tri cho E thl dung thuat toano
Algorithm EO;
Function: T00 ma tran nhi phan E bac n tir ma tran C bac m bang ky thuat ch~n l~ thong
qua ma tran mat na M.
Input

- Ma tran C bac m
- Mat na mien tan so giira M bac m (cho truce)

Output
- Ma tran nhi phan E bac n

Format EO(C, E)
Method

1. Kho, tri i := 1; j := 1;
2. for u := 1 to m do

for v := 1 to m do
if (M[u, v] = 1) then
E[i,j]:= INT(abs(C[u,v])) % 2;
j := (j%n) + 1;
if (j = 1) then

i := (i%n) + 1; / /chuyen dong
if (i = 1) then stop end if;

endif;
end if;

endfor v;
endfor u;
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EndEO.

Thuat toan bien doi ngircc so voi thuat toan EO la I EO. Thuat to an nay tra 19-icac bit
tir ma tran E ve ma tran C va heat dong tirong tv nhir EO vo i nhirng thao tac olio chieu.
Vo i s6 thirc r trong ma tran C, neu muon dira bit b van r ta lam nhtr sau:

- Tach r thanh hai phan: phan nguyen i va phan thap phan p.
- f)~t bit b van hang den vi cua i thu diroc if.
- Chep if vo'i p de thu duoc r',

5.3. T'huat t.o an trieh tin IDHT

Thuat toan I D HT diro i day thirc hien qui trinh trich doan dir lieu d gom r bit tir khoi B
then khoa nhi phan K bac n, ma tran trong s6 W bac n, Quy trmh nay, ve CO' ban la ngiroc
vo i quy trinh mo tli trong thuat toan DHT. Trong thuat toan c6 str dung m~t na M de lay
cac phan tu trong mien tan s6 giira cua ma tran C nhan diroc tir phep bien doi DCT tren
khoi anh B. M~t na nay coi nlur diroc cho triroc diroi dang tham s6 tong the.

Algorithm IDHT
Function: Trich day r bit dir lieu d tir khoi anh B
Input

- Kh6i anh B bac m
- Khoa nhi phan K bac ti (cho truce)
- Mat na mien tan s6 giira M bac m (cho truce)
- Ma tran trong s6 W bac ti (cho truce)

Output
- Day dir lieu d = (d1, d2, ... , dr)

Format I DHT(B, d)
Method
1. Thirc hien phep bien doi DCT tren khoi anh B bac m de thu diroc ma tran h~ so C

cling bac m: DCT(B, C);

2. T9-o anh nhi phan E bac n tir ma tran C bac m bang thu tuc chan l~ EO : EO(C, E);

3. Trich tin tir E bang thuat toan I D H va cho ra ket qua I D H (E, d);

EndIDHT.
5.4. Cac di;ie t.rtrng cua ho cac t.huat toan DHT va IDHT

Dinh ly 5.1. V6i cac gia try m, ti, r, K, W, M phu ho p, cdc tliuiit ioan DHT va I DHT la
flung flan theo nqhia sau:

1) Ne« nhung dotui dii lieu d go'm r bit uao khoi dnh B bang tluuit iotiti DHT thi co the
trich lai aung doom dii lieu d thOng qua thiuii iotui I DHT.

2) D¢ phsi c tap cua thu~t todn DHT va I DHT 10,O(m2log(m)).
3) D¢ an toan c'ua iiuuit toos: DHT la 2SCfp!qS-P, v6i s = mn, p = 2r - 1, q to, m¢t so

tv: nhien. tuy y.
Chung minh

Thuat toan DHT nhung dean tin d dai r bit van khoi tan so B thong qua loi goi cac
thuat toan DCT, DH va I DCT. Thuat toan I DHT trich 19-idoan tin d thong qua lei goi cac
thuat toan DCT va I DH. Cac thuat toan DCT va I DCT da diroc chimg minh la dung diin
[3,5]. T'inh dung cua thuat toan DH va I DH da duoc clnrng minh trong [4], do 06 thuat
toan DHT va I DHT la dung oan.
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Trong cac biro'c thuc hien cua cac thuat toan DHTva I DHT, phep bien doi DCTva
IDCT tren cac ma tran bac m doi hoi dQ phirc tap 0 (m 2 log(m) ), m > n, do do dQ phirc
tap cua cac thuat toan DHTva IDHT la 0(m21og(m)).

Trang trirorig hop xau nhat, ta gia thiet dQ an toan cua thuat toan DHT co cung mire
voi dQ an toan cua thuat toan DH. Trang thuc te, viec bo tri cac bit trong ma tran mat na
M dung de khoi tri cho ma tran nhi phan E bac n thong qua ma tran phan bo tan so C bac
m (cac thuat toan EO va IEO) se nang dQ an toan cua thuat toan them mot h~ so the hien
to hop phan bO n2 gia tri 1 trong ma tran nhi phan bac m, C~22.

Tuy nhien viec bo nhan tu nay la hop ly VI doi phirong co the dir doan ding thuat toan
se chi quan tam den cac phan tu narn trang mien giira cua ma tran bien doi tan so qua cac
phep bien doi DCT.

6. THD- NGHIEM VA D.ANH GIA

Thuat toan duoc thir nghiern trang moi tnrong Matlab tren may PC vo i cac anh Lena va
cac file dir lieu dang text dung hrong 20-50K. Anh dich thu diroc co sai khac voi anh nguon
1-2 bit trang mot so khoi 8 x 8. So luorig khoi sai khac chiern khoang 15% tong so khoi trang
anh. Neu giau tin tai nhieu vi tri thl anh to ra kha ben virng doi voi cac tan cong ngau nhien.
Vo i 5 vi tri giau tro len thi Iuon luon khoi phuc lai duoc toan van.

Qua thir nghiern, xin dira ra mot so de xuat sau:
Thuat toan hon hop co the su dung de gui cac doan tin ngiin vo i thai gian ton tai tren

dircng truyen khong lau. Hieu qua cua thuat toan dUQ"Cthe hien tot trang triro ng hop phoi
hop vo i cac thu tuc bao mat va xu ly khac nhir ma hoa cong khai, nen dir lieu.

TAI LIEU THAM KHAo

[1] VU Ba Dinh, Nguyen Hong Hai, Nguyen Xuan Huy, Xay dung phuang phap giau tin ben vimg
trong co so. dir lieu khong gian, Ky yeu Hf;Ji thdo Quoc gia: Mf;Jt so van ae chon 19C cua
Gong ngh~ Thong tin, Thai Nguyen, 29-31/08/2003, NXB Khoa h9C Ky thuat, Hit N9i (83-88).

[2] Nguyen Xuan Huy, Tr'iin Quoc Dung, M9t thuat toan thuy van anh tren mien DTC, Tap chi
Buu chinh Vien thOng: Ccc cong trinh nghien cuu - trien khai vien thOng va GNTT 10
(3) (2003) 89-94.

[3] Chun-Shien Lu, Multimedia Security: Steganography and Digital Watermarking Techniques for
Protection of Intellectual Property, Idea Group Publishing, ISBN, 2004.

[4] M. Y. Wu and J. H. Lee, A novel data embedding method for two-color facsimile images, Pro-
ceedings of International Symposium on Multimedia Information Processing, Chung-Li,
Taiwan, RO.C., 1989.

[5] Yu-Yuan Chen, Hsiang-Kuang Pan, and Yu-Chee Tseng, "A secure data hiding scheme for two-
color images" , Department of Computer Science and Information Engnineering, National Central
University, Chung-Li, 32054 Taiwan. (1998)

[6] www.watermarkingworld.org
Nhiin bai ngay 15 - 7 - 2007

Nluin l(Lisau sua ngay 17 - 8 -2007 .


