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MOT PHUONG PHAP KIEM TRA TiINH NGAU NHIEN
CUA DAY NHI PHAN

NGUYEN THI HAI YEN

Abstract. The new test is a combination of Ziv—Lempet algorithm and the statistic method, which is applied
to test randomness of finite binary sequences. The efficiency of the new test will be identify when the test is
compared which other tests. In this paper, the new test is compared on the five basic criteria.

Tém tit. Test mdéi 1a su két hop thuat todn Ziv-Lempet véi phuong phap théng ké. Né duoc tmg dung
dé kiém tra tinh ngAu nhién ctiia mét day nhi phan. Ching ta s& duoc két qui cia test méi khi so sdnh né
véi cAc phuong phap khéc, trong bai nay, test méi duoc so sdnh véi 5 tiéu chuan co ban.

1. GIOT THIEU

Nhu chiing ta da biét, ¢6 rat nhiéu ting dung can dén day ngau nhién 0-1, ching han nhu tng
dung dé ma héa, hosc cic phirong phap ngau nhién. Trén thuc t€, da c6 rat nhiéu bai viét vé nghién
ctru linh vue nay. Trong bai ndy, trén co s& khdo sit do phirc tap Ziv—Lempet trén mot khéi co nhéd
va két hop vé6i phirong phap thong ké, chiing t6i dwa ra mot test méi dé kiém tra tinh ngau nhién
clua day 0-1.

2. GIOI THIEU THUAT TOAN ZIV-LEMPET

Trong cic bai [1] va [4] cdc téc gid da dua ra mot loai do phite tap Ziv—Lempet. Sau day ching
t61 tém tat mot s6 ¥ chinh trong cdc bai bdo dé nhdm gidi thich cho phan sau.

2.1. Mot s6 khai niém

Bai bdo [1] da dé xuat va khai thic mét huéng méi ve do phirc tap clia mot day cu thé véi viec
x4y dung dan cdc mau méi trong day da cho. Theo cic tac gid, khong tén tai mot thude do tuyét
doéi ve do phite tap, nén ho dé xuat viéc danh gia do phirc tap cia mot day hiru han theo cich nhin
cla mot may tu doc nhi phan don gidn, khi né quét moét day n s6 da cho S = s1s5. .. s, tir tréi sang
phai, thém tir méi vao bd nhé cla né mai khi né phat hién mét xau con cia cic 6 lién tuc chira
thay. Kich thuéce cla tir dién tao ra, va ti 1é ma cdc tir méi phét hién ra doc theo day S, 13 nhirng
hop phin co s& trong danh gid do phitc tap cia day S.

Cho A* 1a tap hop gom tét cd cdc day do dai hitu han trén mét bo chit cdi hiru han A. Cho
1(S) 14 do dai cia S € A* va

A" ={S e A*|I(S) =n}, n>0.

Day trong @ c6 nghia 13 “day” c¢6 do dai khong, duoc coi 1a moét phan tir cia A*. Mot day
S ¢ A* duoc chi ro day di bang cich viet S = s155. .. 5,; khi S diroc tao lap tir mét phan tir a € A,
chiing ta viét S = ™. Dé chi mot xau con clia S bat dau tir vi tri ¢ va két thiic tai vi tri 7, chiing
ta viét S(z,7), c6 nghia la khi i < j, S(4,7) = s;si41...s; va S(4,4) = 0 d61 v6i ¢ > 7.

Viéc ghép Q € A™ vAa R € A" taora day méi S = QR = qiqa. .. qgmrira. .. 7 € AT véi
Q = S(1,m) vi R = S(m + 1,m +n). Ching ta st dung ki hiéu S2 = SS dé chi viéc ghép S véi
chinh né. Néi chung S® =@ va 8 = S7'S, ¢ > 1.

Q dugc goi 13 phan dau (tien t6 - prefix) cda S € A*, va S 1a phdn md réng ciia @ néu ton tai
86 nguyén i sao cho () = S(1,4); phan ddu @ va phan mé& rong S duwoc goi 13 thdt su néu 1(Q) < I1(.S).
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Khi d6 dai ctia S khong dwoc chi 16, mot cach thuan tién dé xéc dinh cdc phan dau clda S 14 ding
toan tir m, theo d6 Sm* = S(1, L(S) —4), véi i = 0,1,..., cu thé: Sr° = § va Sr* = @ doi véi
i > 1(S).

Mot tir dién cia day S, duoc bidu dién bang v(S), 1 tap con cia A* duoc tao ra tir tat ci cic
xau con, hay tir S(i,7) cia S, vi du:

2(0010) = {8, 0, 1,00, 01, 10,001,010, 0010}.

Mot tir @ € v(S) duoc goi 13 tir tan cling phai cia S néu @ khong phu thude vao tir dién cia
bat k¥ phan dau that su ndo cia S. Tap tét cd cdc tir tdn cling phai cia S, duwoc biéu dién bang
e(S), dwoc goi 1a tr @ién cdc tir tan cung phdi cia S, vi du:

e(0010) = {10,010,0010}.

Chiing ta néi rang phan mé réng R = SQ cia S 1a duoc tdi tao tit S va viét S — R, néu
Q € v(Rrm). Nghia 13, @ 1& mot tir cla phdn ddu thdt su cia R. Vi tri p cda S sao cho Q =
R(p, l(Q) + p— 1) dugc goi con tré dé téi tao S — R. Ro rang S duoc tdi tao tir S vi S = SO va
0 € v(Sm).

Chiing ta néi rang mot day khong trong S duwoc tao ratir phan dau S(1, 7) cia né néu S(1,5) —
S va j < U(S), nghia la S(j + 1,1(S) — 1) € v(S7?). Tinh tao duoc cia S tir S(1,5) duoc thé hién
bang ki hiéu S(1,7) = S, va S(1,7) duge coi 1a co sd cia S. Nhan xét rang moi day khong trong
déu c6 co s6 (vi du: S).

Su kién moi day khong tréng S ¢ thé duwoc tao tir mot sé phan dau ding cla S goi ¥ nén
lénh @ = S nhue mot co ché tao S tir Q. That ra mdi day khéng tréng S ¢6 thé dugc hiéu nhu
14 két qud tao cudi cling clla qué trinh xdy dung tur phan dinh tir dién lip lai véi bude dau tién 1a
S(1,0) = S(1,1), (trong dé S(1,0) =9, S(1,1) = s1) va khi tao ra S(1, h;) tir buée i, tiép tuc thue
hién S(1, h;) = S(1, hy11) va tiép tuc thue hién nhu vay nhiéu nhat 13 I(S) buée, toan bo S duwoc
tao ra. Ching ta goi co ché tirng buéce tao ra S nhu vay 13 qud trink tao cia S, va két qud S(1, hy)
cua buéc thit ¢ 13 trang thai thi ¢ cia qué trinh.

2.2. Khai niém d6 phtc tap Ziv—Lempet

Xem xét qua trinh tao gom m buée cia day S va cho S(1,h;), i = 1,2,...,m la m trang thai

cla qué trinh. Nhé rang by = 1 va hy, = I(S). Phan tich S thanh:

H(S) = S(1, h1)S(hn + 1, ho) ... Sy + 1, )
duoc goi 1A lich st (tao) cia S va m tir Hi(S) = S(h;—1 +1,hy), 1 =1,2,...,m, v6i hy = 0, dugc
goi 1a cdc thanh phdin cia H(S).

Thanh phan H;(S) va buéce tao tuong tmg S(1, h; 1) = S(1, hy) duoc goi 13 toan dién néu khéng
c6 S(1,h;_1) — S(1, h;). Mot lich st (hodc qua trinh tao) dwoc goi 1 toan dién néu moi thanh phan
clia né, ngoai trir thanh phin cuéi cung 1a toan dién. Lich sit toan dién cia diy S duoc thé hién
bang E(S). Vi du, lich st toan dién cia day S = 0001101001000101 14 mét phan tich cia S thanh:

0.001.10.100.1000.101
véi cdc thanh phan ké tiép nhau dwoc ngin cich bang dau chAm va phan cudi cla day khéng cé
déu cham thé hién 15 thanh phin cudi cung khéng toan dién.

Do phitc tap Ziv—Lempet ¢(S) cho day S duwoc dé xuat nhu sau: Cho cy(S) thé hién s6 cic
thanh phan trong lich st H(S) cia 5. Khi dé:

c(S) = min{cy (9)}
véi su t6i thidu héa duoc thure trén tat cd lich sir cia S. Néi céch khac ¢(S) 1a s6 nhd nhat cé thé
clia cdc bude dé tao ra S theo qué trinh tao & trén.

Pinh 1y 1. ¢(S) = cg(S), vdi cg(S) la s6 cdc thanh phin trong E(S), la lich st toan dién cia S.
Chtrng minh Binh 1§ 1 ¢6 thé xem trong [1].
b6 phiic tap Ziv-Lempet cia cdc day thuong duoc tinh dua trén dinh 1§ nay.
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2.3. Thuét todn dé€ tinh dd phirc tap Ziv—Lempet
Tir khéi niém do phitc tap Ziv—Lempet trong [1], ching ta c6 thé xay dung duwoc thuat todn
dé tinh do phtc tap Ziv—Lempet [4]. Cho day S = s155...5, ¢6 do dai n, do phitc tap Ziv—Lempet
(DPT) dwoc tinh theo cdc budce sau:
Bué6e 1: bat i =1, K[1] = 1.
Buéc 2: bat m = KJi].
Buéc 3: Néu m > n thi DPT = 4, thuat toan dirng.
Buéc 4: Néu m < n thi
4.1. Xdcdinh tap J ={1 <j<m:85; = Spp1}, dat [ = 1.
4.2. a: Kiém tra J (J = 0?) c6 phai tap trong khong?
Néu J =0 thi K[t + 1] = K[i] + 1, i =i+ 1, quay vé budc 2.
b: Néu J#@VéerqulSnthi:
bl: xba moi j € J théa Sj11 # Sprit1.
b2: Néu J =@ thi dat K[i + 1] = K[i] +1+ 1, i =14+ 1, vd quay vé thuc hién buéde 2.
b3: Néu J £ @ thi [ =1+ 1, quay vé phan b.
¢ NeuJ £ 0 vam+1+1>nthi DPT =i+ 1, thuit todn dirng.

2.4. Phén b8 cda dd phic tap Ziv—Lempet trén cdc day nhi phan

Cho dén nay chura cé tai lieu ndo cong bo két qua nghién ctru vé phan bo 1§ thuyét do phic tap
Ziv—Lempet trén cdc khéi do dai n cida day nhi phan. Trong bai [3], cdc tdc gid da khdo sdt thdng
ké thuc nghiém vé phan bo d6. Trong bai nay, ching t6i dua ra phan bé chinh xdc cia do phic tap
Ziv-Lempet cia cic khai nhi phan do dai n, vé6i n = 8, 16, 24, 32 bit, trén co s& lap trinh tinh toidn
trén méy tinh PC.

on =28
7 2 3 4 5
m; 4 60 152 40
Pi 0,015 0,234 0,594 0,156
en =216
7 2 3 4 5 6 7 8
m; 4 252 4284 23280 | 31836 5872 8
Pi 0,000061 | 0,00385 0,07 0,36 0,49 0,09 0,000122
en = 2%
7 2 3 4 5 6
m; 4 572 25588 470876 3383184
Pi 0,00000024 0,000034 0,0015 0,028 0,202
7 7 8 9 10 11
m; 7999420 4600716 2906744 112 0
Pi 0,477 0,274 0,0177 0,000007 0
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on = 232
7 2 3 4 5 6 7
m; 4 1020 37828 3497184 | 65965896 | 544606963
i 9,31.1071% | 0,024.107° | 0,00002 0,00081 0,0154 0,127
7 3 9 10 11 12 13
m; 1706622208 | 1648133316 | 321571628 | 4481200 44 0
i 0,397 0,384 0,075 0,001 0,1.10~7 0

Phuong phép nay c¢é nhitng hiéu qua nhat dinh song khong tranh khdi han ché vé th&i gian:
Véi day ¢é s6 luong bit cang 1én thi thai gian thong ké (thue hién trén may PC) cang lau. Cu
thé 1a:

S6 lwong bit 28 216 224 232 240
Thoi gian ~0:00:00,6 | ~~0:00:00,28 | ~0:03:34,22 ~25h ~ 10 thang

Véi trudmg hop s6 lwong bit 14 240 thi lwong thoi gian dé thong ké dwoc 1a rat 16n. Vi vay, két
qua, théng ké chua duoc trinh bay & day.

3. TEST MOT
3.1. Nim tiéu chuin ph8 bién
Cho s = 5051 ... 5,1 1a day nhi phan dé dai n. C6 5 tiéu chuan pho bién [2] dugc dung dé xdc
dinh xem day s ¢6 vi pham mot s6 dic trung dac biét clia day ngau nhién that su hay khong. Tuy

nhién, viéc virot qua 5 tiéu chuan nay khong khang dinh mét cich tat dinh rang s = sgs1...5, 1 la
that sir ngdu nhién ma né chi ¢é ¥ nghia mét khang dinh mang tinh xic suat.

3.1.1. Kiém tra tan s6 léch

Cho ng, n1 13 56 céc s6 0, 1 trong ting trong day s. Str dung cong thirc thong ké sau:

(no — m)?

n

X, =

xap xi tuan theo phan phéi x2? véi mét bac tur do néu n > 10.

Tiéu chuédn nay dung dé kiém tra xem cdc s6 0 va 1 ¢6 xuat hién déu nhau hay khong.
3.1.2. Kiém tra cdc bo doi méc xich

Cho ngg, 101, 10, n11 12 56 1an xuédt hién cla cac cap 00, 01, 10, 11 tuong tng trong day s.
Chi ¥ rang ngo + 101 + n1o + n11 = n — 1 vi ta tinh bd déi méc xich. Str dung céng thire théng ké
sau:

4 2 2 2 2 2, 5 2
Xo = m(”oo +ngy +nio + i) — E(”o +ni) +1
x&p x1 tudn theo phan phéi x2 v6i 2 béac tu do néu n > 21.

Tiéu chuén nay ding dé kiém tra xem cdc bo doi néi trén cb xdc sudt xudt hién nhu nhau hay
khong.
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3.1.3. Kiém tra Poker

Cho m 13 s6 nguyén dwong thda man |n/m| > 5.2™ va cho k = |n/m]. Chia day s thanh k
phan r&i nhau, mo6i phan ¢é do dai m, va cho n; 1a s6 [An xuat hién ciia mau thit ¢ cla doan dai m,
1<i<2m,

Tiéu chuan nay ding dé kiém tra xem cédc doan c6 do dai m (thuomg la nhéd) néi trén cé xdc
suat xuat hiéen nhw nhau hay khong. St dung cong thirc thong ké sau:

om (25
X3 = ? an — k'7
i=1

né xap xi tudn theo phan phdi x? véi 27 — 1 bac tu do.
3.1.4. Kiém tra céc loat

Mot khéi dwoc hiéu 13 mot day lién tiép cdc s6 1, va mot gap 1a mot day lién tiép céc s6
0. Trong mot diay ngau nhién c¢6 do dai n, s trung binh cdc gap (hodc cdc khdi) c6 do dai ¢ 1a
e; = (n—i+3)/2"2. Cho k 1a s6 nguyén 16n nhat trong cc s6 i thda man e; > 5.

Cho B;, G; twong ting 1a céc s6 khdi, gap do dai ¢ trong s véi méi 4, 1 <4 < k. Str dung cong
thitc thong ké sau:

i=1
né xap xi tuan theo phan phéi x? véi 2k — 2 bac tir do. C6 thé hiéu & day da x&p xi hai [an, nhing
s6 hang twong tmg véi e; < 5 ¢6 gia tri rat bé nén da dwoc bo qua.

3.1.5. Kiém tra tu tuong quan

Tiéu chudn nay kiém tra tiwrong quan giira diy s va cdc dich chuyén ctiia né. Cho d 1a mét s
nguyén ¢6 dinh, 1 < d < |n/2]. Ki hiéu

n—d—1
i—0

K

Str dung cong thirc thong ké sau:

X5 — 2<A(d) - ”;d>/m

né xap xi tuan theo phan phéi chuan N(0, 1) néu n — d > 10. Vi cic gis tri bé cling nhur gid tri 16m
cla A(d) 1a khong mong mudn, nén test 2-phia duogce str dung.

3.2. Test méi dua theo dé phirc tap Ziv—Lempet

Gid stt ta ¢6 day véi do dai n. Ta chia day nay thanh nhirng khéi ¢6 do dai l ( = 8, 16, 32, 64,
128, 256 bit), ching han sau khi chia ta ¢6 k khoi: s1, 59, ..., s, (trong dé s; N's; =0, © # 7).

Goi m; 13 s6 cac khai do dai | c6 do phtte tap Ziv—Lempet 13 3.

ng, n1 1 cde chi s6 ma 0 < p; < 1, Vg <4 <ny vap; = 0 véi ¢ < ng hoiic ¢ > ny.

X4c suat xuat hién: pli] = mli]
1 12 "1 . N2
2 mli] (m|i] — kpli])
— k= ] = i)
X ; kpld] ; kpli]

Chang han bac tu do ctia x? duge ki hieu 13 ¢ (t = ny — ng), @ = 0,05.
Néu x2 > x? | (a) : bac bé.

Nguoc lai, néu x? < x2_,(a) : chap nhan.

Theo yéu cau cia phan phéi x? can cé dieu kien k x p[i] > 5, Vi.
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3.3. K&t qua thyc nghiém

Vidu 1. Gid sir ta ¢6 day do dai n = 240 nhu sau:
11101111 00101010 10000011 00010000 10101011
11101111 00101010 10000011 00010000 10101011
11101111 00101010 10000011 00010000 10101011
11101111 00101010 10000011 00010000 10101011
11101111 00101010 10000011 00010000 10101011
11101111 00101010 10000011 00010000 10101011

e St dung ndm tidu chuin co ban:
* Test tan s6 léch: n = 240, ng = 126, n; = 114; X; = 0,6 (2 = 3,84) — chap nhan.
* Serial test: ngo = 60, ng; = 66, N1 = 66, N1y = 47; Xo = 3,4293 (x2 = 5,99) — chap nhan.
* Poker test: m =3, k =80; X3 = 9,6 (x%2 = 14,1) — chdp nhan.
* Runs test: k=5, k; = 5; Xy = 30,6808 (x2 = 15,5) — béac bd.
* Test tur tuwong quan: d = 3, A(d) = 143; X5 = 3,1829 (x? = 3,84) — chap nhan.
¢ S dung test méi:
Khi [ = 8 thi s6 khdi nhd nhat can phai cé la:
) )

> -
pli]  (0,0156 4 0,156)
(trong d6 ta gdp xdc suat xuat hién do phirc tap 2 v6i 5 duoc 0,0156+ 0,156, chinh 13 x4c suat nhé
nhat so véi xdc suat xudt hién do phite tap 3 va 4).

Vay véi day n = 240 thi s6 khoi k = 30; ¢ chinh 13 do phttc tap Ziv—Lempet cia khéi; m; chinh 13
56 khoi xuat hién c6 do phirc tap 4. St dung thuat todn Ziv—Lempet ta dwoc két qué sau:

) 2 3 4 )
m; 0 24 6 0

Sau d6 ap dung phuong phap thong ké x? ta c6 két qua: X = 53,941051 (x2 = 7,84) — béc bo.
Vi du 2. Giad st ta ¢6 do dai » = 240 nhu sau:

00000000 10101000 10010011 11011000 011111111

00000000 10101000 10010011 11011000 011111111

00000000 10101000 10010011 11011000 011111111

00000000 10101000 10010011 11011000 011111111

00000000 10101000 10010011 11011000 011111111

00000000 10101000 10010011 11011000 011111111

e St dung 5 tiéu chuin co ban:
* Test tan s6 léch: n = 240, ng = 132, n; = 108; X; = 2,4 (2 = 3,84) — chap nhan.
* Serial test: ngo = 78, no1 = 4, nio = 53, N1y = H4; Xo = 5,0435 (x2 = 5,99) — chap nhan.
* Poker test: m = 3, k = 80; X3 = 8,00 (x? = 14,1) — chap nhan.
* Runs test: k=8, k; = 7; Xy = 11,4595 (2 = 23,7) — chap nhan.
* Test tu twong quan: d = 3, A(d) = 105; X5 = —1,7538 (x? = 3,84) — chap nhan.
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¢ S¥ dung test mdi:

Véi day n = 240 thi khéi k = 30; ¢ chinh 14 do phitc tap Ziv—Lempet cta khdi; m; chinh 13 s6
khdi xuat hién c6 do phitc tap . St dung thuat todn Ziv—Lempet ta duwoc két qui sau:

) 2 3 4 )
m; 6 6 12 6

Sau dé ap dung phuong phap thong ké x? ta c6 két qua: X = 11,131483 (x2 = 7,84) — béc bo.

Nhin vao vi du trén ta c¢6 nhan xét day dwa vao thir 13 mot day toi (c6 nhieu chu k¥ 1ap lai).
Nhung véi nim tiéu chuan co ban thi day trén duwoc chdp nhan. Trong khi dé véi test méi thi day

dé da bi bac bo.

Chu y:

% Khi [ = 16 thi s6 khéi nhé nhat can phéi cé la:

) )

— = = 67.
~ Pl (0,00385 1 0,07)
% Khi { = 24 thi s6 khéi nhé nhat can phéi cé la:
) )
k> — = = 105.

ol (0,000034 10,0015 1 0,028 1 0,0177)
% Khi { = 32 thi s6 khéi nhé nhat can phéi cé la:
) )

s — 290.
7 Pl (4% 107 1 2%10°5 1 0,00081 1 0,154)

Vay, dua trén két qud thue nghiém tinh todn duoc ta thay test méi ¢6 hidu qua trong viéc kiém
tra tinh ngau nhién cia day nhi phan.

4. KET LUAN

Dé kiém tra tinh ngau nhién ciia day 0-1 ¢6 rat nhiéu phwong phap dwoc st dung. O day ching
t6i gidi thiéu mét test méi trén co sé két hop phurong phap thong ké x? va d6 phitc tap Ziv-Lempet.
Céc vi du néu ra cho thay test méi c6 tdc dung bé sung cho 5 tiéu chudn co ban trong viéc ddnh gia
d6 ngau nhién cia day nhi phan.

Toi xin chan thanh cdm on TS Nguyen Ngoc Cuong da gitip do va cho nhieu déng gép vé noi
dung bai bdo nay. Téi xin tran trong cdm on TS Poan Vin Ban da doc va déng gép ¥ kién dé bai
bdo duoc hoan thién.
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