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Abstract. A computer virus propagation model with feedback controls is first proposed and inves-
tigated. We show that the control variables do not influence on the global stability of the original
differential model, they only alter the position of the unique viral equilibrium. The mathematical
analyses and numerical simulations show that this equilibrium can be completely eliminated, namely,
moved to the origin of coordinates if suitable values of the control variables are chosen. In the other
words, the control variables are effective in the prevention of viruses in computer systems. Some
numerical simulations are presented to demonstrate the validity of the obtained theoretical results.
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merical simulations.

1. INTRODUCTION

The models describing the computer virus propagation play especially important role in
both theory and practice. In recent two decades, many authors make mathematical modeling
of computer virus propagation based on differential equations, for examples, [10, 14, 15, 16,
17]. The construction and study of these models help us to understand the mechanism of
propagation of computer viruses across the Internet. On this base we can make policies and
decisions to prevent and control the spread of computer viruses effectively.

In this paper, we start with a computer virus model with graded cure rates proposed
by Yang (see [16]), and described by the following system of nonlinear ordinary differential
equations

S=0—-BS(L+B)+vL+vB-4S,
L=p3S(L+B)—yL—aL-4L, (1)

B=aL—vB—0B,

where S(t), L(t) and B(t) denote, at time ¢, the percentages of uninfected, latent and seizing
computers in all internal computers, respectively. For more detail of this model we refer the
readers to [16].
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Since S(t) + L(t) + B(t) = 1, it is sufficient to consider the following two-dimensional
subsystem

L=p(1-L—-B)(L+B)—mL—aL-4L,

- (2)
B=alL —vB—-B,

with initial conditions L(0) > 0 and B(0) > 0. The feasible region for system (2) is Q =
{(L,B) : L > 0,B > 0,L + B < 1}, which is positively invariant. The mathematical
analysis in [16] shows that the model (2) has two equilibrium points. They are the virus-free
equilibrium Ey and the viral equilibrium FE,, where

Ro
atd+y T atd+y

(41— )  a(l——)
Eo=(0,0), E,= (L. B.)= ( >

Bla+ 2 +6)

(a+v1 +0)(72+90)
del (2). The property of global stability of model (2) was established by using quadratic

Lyapunov’s functions (see [16]). The obtained results are:

In the above formula Ry = is the basic reproduction number of mo-

(i) The virus-free equilibrium Ej is globally asymptotically stable with respect to € if
Ro < 1;

(ii) The viral equilibrium FE, is globally asymptotically stable with respect to Q' = Q\ Ey if
1 <Ry <4

In the case Ry > 4 Lyapunov’s stability theorem cannot ensure the global stability of Fi.
However, the numerical simulations in [16] show that F is also globally asymptotically stable
if Rg > 4. Very recently, in [9] the property of global stability of (2) was reestablished on the
basis of the classical method of Lyapunov functions combined with the Volterra-Lyapunov
matrix properties.

Based on the analysis of global stability of the model it is seen that a good strategy for
protecting computer systems from viruses is the tuning of parameters so that Rg < 1 (see
[16]). However, if this is not possible, i.e., if Rg > 1 then we have to accept the fact that
the system is always attacked by viruses. In this situation one of the effective approaches
is to consider the model with feedback control variables. For models with feedback controls
see [3, 4, 6, 7, 11, 12] and the references therein. If it is possible to prove that the feedback
control variables do not affect the global stability of the original differential model but only
change the position of the viral equilibrium, then the feedback control variables can be used
to limit the number of computers infected with viruses in the system. Concerning the model
(2), to the best of our knowledge, until now no feedback controls have been considered with
it.

Motivated by this, in this paper we will study the model with feedback control variables.
Theoretical analyzes show that feedback control variables do not affect the global stability
of the original differential model but only change the position of the unique equilibrium
point. Especially, the position of the viral equilibrium can be changed by changing the
values of the control variables. In particular, this equilibrium may be eliminated if suitable
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control variables are chosen. This result plays an important role in constructing strategies
for protection of computer systems.

To analyze the global stability of the proposed model, we use an appropriate Lyapunov for
investigating the global stability of the virus-free equilibrium. Meanwhile, in the context that
the proposed model consists of many equations and contains many parameters, the analysis
of stability of the positive equilibrium point is very difficult because the expressions of this
equilibrium point as well as the associated Jacobian matrix are very complicated. Therefore,
we investigate the global stability of the equilibrium point via numerical simulations. The
numerical simulations agree that if the equilibrium point exists then it is indeed global
stable. This fact completely agrees with the related results of ordinary differential models in
ecology and epidemiology, namely, for the majority of models in these fields, if the positive
equilibrium points exist then they are globally asymptotically stable, i.e,. the models achieve
the robust development (see [1, 2]).

The paper is organized as follows. In Section 2, a model with feedback controls is pro-
posed. The global stability of the model is investigated in Section 3. Numerical simulations
are presented in Section 4. Finally, some conclusions are given in Section 5.

2. THE MODEL WITH FEEDBACK CONTROLS
We first consider the following computer virus propagation model with feedback controls

L=pB1—-L—-B)(L+B)—vL—aL—0L—cLu = fi(L,B,u,uz),
B =aL — B — 0B — caBus := fo(L, B, uy,us),
Uy =d1L — equy = f3(L,u1),

Up = daB — equg := f4(B, ug),

(3)

where u;(t) and ug(t) are feedback control variables and the parameters ¢;, d;, e; (i = 1,2)
are positive constants.

Lemma 1. The set Q* := {(L, B,u1,u2) € R4 : L+ B < 1} is a positive invariant set of
(3). Furthermore, we have limsup, . u;i(t) < d;/e; (i =1,2).

Proof. Set £(t) := 1—L(t)— B(t). Then & = BE(£ —1)+ (y140) L+ (y2+06) B +c1 Luy 4 ca Bus.
Combining this with (3) we obtain the system

£=BEE—1)+ (71 +0)L+ (2 + 0)B + c1 Luy + c2 Bus,
L=B¢L+B)— (mi+a+d)L—cul,
B = fo(L, B,u1,us), Uy = f3(L,uy), iy = f4(B,u2).

It is easy to verify that Ri is a positive invariant set of the above system. This implies
that Q* is a positive invariant set of (3). On the other side, from (3) we have wu;(t) <
d; —e;ju;(t) (i = 1,2). By a standard comparison argument and basic ODE theory, it follows
the remaining assertion of the lemma. [ ]

Analogously as in our previous work [5], it is easy to calculate the basic reproduction
number of the model (3) by the next generation matrix method [13]. Therefore, we have the
following.
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Lemma 2. The number

" (ad71+6) (2 +9)

is the basic reproduction number of model (3).

Theorem 1. The model (3) always possesses the free virus equilibrium E° = (0,0,0,0)
for all values of the parameters. Meanwhile, the necessary and sufficient condition for the
existence of the viral equilibrium E* = (L*, B*,uj,u3) is Rfy > 1, where E* is defined by

do dq _ et 5B* n cado B2
a

uy=—B* wuj=—L* L
€9 el [6715)

, (4)

B* being the unique root of the equation P3(X) := X3 + X%+ 1 X + 19 = 0 with the
coefficients

= _61d1(62d2)2 B ﬁ(02d2)27 = 2372 +02é+502d2 _padiy -2F 562d2,
€1 aen e « €9 el « €9
. 502d2 M + o+ 6 cads B c1dq (’)/2 +5)2 _B<’yg +a+5)2, (5)
[6755) « €9 €1 (6% 6
1) 1)

a

Moreover, if Ry > 1 then we have the estimate

L +B <(1-RyY1+K), K:—min{llcldl L ntatd 62d2}. (6)

28 e1 7 2B(ra+a+0) e

Proof.
Indeed, the equilibrium points of (3) are the solutions of the system

fl(L7Bau17u2):07 f2(L7B7u17u2):07 f3(L7u1):07 f4(B7u2):0' (7)

It is easy to see that from the 4th, 3rd and 2nd equations of (7) we obtain (4). Next,

substituting (4) into the first equation of (7) we obtain BP3(B) = 0. From here it follows

that B =0 or P3(B) =0.

Notice that 73 < 0 and 7 < 0. Besides, if Rj > 1 then 79 > 0 and vice versa. Moreover, if

Ry <1 then b < P2t 0
at+y+6 " atyp+o

Consider three cases of Rj:
Case 1. If R = 1 then the equation P3(B) = 0 has a trivial root B; = 0 and has no positive
roots.

< 1. Therefore, 8 < a+71 + 6. It follows that 7 < 0.

Case 2. If Rj < 1 then by standard techniques of mathematical analysis it is easy to prove
that the equation P3(B) = 0 has no positive roots.
Case 3. If Ry > 1 then it is easy to prove that the equation P3(B) = 0 has a unique positive
root.

Thus, the existence of the viral equilibrium is proved.
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Next, consecutively multiplying the first and the second equations of (7) by v2 + a + §
and 1 + « + § respectively, and adding side-by-side of the resulting equations we obtain

— B2 +a+8)(L* + B*)*+ (2 + 0)(v1 + a+6)(R§ — 1)(L* + B*)
— (e +a+d)cuiL* — (11 +a+0)cauz B* = 0.

It follows that

mMm+oa+o . o 1

* * * — 1 * *
Lo BT = (=R — | gand Lt & o e B o

p
diL* do B*
Taking into account u] = 1—, uy = 2 and using the simple inequality 2(L? + B?) >
€1 €9
(L + B)? we obtain
1 ’71+Oé—|—5 1cdr .o ’71+Oé+5 cody 2 9
—cuil"+ —————cusB = ———L*"" + B** > K(L* + B*)*.
gt Blya+a+d) 22 B el By +a+6) e ( )
Therefore,
L*+B*<(1-Ry ") — K(L* + B").
From here it follows the inequality (6) to be proved. [
Remark.

Suppose it is proved that if the viral equilibrium exists (R > 1) then it is globally stable
(this result will be established in the next section). Then, we desire L* + B* to be as small
as possible. The estimate (6) shows that it is possible to make L* + B* arbitrarily small
by making K sufficiently large. This may be achieved because K depends on the control
variables (see Table 1 in Section 4.) Particularly, when K — oo then E* moves to the
origin, i.e., the viral equilibrium vanishes. In that time, for the model (2) we always have
L.+ B, =1-Ry" (see [16]). This fact indirectly confirms the important role of the control
variables.

3. GLOBAL STABILITY OF THE MODEL WITH FEEDBACK
CONTROLS

In this section, we will establish the global stability property of the model (3).

3.1. Global stability of the equilibrium E°

The following theorem is of the global stability of E° established with the use of a linear
Lyapunov function.

Theorem 2. The equilibrium point E° is globally asymptotically stable of (3) in Q* if
Ry < 1.
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Proof.
We define the Lyapunov function V : Q* — R, by

laty+6 5, lat+tm+d

V(L,B)=(a+v2+d0) L+ (a+m+6)B+-—F——ciuj ——————CoUj.
2 dq 2 do

The time derivative of the function V' (L, B) along the trajectories of system (3) is

av _ Bla+y2+08) — (o +8)(a+7 +8)|B+[Bla+ye+06) — (yo+68)(a+ vy + )L

dt
a+y2+46 g a4y +9 9
—=——ejciu] — ————e€2C2Uj
dl d2

<[Blat+y2+0) = (r2+0)(at+m +0)|B+[B(a+r2+05) = (v2+)(a+y+0)]L
= (2 +0)(a+m+6)(Rs—1)(L+ B).

—Bla+v2+8)(L+ B)* -

Obviously, dV /dt < 0 strictly for all (L, B) € Q* except for the equilibrium E°, where
dV /dt = 0. Hence, the function V satisfies Lyapunov’s asymptotic stability theorem [8], and
the equilibrium point E° of system (3) is globally stable. |

3.2. Numerical simulations for investigating global stability of the positive equi-
librium point

In this subsection, some numerical simulations are performed to investigate the global

stability of the positive equilibrium point E*. For this purpose, we consider model (3) with
the parameters

a=01 =08 0§=02, ~ =01 =02
In this case, we have R = 2.5 > 1. We select the control variables as follows
cir=1, =2 di=1 do=125 e =2, ey=>5.
Consequently, the unique positive equilibrium point is given by
E* = (0.3413, 0.0778, 0.1707, 0.0194).

The solution of the model (3) with several initial values are depicted in Figure 1. From this
figure it is seen that E* is globally stable. It should be emphasized that all other numerical
simulations, including those in Section 4, give similar results. This means the global stability
of E* is observed.
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Figure 1. Solution of model (3) by the classical fourth order Runge-Kutta method (L-blue, B—red,
up-green, us-cyan)

4. NUMERICAL SIMULATIONS

In this Section, we perform some numerical simulations to show the influence of control
variables.
Consider model (3) with the parameters (see [16])

a=005  B=08  6§=0.1 7 =005 4 =0.1.

In this case Rj = 5 > 4. Select two sets of control variables:

Set1.ci=1, =2, di=1, dy=08, e, =0.5 e =04

Set 2. Cc1 = 1.6, Cy = 2, d1 = 1, d2 = 0.8, el = 0.5, €9 = 0.5.

The solution of the model (3) is depicted in Figures 2 and 3. From these figures it is seen that
E* is globally stable and the position of E* depends on the values of the control variables.
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Figure 2. The solutions of model (3) for Set 1: K =1.25, E* = (0.2352,0.0347,0.4703, 0.0694)
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Figure 3. The solutions of model (3) for Set 2: K = 1.6, E* = (0.1714,0.0292,0.3428,0.0465)

We draw a special attention to the fact that the model (2) has E, = (0.64,0.16), meanw-
hile the values of E* of the model (3) for Set 1 and Set 2 are (0.2352,0.0347,0.4703,0.0694)
(K = 1.25) and E* = (0.1714,0.0292,0.3428,0.0465) (K = 1.6), respectively. From that
we see that the control variables have active influence on the position of equilibrium points.
Table 1 gives the position of the equilibrium E* for different sets of the control variables.
Obviously, we can make the value of L* + B* arbitrarily small if choosing K sufficiently large.
In particular case, E* can be eliminated when K is sufficiently large. This result prompts a
good strategy for preventing computer systems from viruses when Rg > 1.
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Table 1. The values of L*, B* and L* + B*

cp ¢ di da e em K L* B* L*+ B*
2 2 1 2 05 05 25 0.1412 0.0197 0.1609

16 8 10 5 1 1 20 0.0048 0.0010 0.0058

50 8 16 16 1 1 64 0.0010 0.0002 0.0012

100 80 160 125 4 4 1250 0.00018 0.00003 0.00021

5. CONCLUSIONS

In this paper, a computer virus propagation model with feedback controls is first proposed
and investigated. The global stability of the model is established based on the Lyapunov
stability theorem and numerical simulations. The results of the numerical simulations show
that the control variables do not influence on the global stability of the original model
but only change the position of the viral equilibrium. Especially, this equilibrium may be
completely eliminated if the control variables are chosen suitably. Therefore, the control
variables are very effective tool in prevention of viruses in computer systems.

In the future we shall develop the results of the present paper to other applied models
including models of virus propagation.
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