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GIAO THU'C SECURE SOCKETS LAYER
NCQUYEN BOI HONG MINH

Ban Khoa hoc & Céng nghé - Téng cong ty Hang khéng Viét Nam.

Abstract. E-Commerce is new way to do business. In this way, buyers can meet sellers easier. It
has given the buyer a lot of value on business such as: decrease in marketting-fee, distribution-fee, ...
But it makes a lot of technical problems. Among those problems, the security of information is very
important. In this paper, we present the Secure Socket Layer (SSL) protocol. This protocol is using
widely to secure the information that transmited between computers on Internet. And we advice how
to implement this protocol in different size of applications.

Tém tdt. Throng mai dién tir - mot phuong thire kinh doanh méi cho phép ngudi mua hang tiép
xtc dé dang hon véi nguoi ban hang. Di doi vai loi ich vé kinh doanh nhu gidm chi phi tiép thi,
gidm chi phi phan phdi, ... 13 cdc van deé ve ky thuat. Trong dé, bdo mat thong tin 1& van dé duoc
dst 1én hang dau. Trong bai bdo ndy trinh bay giao thitc Secure Socket Layer (SSL) 1a giao thitc
hién nay duogc st dung réng rai dé ddm bdo an ninh théng tin dugc truyén gitta cdc mdy tinh trén
Internet. Bai bdo cling dwra ra cic huéng dp dung giao thirc nay doi véi cic rng dung cé quy mo
khac nhau.

1. GIOT THIEU VE GIAO THUC

Trong cdc ing dung trén Internet hién nay, giao thirc SSL duwoc st dung rong rai nhw
la mot giao thitc bdo mat dir lieu dwoc truyeén gitra may chu (Server) va mdy Tram (Client)
hiéu qua. Ban phéc thio cia SSL dwoc dwa ra dau tién bdi t6 chitc IETF. Sau dé dwoc Hang
NETSCAPE phat trién thanh mot chuan cia IETFE. Phién ban nay cia SSL dwoc stra doi
cac lan vao thang 11-12/1994 | thang 1-2/1995. Trong mo6 hinh DoD (U.S Department Of
Defense), SSL dat & gita TCP/IP va 16p trén nhue HTTP, IMAP, LDAP ...

HTTFP LDAP IMAP .
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Hinh 1. SSL & gita TCP/IP va céc giao thitc & 16p trén

Nhirng tng dung cia SSL trén Internet hoac trong cdc mang TCP/IP la:

- Qué trinh xdc thue mdy chi cho phép mdy tram xdc thire nhan dang may chi. Chwong
trinh ho tro SSL (SSL-enable) trén mdy tram cé thé dung cic ky thuat co ban ve khéa cong
khai (public-key) dé kiém tra rang ban xdc thuc cia mdy chi (server’s certificate) va dinh
danh cong cong (public-ID) la hop 1& va da duwoc xudt ra bdi ngudi cé tham quyen cdp chirng
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nhan (CA) dwoc liét ké trong danh séch CA tin ciy (trusted CAs) trén mdy tram. Su xédc
nhan nay vo cling quan trong néu nguoi ding giri di cdc thong tin quy gid nhw s6 cia thé
tin dung (Credit card number) qua mang va mudn kiém tra nhan dang may chi - la may sé
nhan théng tin nay.

- Qua trinh xdc thuc trén mdy tram cho phép may chu xdc thuce nhan dang nguoi dung.
St dung ky thuat giong nhw trén, chwong trinh ho tro SSL trén may chi ¢é thé kiém tra ban
xdc thue cia mdy tram (client’s certificate) va dinh danh céng cong ¢6 hop 1é hay khong, ¢6
dwoc xudt ra bdi nguoi c6 tham quyen cap chirng nhan dwoc liét ké trong danh sach CA tin
cay trén mdy chd hay khong. Sw xdc nhan nay vo cing quan trong néu may chi giri thong
tin quan trong téi may tram vi can kiém tra nhan dang may tram.

- Két noi da dwoc ma héa bdi SSL yéu cau tat ca cac thong tin dwoc giti gitta may chi va
may tram déu dwoc ma héa bdi chwong trinh giti va dwoc gidi ma bang chwong trinh nhan
véi do tin cay & mitc cao. Do tin cdy 1a rat quan trong & bat k¥ hoat dong riéng ndo. Thém
vao dé, tat ca so lieu duoc truyen qua két noi da duwoc ma héa bdi SSL sé duwoc bao vé véi
mot co ché phét hién sw tham nhap va né sé tr dong quyét dinh xem s6 lieu ¢6 bi thay doi
trén duwong truyén hay khong.

2. GIAO THUC SSL

Giao thitc SSL bao gom 2 giao thitc phu: giao thitc Ban ghi SSL (SSL record) va giao
thitc Bat tay SSL (SSL handshake). Giao thitc ban ghi SSL dinh nghia khuén dang dwgc

dung deé truyen s6 lieu. Giao thitc Bat tay SSL st dung giao thitc ban ghi SSL dé chuyén cac
chuoi thong bdo (message) gitra mdy chi va mdy tram khi ching thiét lap két noi SSL. Su
trao doi cac thong bdo nay duwoc thiét ké thuan tién cho cac hoat dong sau:

- Xdc thure mdy chi v6i may tram.

- Cho phép mdy chi va mdy tram chon thuat todn ma héa ma ca hai bén déu c¢6 kha ning

str dung.

- X4c thwe may tram véi may cha.

- Sit dung k¥ thuat ma héa khéa cong khai dé tao Bi mat dung chung (shared-secrets).

- Thiét lap két noi dwoc ma héa bdi SSL.

2.1. Giao thic ban ghi SSL

2.1.1. Khuén dang phan dau cida ban ghi SSL
Trong SSL, s6 lieu giri di dwoc géi trong céc ban ghi, né gom phan dau (header) va phan
s6 lieu (data). Moi phan dau cia ban ghi bao gom 2 hoidc 3 bytes. Néu bit cao nhdt trong
byte dau tién Ia 1 thi phan dau cé do dai 2 bytes va ban ghi khong c6 phan bd sung (padding),
ngwoc lai thi phan dau cé do dai 3 bytes va ban ghi cé phan bo sung. Trong truwong hop phan
dau cé do dai 3 bytes, bit tiép theo trong byte dau c¢é mot ¥ nghia ddc biet. Néu la 0 thi ban
ghi 13 ban ghi s6 lieu. Néu 1a 1 thi loai ban ghi nay dwoc dur phong sé st dung trong twong
lai. Chieu dai ban ghi (Record-length) khéng bao gom phan dau.
Vé&i phan dau ¢é do dai 2 bytes, chiéu dai ban ghi dwoc tinh nhuw sau:
RECORD-LENGTH — ((byte[0] & 0x7f) <<8)) | byte[l];
trong d6 , byte[0] bieu dién byte dau tién nhan dwoc.
Véi phan dau ¢é do dai 3 bytes, chiéu dai ban ghi dwoc tinh nhw sau:
RECORD-LENGTH — ((byte[0] & 0x3f) << 8)) | byte[l];
IS-ESCAPE = (byte[0] & 0x40) != 0;
PADDING — byte[2];
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Gia tri PADDING chi 16 s6 byte s6 liéu dwoc méy thu bé sung thém vao ban ghi ban
dau. S6 lieu bo sung dwoc ding dé dam bao chiéu dai ban ghi 1 boi 86 cia kich thwée khéi
mat ma (ciphers block size) khi mat ma khéi dwoc diing dé ma hod. M4y phat khi phat ban
ghi c¢6 phan bd sung (padded record) sé bo sung thém dir lieu vao cudi cia dir liéu thong
thuong va sau dé ma héa toan bo. Gid tri cia dit lieu bo sung 1a khéng quan trong nhung
dang da ma héa cia né phai dwoc giti cho may thu biét dé dam bdo giai ma ban ghi dwoc
ding. M4y thu khi thu dwoe ban ghi ¢6 phan bo sung sé gidi ma toan bo s6 liéu sau dé sé
trir gia tri RECORD-LENGTH di gi4 tri PADDING dé quyét dinh chiéu dai thuc cia ban
ghi. Phan dir liéu b sung phai dwoc huy bé di.

2.1.2. Khuén dang s8 liéu cda ban ghi SSL

Phan s6 liéu cia ban ghi SSL bao gom 3 thanh phan dwoc phat va thu theo thit tw nhuw
sau:

MAC-DATA[MAC-SIZE]

ACTUAL-DATA[N]

PADDING-DATA[PADDING]

Trong dé6: ACTUAL-DATA la phan dir lieu thue su duoc phat.

PADDING-DATA la phan dir liéu bo sung dwoc giri khi mat ma khéi dwoc sit dung v
can phai ¢é phan bd sung.

MAC-DATA 1a ma x4c thue cia thong bdo (Message Authentication Code).

Khi ban ghi SSL dwoc giti theo dang 16 rang, khéng st dung mat ma, thi tong s6
PADDING-DATA sé& 14 0 va tong s6 MAC-DATA s& 13 0. Khi cé st ma hod, PADDING-DATA
sé phu thuoc vao kich thuée khoi mat ma. MAC-DATA phu thuoe vaio CIPHER-CHOICE.
MAC-DATA dwoc tinh toan nhu sau:

MAC-DATA = HASH| SECRET, ACTUAL-DATA, PADDING-DATA,
SEQUENCE-NUMBER |
trong d6 SEQUENCE-NUMBER I gi4 tri 32 bit.

MAC-SIZE phu thuéc vao thuat todn phan loai dwoc sit dung. Véi MD2 va MD5 thi
MAC-STZE 1a 16 bytes (128 bits).

Néu mdy tram dang giti thong bao thi SECRET 1a CLIENT-WRITE-KEY (mdy chu sé
dung SERVER-READ-KEY dé kiém tra MAC). Néu mdy tram dang nhan thong bdo thi
SECRET la CLIENT-READ-KEY (méy chi ding SERVER-WRITE-KEY dé tao MAC).

SEQUENCE-NUMBER 13 bo dém duwoc tang bdi cd may thu va mdy phat. Vé&i moi
hwéng phat xa, ¢6 1 cap bo dém dwoc gitr (1 béi may phat va 1 bdi may thu). Moi lan thong
bdo dwgc gitri bdi may phat thi bo dém tang len 1. S6 nay sé trd vé 0 néu né vuot qua gia
tri OXFFFFFFEF (hé 16). Trudc khi ban ghi dau tién dwoc giti, s6 hiéu day dwoc dwa vé 0.

M4y thu dung gid tri cia s6 hiéu day (sequence number) nhu la gid tri dau vao cia ham
tinh MAC (Ham HASH). Viéc tinh MAC-DATA phai ph hop tirng bit véi MAC-DATA duwoc
phét. Néu viéc so sanh khong thiy giong nhau thl ban ghi dwoc coi 14 héng va né coi nhw c6
16i “I/O Error” .

Trong trudmg hop sit dung mat ma khoi, chiéu dai dir lieu (dwoc dién ta trong RECORD-
LENGTH) phdi 1a boi s6 cia kich thuée khoi mat ma. Néu khong ding thi ban ghi dugc coi
14 héng va né coi nhu ¢é 16i “I/O Error”.

Khuon dang ban ghi SSL dwoc dung cho moi lién lac SSL va viéc chuyén dit liéu cia ting
dung 16p trén. Khuon dang ban ghi SSL dwoc dung béi cd may chd va mdy tram.

Véi phan dau c6 do dai 2 byte, do dai toi da cia ban ghi 14 32767 bytes. Vé&i phan dau
c6 do dai 3 byte, do dai toi da ciia ban ghi 14 16383 bytes.
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2.2. Giao thirc bt tay SSL
2.2.1. Hoat ddng cia giao thirc bat tay SSL

Giao thitc bat tay SSL c6 2 giai doan chinh. Giai doan dau dwoc dung d€ thiét lap kénh
thong tin riéng. Giai doan sau duwoc ding d€ xac thuc may tram.
Giai doan 1

M4y tram bat dau cudc goi bang cich giri thong biao CLIENT-HELLO. M4y chi khi
nhan dwoc thong bdo nay sé& xit Iy né va tra loi bang théng bdo SERVER-HELLO. Trong
giai doan nay ca may tram va may chi déu c¢é di thong tin dé biét rang cé can Ma khéa chi
(master-key) mé&i hay khong. Néu khong can, thi chiing chuyén sang giai doan 2. Néu can,
trong thong bao SERVER-HELLO sé bao gom day di théng tin dé méy tram tao ma khéa chi
méGi. Cde thong tin d6 1a: xéc thwe da duoce ky béi mdy chi (server’s signed certificate), danh
sdch ddc t4 khoi ma héa (bulk cipher specifications) va dinh danh lién két (connection-id)
(dinh danh lién két 1a mot gid tri ngau nhién dwoc tao bdi may chi). Mdy tram tao ma khoéa
chid va tra 1oi v6i thong bio CLIENT-MASTER-KEY.

Chi ¥ rang mo6i dau cudi cia SSL st dung mot cap mat ma (mot cho thong tin dén va
mot cho thong tin di). Khi mdy tram hodc may chi tao khéa cida phién lam viéc (session-key),
thure chat ching tao 2 khéa SERVER-READ-KEY (dwoc biét nhu 1a CLIENT-WRITE-KEY)
va SERVER-WRITE-KEY (dwoc biét nhu 1a CLIENT-READ-KEY). Ma khéa chi dugc diing
bdi may tram va may chi dé tao cdc khéa cia phién lam viéc khac nhau.

Cudi cung, may chu giti thong bdo SERVER-VERIFY cho may tram sau khi ma khéa
chi dugc quyét dinh. Day la budce cudi cing dé xdc thire may chi vi chi ¢6 mdy chu khi ¢é
khéa cong khai thich hop méi ¢6 thé biét ma khéa chil.

Giai doan 2

La giai doan xdc thue. Mdy chi da dwoc xdc thue véi may tram trong giai doan 1, vi vay
giai doan 2 chu yéu dé dung xdc thuc may tram. M4y chu sé givi yéu cau téi mdy tram. May
tram sé tra 161 néu né c¢é di thong tin, nguoc lai né sé tra 1oi véi thong bdo ERROR. Khi
thue hién xong viéc xédc thue, né giri thong bdo hoan thanh (finished-message). V&i may tram
dé 1a thong bio CLIENT-FINISH bao gom dang da dwoc mé héa cia CONNECTION-ID dé
may chi kiém tra. Néu viéc kiém tra xéc dinh la sai thi may chi sé tra ve théng bao ERROR.
Khi m6t thanh phan giti di thong bdo hoan thanh, né phai tiép tuc lang nghe cho té&i khi né
ciing nhan dwoc thong bdo hoan thanh tir thanh phin kia. Khi ¢4 hai déu nhan dwoc thong
bdo hoan thanh thi giao thitc bat tay SSL dwoc hoan thanh. Lic nay céc giao thirc 16p trén
¢6 thé bat dau hoat dong.

2.2.2. So’ d6 céc théong bao (Protocol Message)

Sau day 14 so do thong bao clia mot s6 tinh hudng trong giao thitc bat tay SSL. Trong 3 vi
du sau, ta ¢6 2 thanh phan chinh 1a mdy tram (C) va may chu (S). Ky hiéu “{something}key”
dién t4 s6 lieu “something” da dwoc ma héa st dung khéa “key”.

Khi khong ¢6 dinh danh phién lam viéc:

client-hello C — S: challenge, cipher_specs

server-hello S — C: connection-id, server_certificate, cipher_specs
client-master-key C — S: {master_key}server public_key

client-finish C— S: {connection-id }client_write_key

server-verify S — C: {challenge}server_write_key

server-finish S — C: {new_session_id }server_write_key
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Khi dinh danh phién lam viéc duoc tim thay bdi cd mdy tram va may chi

client-hello C — S: challenge, session_id, cipher_specs
server-hello S — C: connection-id, session_id_hit
client-finish C — S: {connection-id }client_write_key
server-verify S — C: {challenge}server_write_key
server-finish S — C: {session_id}server_write_key

Khi st dung dinh danh phién lam viéc va cé xdc thuc mdy tram

client-hello C — S: challenge, session_id, cipher_specs
server-hello S — C: connection-id, session_id_hit
client-finish C — S: {connection-id }client_write_key
server-verify S — C: {challenge}server_write_key

request-certificate S — C:{auth_type, challenge}server_write key
client-certificate ~ C — S: {cert_type, client_cert,
response_data}client_write_key

server-finish S — C: {session_id}server_write_key

2.2.3. X Iy 16i

Khi mét trong hai thiét bi phat hién dwoc 16i né sé giri thong bao t&i thiét bi kia. Véi
nhirng 16i khong khac phuc duoc thl may tram va mdy chi sé két thic két ndi mot cach an
toan. Ching sé xod hét gid tri dinh danh phién lam viéc twong tng. Giao thitc bat tay SSL
dinh nghia cac 16i sau:

NO-CIPHER-ERROR

Loi nay do méy tram gii tra lai mdy chi khi né khong tim thay phwong phap ma héa
hodc kich thwéc khéa ma né va mdy chi cing ho tro. Loi nay la 16i khong khic phuc dwoc.

NO-CERTTFICATE-ERROR

Khi thong bdo REQUEST-CERTIFICATE dwoc giti t6i mdy tram, 16i nay cé thé dwoc
glri néu may tram khong cé xéac thue dé tra 1oi thong bao trén. Loi nay 1a 16i ¢6 thé khac
phuc dwroc.

BAD-CERTIFICATE-ERROR

Loi nay dwoc giti khi x4c thure duoc xac dinh 1a sai bédi thiét bi thu. Puoc xdc dinh la
“sal” khi chir ky trong xac thuc la sai hodc khi gia tri trong xdc thuc la khong thich hop. Loi
nay 1 16i ¢6 thé khac phuc dwoc.

UNSUPPORTED-CERTIFICATE-TYPE-ERROR

L6~i nay dwgc giri khi may tram hoac may chi nhan duoc kicu xdc thue ma né khong ho
tro. Loi nay 14 16i ¢6 thé khac phuc dwoc.
2.2.4. Céc théng béo cia giao thirc bit tay SSL

Ching dwoc déng géi trong khuon dang dwoc chi ra bdi giao thitc ban ghi SSL va gom
2 phan:

- Mot byte dién ta ki€u cia théng bo

- Phan 6 liéu cia thong bdo.
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M4y tram va may chu chuyén cdc théng béo nay cho téi khi ca hai déu giri thong bio
két thic.

Sau khi cip khéa cia phién lam viéc da dwoc quyét dinh béi tirng tram, phan noi dung
ctia thong bio dwoc ma héa st dung cdc khéa dé. Phia mdy tram, diéu nay xdy ra sau khi né
kiem tra dinh danh cia phién lam viéc hodc tao khéa cia phién lam viéc méi va gii t&i may
chi. Phia mdy chi, dieu nay x4y ra sau khi dinh danh ciia phién lam viéc dwoc xdc nhan 13
diing hodc méay chi nhan dwoc thong bédo khéa cia phién lam viéc tir phia mdy tram.

2.2.5. Céac thong bao tir phia may tram

1) CLIENT-HELLO (Trong giai doan 1; duwoc giri duéi dang khong ma héa). Khi lan dau
tién mdy tram ndi véi mdy chi né duoc yéu cau giri thong bdo CLIENT-HELLO. Thong bdo
dau tién dén tir phia mdy tram néu khong phai 13 thong bdo nay thi sé bi coi 1a 16i. Trong
thong bdo nay, mdy tram gwi t&i may chu:

- Phién béan giao thirc SSL trén mdy tram.

- Pic ta phuong phdp ma héa trén may tram.

- Mot s6 dir lieu dic biét (challenge data) dwoc ding dé xdc thuc véi may chi. Sau
khi c4 hai dong y khéa cia phién lam viéc, mdy chu tra lai thong bdo SERVER-VERIFY v
CHALLENGE-DATA da dwoc ma hoa.

- S6 lieu dinh danh phién lam viéc. N6 chi dwoc giti néu may tram tim thay dinh danh
phién lam viéc trong bo nhé cda né véi may cha do.

Sau khi giri xong, mdy tram doi thong bdo SERVER-HELLO. Bat ky thong bdo nao giri
lai tir phia m&y chi sé bi bd qua (trir thong béo 10i).

2) CLIENT-MASTER-KEY (Trong giai doan 1; hau hét dwoc giti duéi dang khong ma
héa). Mdy tram giti thong bao nay khi né da quyét dinh ma khéa chi cho mdy chi sir dung.
Cht y rang khi dinh danh phién 1dm viéc da dwroc dong ¥ thi thong bdo nay khong dwoc giti.

Cht y rang MASTER-KEY duwoc dwa cho may chi trong théng bido CLIENT-MASTER-
KEY. CHALLENGE-DATA duoc dwa cho mdy chu trong thong bdo CLIENT-HELLO. CON-
NECTION-ID dwoc dwra cho may tram trong théng bio SERVER-HELLO.

Cht ¥ rang ma khéa chi khong bao gior dwoc ding truc tiép dé ma héa s6 liéu.
CLIENT-MASTER-KEY phai duoc gii sau CLIENT-HELLO va truéc CLIENT-

FINISH. CLIENT-MASTER-KEY phai dwoc giti néu SERVER-HELLO bao gom gid tri
SESSION-ID-HIT gi4 tri 0.

3) CLIENT-CERTIFICATE (Trong giai doan 2;dwoc giti duédi dang da ma héa).

N6 dwoc giri bdi may tram tra 1o lai thong bdo REQUEST-CERTIFICATE cia may
chi. N6 sé cung cap dir lieu xdc thuwe cia minh cho may chu trong thong bio nay.

4) CLIENT-FINISH (Trong giai doan 2;dugc giri duéi dang da ma héa).

M4y tram giti thong bdo nay khi né dong y véi mdy chi. M4y tram phai tiép tuc lang
nghe may chi cho t&i khi né nhan dwoc thong bao SERVER-FINISH. S6 lieu CONNECTION-
ID 13 dinh danh két ndi ban dau ma may chu giti trong thong bao SERVER-HELLO va dwoc
ma héa st dung khéa cia phién lam viéc da dong y.

Client phéi gii thong béo lai sau khi né da nhan dwoc thong bdo SERVER-HELLO.
Néu thong bdo SERVER-HELLO c6 ¢ SESSION-ID-HIT 14 khéc 0 thi mdy tram gii thong
bdo CLIENT-FINISH. Nguwoc lai, thong bdo CLIENT-FINISH sé dugc giri sau thong béo
CLIENT-MASTER-KEY.

2.2.6. Céc théng bao tir phia may chud

1) SERVER-HELLO (Trong giai doan 1; dwoc givi dudi dang khong ma héa).
M4y chu gui lai thong bdo nay cho mdy tram sau khi nhan dugc thong bdo CLIENT-
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HELLO. Trong thong bdo nay c¢é thong tin sau:

Co SESSION-ID-HIT: ¢6 gia tri khac 0 khi dinh danh phién lam viéc dwoc givi tir phia
may tram dwoc may chi tim thdy trong bé nhé ctia né. Nguwoc lai, né bang 0. Khi co nay
khéc 0, may chi va mdy tram tinh todn cap khéa cia phién lam viéc méi dua trén gid tri
khéa mé chi. Chi y rang:

SERVER-READ-KEY = CLIENT-WRITE-KEY

SERVER-WRITE-KEY = CLIENT-READ-KEY

Trong thong bao nay cé gid tri CONNECTION-ID li gid tri ngau nhién dwoc dung béi
méay chd va mdy tram trong nhiéu muc dich.

2) SERVER-VERIFY (Trong giai doan 1;dwoc giti dudi dang da ma héa).

M4y chi giti thong bdo nay sau khi cap khéa cia phién lam viéc (SERVER-READ-KEY
va SERVER-WRITE-KEY) da dwoc tao. Thong bdo nay bao gom béan sao da duwroc ma héa
cua dir lieu CHALLENGE-DATA dwoc giri tir may tram trong thong bdo CLIENT-HELLO.
M4y tram sé& gidi ma CHALLENGE-DATA va kiém tra véi gia tri ban dau cia s6 liéu nay.
Néu khong duing, lién két sé duoc két thic tir phia may tram. Thong bdo nay duwoc gii sau
khi may chia nhan dwoc thong bdo CLIENT-MASTER-KEY.

3) SERVER-FINISH (Trong giai doan 2;dwoc giti dudi dang da ma hoéa )

M4y ch giti thong bdo nay sau khi né va mdy tram da thod thuan xong qud trinh bat tay
va san sang phuc vu céc tng dung & 16p trén. Trong thong bdo nay ¢6 gid tri SESSION-ID-
DATA né sé duoc luu vao bo nhé clia cd may chu va mdy tram nhu 1a gid tri dinh danh cua
phién lam viéc. Pong thoi khéa ma chi (dwoc 18y tir thong bdo CLIENT-MASTER-KEY
ciing dwoc lru vao bd nhé cia cd hai may. Thong bdo nay phai dwoc givi sau thong béo
SERVER-VERIFY.

4) REQUEST-CERTIFICATE (Trong giai doan 2;dwoc giri dudi dang da ma héa).

M4y chi c¢é the giti thong bdo nay trong giai doan 2 khi né yéu cau ban xdc thue cia may
tram. M4y tram tra 1oi bang thong bao CLIENT-CERTIFICATE néu né co6 thé cung cap dwoc
xéac thue cia minh, ngwoc lai may tram sé tra loi bang thong bio 16i NO-CERTIFICATE-
ERROR.

Théng bao nay cé thé giti sau thong bao SERVER-VERIFY va triéc thong bao SERVER-
FINISH.

3. KET LUAN

Giao thite SSL cho phép xdc thuc mdy chi, may tram va ma héa thong tin trong cac
phién lién lac gitra may chi va may tram trén Internet. Né duoc st dung rong rai trong céc
ting dung thwong mai dién ti (E-Commerce). Tuy nhién véi mé hinh siv dung SSL cai dat
trén may chi va may tram cé nhwoc diém 16n la né lam gidm kha nang dép tng cia may
chi. Vi du véi dich vu stt dung HTTP, thi nghiém da do dwoc:

Véi mdy chi SunE450 - CPU téc d6 250 MHz:

- 86 yéu cau may chi phuc vu dwoc trude khi cai SSL 1a 350 yéu cau/giay.

- S6 yéu cau may chi phuc vu dwoc sau khi cai SSL 1a 04 yéu cau/giay.
Véi mdy chi st dung Chip Intel PII - CPU téc dé 333 MHz:

- S6 yéu cau may chi phuc vu dwoc trude khi cai SSL 1a 550 yéu cau/giay.

- S6 yéu cau may chi phuc vu dwoc sau khi cai SSL 14 41 yéu cau/giay.

bé khic phuc nhwoc diém trén, cdc hang san xuat thiét bi truyén thong tich hop SSL
vio trong thiét bi, né s& khong lam gidm kha nang dép tmg cia mdy chi. Mot s6 san pham
phai duwoc ké dén la:
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- Content Service Switch CSS 11000 cia Hang CISCO
- Intel NetStructure 7110, 7180 cia Hang Intel
- SonicWall SSI-R3 , SonicWall SSI-R6 cua Hang Sonic Wall

Hién nay & Viét Nam, thwong mai dién tit dang bat dau dwoc quan tam phat trién. Dai

véi cac ting dung trén Internet diing cho thwong mai dién tir néi riéng hodc ¢ yéu cau bao
mat dir liéu cao néi chung, viéc sir dung SSL la mot gidi phdp htru hiéu. Giai phdp nay cé
wu diém 16m 1a don gian va thuan tién. Tai dau cudi, cic trinh duyét WEB théng dung hién
nay (ctia hang Microsoft, Netscape...) déu da ho tro SSL. C4c nhi cung cip dich vu chi can
cai dat SSL & phia mdy chi. Véi cde tng dung ¢6 quy mo nhd (mike truy cap trong khodng
20-30 truy cap/gidy) c6 thé sir dung gidi phdp ding SSL cai truc tiép 1én mdy chi. Véi cic
trng dung c6 quy mé 16n hon cé thé sit dung cdc thiét bi SSL chuyén dung.
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