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PHUONG PHAP PHAN POAN KHI RA QUYET DINH

NHAM NANG CAO PO CHINH XAC TRONG LUQNG GIA
MUC DO AN NINH MANG

NCGUYEN THIEN LUAN, TRAN HONG QUANG

Hoc vién Ky thudat Quéan su

Abstract. Security policies and other issues relating to human and property... are considered to
be the first priority phase in processing of network security assessment. Since this is a stage of
qualitativeness, it creates a large number of errors of which value quite depend on some certain
factors. This article will show how we can reduce qualitative errors in assesment process by using

fuzzy sets applications to improve network security assesment in decision.

Tém tdt. Xem xét chinh séch an ninh, van dé con ngudi, tAl sén,...cla hé thdng 13 bude dau tién
trong qué trinh lwong gid mitc do an ninh hé thong mang méy tinh. Pay 1a giai doan cé tinh chat
dinh tinh, vi vay thurong ton tai sai s6 rat 16n va gid tri clia ching phu thuée vao nhiéu yéu t6 khac
nhau. Trong bai bdo nay, ching t6i dua ra phuong phap phan doan trong qué trinh ddnh gid va ra
quyét dinh nham gidm sai s6 cé tinh chat dinh tinh, tir 46 nang cao d6 chinh x4c trong lwong gid

mtc do an ninh cia hé théng mang may tinh.

1. TIEU CHUKN AN NINH ISO 17799

Hién nay, @& ddm bdo hoat dong ciia hé théng théng tin, cdc don vi va to chitc thwong
4p dung cic tiéu chuan an ninh thong tin ([1-3]). Céng tdc danh gid hé thong theo cic tiéu
chuan nay thwong dwdi hinh thitc trac nghiém kiém tra hoac chat van nham muc dich sau:
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Hinh 1. Nhirng n6i dung trong ISO 17799
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- Thu thap thong tin vé hé thong.

- Phan tich, danh gia.

- Lwong gid két qua.

- Tong hop béo cdo.

Trong [4-5] trinh bay noi dung kiém tra hé thong theo tiéu chuan ISO 17799:2000 va ISO
17799:2005. Tiéu chuan ISO 17799 tién hanh ddnh gid trén 10 noi dung chinh (Hinh 1) bang
phwong phédp tiép can tir trén xuong (Hinh 2).
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Hinh 2. Céach tiép can cdc noi dung trong ISO 17799

2. PHUONG PHAP LUQNG GIA HIEN NAY

Bdng 1. Bang lwong gid theo phwong phap hién nay

Tra loi Luong gia
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0. R.

C6 thé danh gia va kiém tra mitc d6 an ninh cia hé thong duwdi nhitu noéi dung va hinh
thitc khac nhau ([5-10]), phu thuéc vao tiéu chuan ma ching ta can 4p dung. Phuwong phap
lwong gia ([1-3]) dang duwoc timg dung cho tiéu chuan ISO vé vdn dé an ninh hé théng. Trong
céc phuwong phdp nay, céc tieu chuan, néi dung sé duwoc dwa ra duéi hinh thite cau hdi yéu
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cau tra 1oi dang C6 - Khong - Y kién khéac (Bang 1).

Sau khi thu thap toan b noi dung ban danh gid phit hop véi tiéu chuan can 4p dung la
giai doan phan tich, tong hop, nhan xét d€ dwa ra két qua lwong gid. Nhuw vay:

- Qué trinh danh gid dwoc thue hién sau qué trinh thu thap thong tin, chat van, kiém tra
hé théng. Ngudi danh gid sé tién hanh danh gid dua trén ngon ngir twr nhién vi vay két qua
lwong gid chita dung thong tin mo.

- Két qud lwong gid thu duoc sau khi dinh lwong nhitng néi dung da duwoc xem xét, do
bién do danh gid cho mét tiéu chuan thuwomg rat 16m lam cho két qua lwong gid c6 do sai s
cao.

- Qué trinh téng hop noéi dung tién téi cho két qua tong thé cling gy ra nhirng sai s6 chi
quan.

Yéu cau dat ra:

- Phuong phap phai han ché nhirng sai s6 chi quan.

- Qué trinh tong hop phai khach quan, dong thoi chi ra ngudng cia sai s6 ton tai trong
quyét dinh.

3. MO HINH LUQNG GIA TONG QUAT

Theo mot s6 moé hinh va phwong phdp ([4,5,8-10]) dang dwoc sit dung trong thuc té,
ching ta c¢6 thé tong quat moé hinh lwong gid nhw sau: PE lwong gid mot tieu chuan, thong
thwong tiéu chuan sé dwoc phan tach thanh céc noi dung nhd hon cé tinh chi dé véi muc
tiéu phan tich tiéu chuan trén tirng néi dung sau dé téng hop céc két qua dé dwra ra két luan
cudi cing. Hinh 3 va 4 minh hoa qué trinh lwrong gia dang dwoc st dung phd bién va mot s6
quy wéc trong thiét lap tham sé cho bai toan lwong gia.

> G |——> R [ —>
Phan | —> O |——>| R |—> Tbng
0. )| e — op || &
—=> | 0, [——>| R, | >
Hinh 3. Qué trinh luong gia
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Hinh 4. Qué trinh dwa ra két qua lwong gia trong tirng noi dung

Trong dé:

Q. Tiéu chuan danh giad (dwoc phan tach thanh céc noi dung Q;(1 < i < m));
Q;: Noi dung thit 7 can lwong gid (1 <@ < m);

R;: Két qua lugng gid Q;(R;) dwgc tong hop tir 745);

R,: Két qud lwong gid hé thong (tong hop tir R;) theo tiéu chuan Q;
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¢ij: Tiéu chuén j trong noi dung i(1 <7 < m;1 < j < ny);
rij: Két qué luong gid ¢;.

4. Y TUONG PHUONG PHAP LUQNG GIA TREN TAP MO

+ MObi noéi dung va tiéu chuan déu cé dic diém thé hién mitc dd quan trong va anh hwdng
clia ching t6i toan bo qué trinh lwong gid, vi vay qua trinh phan tdch noi dung @, thanh
Qi(1 < i <m) v Q; thanh ¢;;(1 <i <m;1 < j < ny) sé duge danh trong s6 nham xdc dinh
rd mitc quan trong trong tirng tiéu chuan va noéi dung.

+ DE tranh sét hién twong ngudi danh gid phai dwa ra két qua lwong gid trén mot bién
do6 16n cia tiéu chuan lam cho qué trinh lwong gid c¢é sai s6 1én, thue hién lrong gid sé dwoc
lam min bang phirong phap phan doan danh gid thanh nhieu mitc dé dap tng khac nhau cia
hé thong, dong thoi, 4p dung phwong phép lrong gid cho cac mitc do chia véi ham phi hop.

+ Khi tién hanh lwrong gia, néu nhirng quyét dinh cia ngudi lwong gid thay van chwa du
do chinh xdc, ho cé thé dwa ra sai s6 trong quyét dinh. Gié tri sai s6 nay sé dwoc phuwong
phép dieu chinh vio gid tri lrong gid that cia hé théng dé dwa ra quyét dinh cudi cling.

+ Téng hop két qua c¢é dua ra sw chénh léch giita cic két qua lwong gid nham tim sw dot
bién trong quyét dinh gitra cdc thanh vién trong nhém thue hién lwong gia.

Nhwr vay, moéi danh gid trén tirng tiéu chuan, trwée tién nguwoi ddnh gid can xac dinh
khoang gi4 tri mitc do ddp rng cia hé théng trén tiéu chuan dé, tiép theo la xdc dinh gid tri
chinh xéc cla tiéu chuan dat duwoc trong mirc Ao dap wng hién tai. Néu ta coi mot tiéu chuan
c6 mirc do dap ung la p, thi viéc xdc dinh gid tri lwong gia tiéu chuan tai mic do ddp tng
dé iy, chinh la xem xét mike do phu thudce cia p vao tiéu chuan dang ddnh gid trong toan bo
hé thong. Nhu vay moéi khi ra mot quyét dinh lwong gid cho méot tiéu chuan, ngudi danh gid
phai xdc dinh mot vecto tap mo (Muc 5.1.4).

Deé trién khai nhitng ¥ trén, ta tién hanh xem xét mot s6 van dé ve 1y thuyét tap meo, do
twong tu gitra cic tap mo.

5. MOT SO VAN PE TREN TAP MO

5.1. Ly thuyét tap mod

Tap m& A trong tap v tru X dwoc xdc dinh béi tap hop cap gid tri A = {(pa(z),z) :
x € X}, trong dé pyg : X — [0, 1] 13 ham thudc cia tap mo A va ching dwoc sit dung dé do
mitc d6 phu thuodc « € X trong tap mo A.

Ta quy wéc nhur sau:

(ha(@), @) < (pa(e)/@);
(i, 6): gid tri p c6 sai 86 1a £0.

5.2. D6 tuong tu gitra cac tap mo’

Trong [13] da tién hanh tong két, cong bé mot s6 cong thirc do do twong tw gitra céc tap
mo, trong cong thire (1) cia [13] da trinh bay d6 do S(U, V) nhu sau:

U= <<0407 mO)y (Oﬂy .%‘1), ceey (Oém xn)):

V= ((Bo, %0), (B1, 21), vy (Bpy ),
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véi U va Vo la hai tap mo. Ta ¢6
n

S(U, V)= las — Bil.

i=0
Pé phlt hop hon trong dénh gid két qua bang phwong phap dwoc néu ra trong bai bio,
tdc gid thue hién hiéu chinh do do nhu sau S(U, V) = > L(w;)|a; — 34|, trong d6 x; € P va
i=0

ham L(x;) dwoce md ta trong Muc 6.1.2.

6. PHUONG PHAP LUQNG GIA DU'A TREN TAP MO

6.1. Lwong gia trén tap mo
6.1.1. Xdc dinh trong sé

bé x4c dinh mitc d6 quan trong cia néi dung va tiéu chuan khi lrong gid, ching ta tién
hanh khéong ché diem t6i da va trong s6 cho tirng muc cu theé

+ ¢;;(1 <i<myl < j < ny) b trong s6 wy; ( i wy; = 1).
j=1
+ Qi(1 <i < m) cé trong s6 la diem t6i da W;(1 <i < m).
+ Q4 c6 thang diém la W, (W, = Y W;).
i=1
6.1.2. Mic do ddp ing
Bdng 2. Minh hoa véi P = [0, 45,99, 100]

Mirc d§ dap vrng

L(p.
Tu Pén (p‘)

P2, =0 0% 0% L(p0)=0
p,=45| 1% | 45% | L(p)=045
p,=99| 46% | 99% |L(p,)=0.99
P, =100 [ 100% | 100% | L(p;)=1

Khi tién hanh danh gi4, lwong gid, nguwdi danh gid sé xac dinh thang chia mitc do dap
rng trong tirng noéi dung kiém tra, sau dé lwong gid cu thé trong tirng mikc do. Deé thue hién,
chiing ta chia qué trinh ddnh gid ra cac khoang khéc tir 0% dén ddp ting 100%.

P= [p07p17p27 vy Ps—1,Ps — 100]7

thda man diéu kién:
+p; € NO<i<s;8>0);
+po <p1 <p2 <...<ps1 < Ps;
+ Gid tri p; € N(0 < i < s) thé hién mirc do dap ting tir (p;_1 + 1)% dén p;%;
+ po = 0, ps = 100;

+ L(p;) : P — [0, 1]: ham lwong gid cho mitc A6 ddp tng p;, v6i L(p;) = Pi

100°

6.1.3. Diéu chinh gid tri lwong gid
Quyét dinh lwong gid tai mic do dap ung p; sé la mot cap gid tri (i, ), gid tri cua
5(0 < 8 < L(p;)) sé dnh hudng t6i gid tri ham L(p;), stt dung ham diéu chinh lwong gid sau:
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E(p:) = E(pi{p, 6))
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{

L(pi)

if w=0,5,
L(p;) — 6 if pn<0,5.

Ching ta cé thé ap dung thang diém khdc nhau, twong tng véi moi thang diém va diém

lwong gid cho tirng tiéu chuan trong noéi dung sé xac dinh gié tri 4 twong ng sao cho p € [0, 1].

Bang luwong gia theo phuwong phap phéan doan

Xay dung bang lrong gid, véi moi danh gid trén tlirng tiéu chuan, triede tién ngudi danh

gia can xac dinh khodng gia tri mitc A6 dép ttng cia hé théng trén tiéu chuan dé, tiép theo

N ’ . e . 2 ’ N ~) z ~ ’ ’ N .
14 x4c dinh gid tri chinh xé4c cia tiéu chuan dat dwoc trong mirc A6 ddp tng hién tai. Néu ta

coi mot tiéu chuan c¢6 mitc d6 dap ng 14 nhd hon hay bang p, thi viéc xéc dinh gia tri lrong

gi4 tiéu chuan tai mic dé dép tng dé 1p(0 < pl) chinh la xem xét mitc d6 phu thuéce cia p

vao tiéu chuan dang danh gia trong toan bé hé thong, day chinh 14 tap md chiing ta cin xac

. ~ X . N ™
dinh trén moi tiéu chuan.

4 ’ N A7 N A
Bdng 3. Bang luong gid cac tiéu chuan va noi dung

Noi [Trong| Tiéu [Trong Mirc d§ dap ung Luong gia e i
dung| s0 | chuan | so Do D Ds  |Tiéu chuin|Noi dung
w,
N ! </u11.09511.0> <ﬂ11.13511.1> <,U|1,sa511,s> <”11,511>
am v | (RS
ql"‘ WInl <luln1.0’5lnl.0> <Au1n1.1’51n1.1> <Au1n1.s’51nl.s> <rin1 ’51n1>
(R.6)
dm Wit <lum1.0’5m1.0> <,le“,5m“> <Ium1.s’5ml.s> <rml’5m1>
o, | w, < R, 5m>
G mn Wm"m <ﬂmﬂm-0’5mnm<0> <lumnm.l ’5mnm.l> <'umnm.s’ 5mnm4s> rmnm > 6mnm
Bdng 4. Bang lwong gid sau khi diéu chinh sai s
Piéu chinh theo sai sb Luogng gia
Noi [Trongl Tiéu Trong s6 Két qua|
dung| s6 | chudn ; Tiéu A
& E(po) E(pl) E(ps) chuén NOi dung
qy Wi Hio Hipa Hys i
0, /4 R
qlnl Wlnl lulnl.O lu"lnl.l lulnl.s rinl
R,
i | Wm Huto Hapa Koy -
qmnm Wmnm lumnm.O :umnm.l :umnm.s rm"m
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Nhu vay, v6i moi két qud lwong gid w5, sé twong tng véi tap mo (wijk, pr) chi ra
tai mic do dap tng pr thi tieu chuan q;; cua noi dung Q; ¢6 gia tri 1a k. bé dénh
gid toan dién vé tiéu chuan nay ching ta can xéc dinh mét vecto tdp mo dang thirc sau
((tij.0, o), (tij.as p1), ooy (ijusy Ps))-

6.2. Lwong gia hé théng

., N A7
+ Lwong gia tieu chuan
S

Zw"jk X E(prlthij i, 0ij.k)))

k=0
i — s )
Z Mij.k
k=0
sai 80 s
> (i x L(p))
k=0
03 = 5
> Lipx)
k=0
+ Lwong gi4d noi dung R; = W; x ( i (rij wij)); sai 86 0; = Z 0ij X wj.
Jj=1 =1
m > (0 x Wy) o > 2(d x W)
+ Két qua lwong gid hé thong R, = Z R;; sai 86 0, = =2 — = =1 W
i=1 > Wi *
=1

6.3. Kiém tra tinh dét bién trong luwong gia

Khi hé théng cé nhiéu ngudi tham gia vao qua trinh lrong gid, méi thanh vién déu cé thé
dwa ra quyét dinh theo nhan dinh chi quan cia ban than. Nham tranh giy ra hién twong
khéc nhau qué 1én trong cling mot tiéu chuan va nodi dung khi danh gid, ching ta phai tién
hanh kiém tra tinh dot bién, két qua thu dwoc cé thé dwoc sit dung dé tién hanh ra quyét
dinh chinh x4c hon déi véi hé thong. Véi m noi dung lwong gid, ching ta xdc dinh tép cdc
vecto tdp md trén tirng tiéu chuan nhuw sau:

<<M11.07p0>7 (:ull.lypl)y seey (Mll.sy ps)>7 ceey ((anm.mPO): (anm.lypl)y ceey (anm.syps»-

. A oA . X . e I
Thuc hién biéu dien lai cac chi s6 ta cé

(11, coey @ Ly ooos Ty Tonngy ] = |E1, T2, o.vy T

= [Ml.ky H2s. ks «oey /’Lnk] — [Mll.k; [ERS) Mlnl.ky cooy Hml.ky «ooy anmk]y
qk - ((,uk.prO)? (:uk.lypl)y ey (,uk.syps»y

m
véin= > n;1<i<n;0<k<s.
i=1
Nhu vay véi moi mot bang danh gid ching ta sé c6 mot ma tran céc tap mo twong timg



384 NGUYEN THIEN LUAN, TRAN HONG QUANG

(t1.0,00)  (H1.,01) o (M1.5:Ds) q
(H2.0.p0) (H2.1,01) oo (l25,0s) | _ | @2
(Mn.07p0> (Mn.ly]gl) (,un.syps) qn

bay 1a tap mo st dung khi lwong gia hé thong cida mot thanh vién trong nhém lwong gia,
nhw vay néu hé thong ¢é t thanh vién, ching ta sé ¢é cdc tip mo trong Bang 5.

Bdng 5. Tap hop céc tap mo cia nhém lwong gid

Thanh Tiéu chuan Tiéu chuan
vién qn n
T T T T -1 T T T
1 q1 — ((:ul.O?pO)? (:ul.hpl): ) (Ml.s? pS)) qn — ((Mn.07p0)7 (Mn.17p1>7 ) (Mn.s7p5>>
t g = (Wl po)s (U] 15 p1)s s (W 5 25)) | o | Ty = (10, P0)s (115 21)s o5 (5, P5))

Bdng 6. Ma tran kiém tra tinh dot bién cia thanh vién 1

Thanh vién ol 92 On
2 S@.q) | S@.3) | .. | S@,.7)
3 S, 7)) | S(@a. @) | - | S T)
t S(q.7) | S(@3. @) | - | S T)

Khi can thuc hién kiém tra tinh dot bién trong két qua cia mot thanh vién véi nhém, st
dung cong thite do do tinh twong tu gitra cdc tap mo (Muc 5.2), ching ta xdc dinh dwoc mot
ma tran ¢6 ¢t — 1 hang va ns cot.

Thire hién kiém tra cac gid tri trong bang véi mot ngudng xdc dinh do chénh léch cho
phép, tir d6 tim ra nhirng két qua lwong gid ¢é tinh dot bién trén tirng tiéu chuan.

6.4. Vi du minh hoa

+ S6 lwong nodi dung can danh gid m = 2;
+ Thang diém st dung W, = 10;
+ Thang chia mitc do dép tng P = [0, 50, 99, 100].

Noi [Trong| Tiéu [Trong Mic dg dép img Luong gid Két qua
dung| so |chuan| so P, =0| p,=50 | p,=99 | p,=100 | Tiéu chuin | Noi dung
2 [(0.7,0) [{0.5,0. 5,0.
o 4 11 | 02 {(0.7,0) [(0.5,0.03) (0.5,0.03) (253,002
G> | 0.8 (0.6,0.05)[(0.4,0.01) (0.69,0.02)
(5.29,0.01)
q, | 06 (o,3,o,o4) (0.96,0.04)
Q| 6 [92] 03 (0.9,0.01)[(0.7,0.01)|(0.6,0.02) [(0.79,0.01)|(2.76,0.01)
9y | 0.1 (0.6,0) (0.5,0)

7. KET LUAN

+ Phwong phap da thé hién dwoc qud trinh tw duy ctia ngudi danh gid tir khi thu thap
thong tin dén khi ra quyét dinh lwong gi.




PHUONG PHAP PHAN DOAN KHI RA QUYET BPINH NHAM NANG CAO PO CHINH XAC... 385

+ Vé&i moi quyét dinh lwong gid, thwe chat chinh 1 qué trinh ngudi ddnh gid quyét dinh
quan hé gitra mitc dé ddp tng cia hé thong véi tieu chuan dang danh gid. Dong thoi ciing
nhan xét vé quyét dinh cia ban than thong qua gia tri sai so6.

+ Viéc lra chon cédc méc danh gid trong phan loai mirc do ddp ing cé thé rat linh hoat,
phu thudc vao tirng hé théng cu thé. Twong tng véi cdc mbe phan loai, ching ta cé thé chon
moét ham lwong gid twong ng, ham nay thé hién gid tri t6i da cé thé nhan dwoc khi hoan
thanh day di méc danh gid. Pay cling 13 yéu t6 thé hién tinh mém déo, rat phu hop trong
lvong gia tap mo.

+ Phwong phép tro gitip cho ngudi ra quyét dinh ddnh gid dwoc mite do chinh xéc cia
cong tac lwong gid dwa vao viéc xem xét gia tri sai s6 trong tirng cong doan danh gia.

+ Khi can ki€m tra tinh chinh xéc cia mot quyét dinh, ching ta cé thé thuc hién kiém
tra mirc do dot bién trong két qua v&i nhitng quyét dinh khic. Pay cing 14 mot tinh chat
thé hién qué trinh nhan xét, ra quyét dinh khi phai két nhap tir nhiéu nguon tin.

+ Dé két qua duoc chinh xdc va phit hop, doi hdi gid tri céc trong s6 phai phu hop, diéu
nay cé thé thue hién dwoc thong qua viée hiéu chinh trén céc tap dir lieu mau da dwoc danh
gia.
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