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CO CHE MAY HOC CHAN DOAN VIRUS MAY TiNH
HOANG KIEM!, TRUONG MINH NHAT QUANG?2

Y Trwdong Pai hoc Cong nghé Thong tin, DHQG TP.HCM
2 Trung tam Pao tao Dai hoc Tai chitc Can Tho

Abstract. When computer virus wide spreads in the world nowadays, anti-virus needs to improve
their identifying methods to enhance the performance. In this paper, we introduce a new method
to diagnose computer virus. First, we analyse the characteristics of viral data type to define virus
classes through object-oriented methods. Second, we study the machine learnning mechanism for each
virus class. Finally, we apply these learning forms to a data processing stage of a machine learning
anti-virus expert system. The experimentation results show that the machine learning approach
is suitable for anti-virus to identify the computer virus. This approach also gives a new aspect of
anti-virus technology.

Tém tat. Trong boi cdnh cdc hé thdng may tinh thwdng xuyén bi virus tdn cong, cdc hé phong
chéng virus may tinh can cdi tién phirong phdp nhan dang va tang cwdomg hiéu qua chan doan. Trong
bai viét nay ching toi gidi thiéu phirong phdp méi dé chan doén virus may tinh. Dau tién, virus
may tinh dwge dinh nghia hiréng déi twong theo diic trung dir lieu. Ké tiép, xay dung cdc mo hinh
hoc thich hgp cho tirng 16p virus. Cudi cling, 4p dung cdc bai todn hoc vio giai doan xir 1y cia mot
hé phong chéng virus may tinh hwéng tiép can may hoc va hé chuyén gia. Két qua thirc nghiém cho
thay phuong phdp nay thich hgp cho bai todn nhin dang virus méy tinh, mé ra huéng nghién ctru
mai trong cong nghé anti-virus ngay nay.

1. GIOT THIEU

Internet 1a moi truwong thuan lgi cho virus méy tinh lay lan trén dién rong. Mac du céc
hé phong chong virus (AV, Anti-virus software) khong ngirng cap nhat va phét trién, céc heé
théng mdy tinh van thwong xuyén bi virus xam nhap, ddnh cap va pha hiy di licu. Do dé
can nghién ctru cai tién co ché nhan dang virus may tinh, bdo vé an toan dir liéu cho céc hé
thong cong nghé thong tin (CNTT). Khdc véi cde phwong phdp da biét, ching toi gidi quyét
bai todn nhan dang virus mdy tinh theo huéng tiép can mdy hoc. Pau tién ching to6i dinh
nghia huéng doi twong 5 16p virus co ban A, B, C, D va E dua vao dic trung dir liéu cia
ching. Sau dé6 xay dung cac bai toan hoc cho cac 16p virus dya vao cac ky thuat hoc quy
nap, hoc chi dan, hoc vet, hoc twong tir va hoc tinh huéng. Dé danh gia tiép can, ching toi
tich hop 5 bai toan hoc vao hé phong chéng virus mdy tinh hwdng tiép can mdy hoc va hé
chuyén gia MAV (Machine Learning Approach to Anti-virus Expert System). Két qua thuec
nghiém cho thdy hé nhan dang chinh xac cdc virus da cap nhat va du dodn trén 91% bién thé

virus mai.



CO CHE MAY HOC CHAN POAN VIRUS MAY TiNH 33

2. TONG QUAN

2.1. Khai niém vé virus may tinh

Virus may tinh (computer virus, trong bai nay goi tat 14 virus) la loai chwong trinh may
dwoc thiét ké dé thire hién cac chi thi ciia né sau chirong trinh khac [1]. Bf mat sao chép ban
than né vao cdc hé thong may tinh, virus lay tir may nay sang mdy khac, lam suy giam nang
lirc hoat dong hé thong va xam pham dir licu nguoi dung. Theo Bordera [2], virus méy tinh
1a: “bat ctt chi thi, thong tin, dit licu hodc chwong trinh lam suy gidm tinh hoan thién cia
tai nguyén mdy tinh, lam vé hiéu, gdy nguy hiém hodc phd hiy, hodc ghép bdn thin né vio
tai nguyén ciia mdy tinh khdc va thi hanh khi chwong trinh mdy tinh thi hanh”.

Ching t6i phan loai virus dua vao dac trung di liéu theo 5 1ép nhur sau:

- Lép A (stand Alone program): cac loai sau trinh c¢é dinh dang ttng dung doc lap.

- Lép B (Boot record): cdc loai virus 1ay vao mau tin khdi dong hé thong.

- Lép C (asCii text): céc loai virus, sau trinh ¢ ma nguon dang script.

- Lép D (Document): céc loai macro virus lay vao tw liéu Microsoft Office.

- Lép E (Executable): cac loai virus lay vao céc tap tin thi hanh.
2.2. Téng quan vé bai todn nhan dang va du bio virus may tinh

Nhan dang virus mdy tinh 1a qud trinh tim kiém cdc moé td dic trung virus trong thw vién
mau trén tap chan doan [3]. Nam 1995, Lo va cong su [4] giéi thiéu phirong phép loc ma doc
dwa vao phan tich dac trung va thuoc tinh. Phirong phap nay cé wu diém la don gidan nhung
kha ning dir bdo virus méi con han ché. Nam 1996, IBM dé xudt phwong phap thong ké dé
trich chon chu6i nhan dang tu dong [5]. Do dau ra chi 1a cdc chudi ma trich chon nén chira
dir bdo dwoc ddi twong c¢6 phai 14 ma doc hay khong. Nam 1998, Spafford gi¢i thiéu phwong
phép phan tich qua trinh lay lan cia sau trinh Internet trén co s& dir lieu (CSDL) ma thye
thi, cach lay va vi trf cdc mit mang bi tdn cong dé dir bdo céc tinh hudng twong tw trén céc
nit khac [6]. Phwong phap nay chay cham, chi phi cao, dé qud tai khi m& rong danh sdch
cdc mit mang va sau trinh. Nam 2000, IBM st dung mo6 hinh mang tri tué nhan tao ANN
(Artificial Neural Networks) phan 16p cdc mau tin khéi dong (MTKD). Két qua nhan dang
duogce 80-85% céc virus la véi sai s6 duwdi 1% trén cdc mau dwong [7]. Tuy nhién khi ép dung
ANN cho céc doi twong thi hanh Win32, céc chuyén gia IBM cing chwra dwa ra durge minh
chimg thuyét phuc nao cho hwéng nghién citu nay [8]. Nam 2001, G. Matthew va cong su
cong bo két qua nhan dang ma doc Win32 bang ky thuat hoc quy nap Find-S (dat 87.35%)
va phén 16p Nave Bayes (dat 96.7%) [9]. Tuy nhién do cic thuat todn chuan héa dit liéu phitc
tap, can dén 1 GB b nhé cho 4266 mau thir (3265 ma doc va 1001 ing dung) nhung hoat
dong kém hiéu qua trén cdc doi twong chira dwoc phan 16p nén phwrong phap nay cé han ché
vé mat thue tién.

3. CO CHE MAY HOC CHAN DOAN VIRUS MAY TINH

3.1. Té chitc co s& tri thirc

M4y hoc (machine learning) 1a 1y thuyét xay dung céc hé chuwong trinh ty khdm phd tri
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thitc bang céc cau tric dit liéu va thuat gidi dac biét, giip phan tich, xi Iy, trich chon, chi
tiét héa dir liéu va ho tro quyét dinh lién quan dén kinh nghiém cia con ngudi. Mot s6 ky
thuat hoc c6 thé sinh luat chuyén gia, thich hop cho cic trirong hop can tham khao ¥ kién
chuyén gia trong cdc linh virc cu thé va chuyén sau [10]. Nguyén liéu danh cho céc hé hoc
l& co s& tri thite (CSTT, knowledge base), chira cdce s kién mo ta dir liéu va céc luat nhan
dang.

Trong tiép can may hoc, tri thitc virus chita thong tin vé loai virus can xir 1y, cdc mo ta
hanh vi ctia virus trén déi twong, cdc luat nhan dang va dang thitc dir lidu ma virus nham
vao. MAV str dung mo hinh 16p (class) chita céc virus ¢é ciing dic trung dir lieu. Moi 1ép
virus tirong tng véi mot 16p dir liéu chan dodn [11] dwge dinh nghia hwéng déi twgng nhuw &
Hinh 1.

Péi twong: Dinh danh virus Péi twong: Tén 16p di lieu

Thudc tinh: Tap thuc}q tinh/hanh vi co sé& Thudc tinh: Tap dinh dang cla l6p

Phworng thirc: Tap diéu tri, hwéng xa ly Phwong thirc: Phép trich chon di liéu
Hinh la. Biéu dién tri thirc virus Hinh 1b. Biéu dién cac 16p dit liéu

Dang tri thitc thit hai dwoc mo ta trong CSTT 1a tap luat nhan dang. MAV sit dung mot
thw vién mo ta dac trung virus dwdi dang tap céc vector Vi = {v1, v, ..., vk} va &p dung phép
truy van cic vecto v; trong tap dir liéu S theo cdc luat dan xuat dang: R : plAp2A...Ap, — q,
trong dé p; dic trung cho tap thudc tinh virus, ¢ 14 két luan cia qud trinh suy dién.

3.2. Phan hoach bai todn chdn doan virus mdy tinh

Dura vao dic trung nhan dang cia céc 16p dir liéu, bai todn chan dodn virus mdy tinh
duge phan thanh cdc bai todn con, sit dung cdc ky thuat hoc tir don gidn dén phitc tap nhw
sau:

- Bai toan 1: chan doén 16p C (asCii text files) theo co ché hoc vet.

- Bai todn 2: chan doén 16p D (Document files) theo co ché hoc twong tr.

- Bai todn 3: chan dodn 16p B (Boot record) theo co ché hoc chi dan.

(Executable files) theo co ché hoc tinh hudng.
(

stand Alone program) theo co ché hoc quy nap.
Mobi bai todn st dung co s& dir liéu (CSDL) virus mau dic thu twong ing cia 16p:

S ={54,58,5c,Sp, Sk}

- Bai toan 4: chan doan 16p F
- Bai todn 5: chan doan 16p A

v6i Sa, Sp, Sc, Sp va Sg 1a CSDL virus mau cia cdc 16p; aObject, bObject, cObject, dObject
va eObject 1a céc diém dir liéu trong khong gian chan doan ctia moi bai toan, theo thit tir d6.
3.3. Cac bai todn chin doin virus may tinh
3.8.1. Bai todn 1: chdn dodn 16p virus C-class
Virus 16p C lay nhiém bang céch cheén hodc tao méi cau lénh script vao déi tirong. Goi:
T = {a;, cli = 32,...,127; c € N} la déi twong chan doan.
V ={bj, m|i =32,...,127; n € N} la ddi twong lay nhiém (virus).
trong dé a; 1a tap ky tu cia T, ¢ 1a kich thuée (s6 ky tw) cia T, b; 1a tap ky tu cia virus
V, m 13 kich thuée cia V va N 13 tap s6 nguyén dwong. T nhiém virus V' khi va chi khi
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VCT.

Goi S¢ = {V4, Va,...,V,} 1a CSDL 16p C. U’ng véi moi doi tirong chan doan T, xac dinh:
e Truomg hop 1: T D V;Vi = 1..n, két luan T nhiém virus V; (tc A T =Ty U V):

- Xéc dinh Ty = Cp(V;) = T\V;VCr(V;) 1a phan bu cia V; trong T

- Loai b6 virus: V; « {¢}.

e Truong hop 2: T = V;Vi = 1..n, két luan doi twong T 14 sau trinh V;. Do sau trinh khong
c6 vat chu (Tp = {¢}) nén thuc hién V; — {¢}.

Ban chét cia bai todn chan doan C-class 1a hoc vet. Tri thitc virus dwoe chuyén gia cung
cap dudi dang <<Mau dir lieu, Khang dinh virus>>. Thuat gidi don gidn, c6 do phitc tap
O(n) ty 1& v6i kich thude dir lieu va s6 mau virus c¢6 trong S¢. Tuy nhién thuat todn khong
dwa ra khang dinh dwong khi ¢6 virus méi. Do virus text ¢ tap lénh han ché va it phé bién
nén hoc vet 1a lira chon pht hop trong giai doan hién nay. Trong twong lai khi lwong virus
text du lém, c¢6 thé thay bang cdc mo hinh hoc dira xdc sudt trén dir liéu van ban nhir Nave
Bayes.

3.8.2. Bai todn 2: chdan dodn l6p virus D-class

D — class 14 16p céc virus macro stt dung tap ma lénh VBA (Visual Basic Application) dé
lay nhiém trén moi truomg MSOffice [12]. Khéc véi cdc macro thong thuwomg thi hanh nho
lénh Run, cc virus macro tu thi hanh bang céc thi tuc trigger (nhw AutoExec). Chi cé céc
tw liéu nao st dung macro méi ¢é nguy co chira virus macro (Hinh 2).

Trong mo6 hinh hoc khdm phé tirong dong, cic ham R nhan dang c6 dang:
(Xi = VZ) VANRRAN (Xk = Vk)

trong d6 moi X 1a cde bién, V; 1a cdc gid tri 6 thé c6 cia cac bién nay, cac phép tuyén cia
nhirng gid tri ¢6 thé c6, hodc tap cia nhitng gid tri nay.

Mot ham R ¢6 tri TRUE déi véi doi tirong chan dodn dObject khi céc gid tri clia cac
bién cia dObject 1a mot trong nhimg ham dé. Ngoai ra, ham tra veé tri FALSE. Trong khong
gian chan dodn N doi twong, khi ham R nhan dang nhiéu hon mot déi twong, tap con cia
céc gid tri ma né nhan dang goi la dwgc nhan dang bdi R. Nguoc lai, cho mot tap con céc
ddi tirong, ta c6 thé tao mot ham nhan dang dirge phat sinh bdi tap con nay bang cach 1y
phép tuyén céc gia tri clia cc bién ctia ching [13].

Trong khong gian SD, hé sé xay dung cdc ham R cho moi ddi twrong dObject. Néu R nhan
dang dwgc Vj (twong tmg véi niit 14 7 Virus macro”), két luan dObject nhiém virus da biét:

R: (X1 =true) A (Xo = true) A (X3 = true) A (X4 = true) A (Xy4i = true) Vi = 1..n.

Nguroc lai, ¢é thé két luan dObject nhiém mot loai virus macro méi.

Hinh 3a va 3b mo ta cdc luat nhan dang virus macro cii va mai theo co ché hoc twong
tir. Bai todn chan dodn D — class c6 thé nhan dang dén 98% cac macro la (2% that bai do
password cua ngudi dung). Tuy nhién ky thuat nay khong phét hién duge cdce virus chen gitra
cac macro tr tao. Hudng gidi quyét 1a thiét 1ap bo tinh chinh luat dwéi dang tuy chon diéu
khién trang thai cdc ménh dé “dObject khong cé macro tu tao” va “Dong ¥ xéa macro.”
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Tuw liéu Office

X, = Tw lieu MSOffice (True/False)
X, = C6 macro (True/False)
X, = Macro tw chay (True/False)
X, = Nhiém virus macro (True/False)
X5 = Virus macro 1 (True/False)
Xg = Virus macro 2 (True/False)

()

Hinh 2. Phan loai tw liéu MSOffice va cac ham R nhan dang virus macro

Luat 1: IF dObject 1a tu liéu MSOffice Luiat 3: IF dObject 13 nguy hiém
AND  dObject c6 macro AND  khong c6 macro tu tao
AND  macro thudc loai tur chay THEN dObject nhiém virus méi
THEN dObject 14 nguy hiém Luit 4: IF dObject nhidm virus M[i]
Luét 2: IF dObject 1a nguy hiém OR dObject nhidm virus méi
AND  macro c6 tén 1a M[i] AND  ddng y x6a macro
THEN dObject nhiém virus M[i] THEN Loai trir macro cua dObject
Hinh 3a. Ludt nhdn dang virus macro Hinh 3b. Ludt nhan dang virus macro moi

3.8.3. Bai todn 3: chan dodn l6p virus B-class

Lép B chira céc boot virus lay vao cdc MTKD trén sector dau tién cia to chitc dia. Bai
toan chan doan B — class dwoc giai quyét theo huréng phan tich hanh vi [14] nhu sau:
e T4 chitc 2 CSDL chita cdc boot virus da biét va cdic MTKD sach phd bién ctia cic HDH.
e Cung cép 2 tap mién (domain theory) dinh nghia hanh vi cia boot virus va MTKD sach.
Vi du:

Bootvirus «— GetMemSize, DecMemSize, SetMemSize, SetMemVi, MovViCode

GetMemSize «— ReadMem, GetValue

DecMemSize < SetNewSize, WriteMem(...)

e TAi bObject vao khong gian tim kiém 1a mot cay nhi phan c¢é mit géc dic ta diém vao lénh.
Nhanh bié¢u dién céc lénh tuan tw. Niit con la cdc lénh ré hwéng va nhay. Niit 14 1a céc diém

dirng. Céc lénh lap xir Iy nhw 1énh tuén tu vao-ra trén cay con cuc bo (Hinh 4).
e Ap dung thuat gidi tim kiém, thu thap cdc hanh vi cda bObject vao danh séch téc vu:

- Néu danh sdch phan d4nh day di cdc mo ta cia tap mién thir nhat, thong bao tinh trang
nhiém virus cia bObject, xir Iy bénh, bdo cdo két qua, két thic qud trinh.

- Néu danh sdch phan dnh cdc mo ta cia tap mién thit hai, két luan bObject an toan.

- Ngoai ra, bObject c6 tinh trang bat thwomg (virus méi, sector hdng, dinh dang la...).
e K&t thiic qua trinh, cip nhat thong tin ddi tirgng vao CSDL twong tng.

So véi mo6 hinh mang noron [7], chan dodn boot virus theo co ché hoc chi dan cé toc do
nhanh (twong dwong thoi gian khdi dong dia mém trong) va chinh xéc hon (nhan dang 96%
boot virus la) [15]. Tuy nhién phirong phap nay cé nhwoe diém 14 phirc tap trong cai dat [16].
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o

Hinh 4. Cay chi thi nhi phan tim kiém

3.8.4. Bai todn 4: chan dodn 16p virus E-class

Lép E — class chita cdce loai virus ghép ma vao tap thi hanh [17]. MAV gidi quyét bai
todn nay bang mo6 hinh AMKBD (Association Model of Knowledge Base and Database) [18].
Str dung CSDL (chira thong tin ddi twong chan doan) va CSTT (chira tap luat nhan dang
virus), co ché suy luan chan doén virus 16p E nhw sau:

- Déi véi tap dit liéu la, kiém tra bénh cii, ghi nhan thong tin vao CSDL “ho so bénh an”.

- Khi da cé thong tin, thirong xuyén gidm sit cong dong ve mit “vé sinh dich té”.

- Khi ¢6 c4 thé la xudt hién, kiém tra doi twong dé han ché viéc nhiém bénh tir bén ngoai.

- Khi ¢é dich virus, chi can kiém tra tirng cé thé xem cé mac bénh méi hay khong.

- Khi phét hién bénh méi, phuc hoi tinh trang cho ca thé tir CSDL ho so bénh én.

Dé bdo vé hé thong trong thoi gian thire, MAV sir dung co ché da tac tir (multi-agent
mechanism) véi hai tdc tir. Téc tir Canh phong (Autoprotect Agent) chay thwomg trire & mike
nen sau (background) nham dén bat céc tinh huéng phét sinh trén ddi twrgng. Téc tir Duyeét
quét (Scanning Agent) chay & mitc nén trude (foreground) c¢é nhiém vu duyét tap dur liéu.
C4 hai téc tir sir dung chung dong co suy dién, lién lac nhau theo co ché truyén thong diép
[19]. 4.3.34. Trong dieu kién Iy twdng, phirong phép nay cé thé phéat hién dén 99% file virus
la. Tuy nhién khi AMKBD canh bdo, hé sé gay bdi rdi cho nguwdi dung it kinh nghiém.
3.3.5. Bai todn 5: chdn dodn lop virus A-class

Lép A — class chita cdc trojan horse/sau trinh nhw germs, dropper, injector, rootkit,
intruder, zombie... Nhan dang ma doc (malware) 14 van dé mé cia cdc anti-virus hién nay
[20]. Nhiém vu cta bai todn la kiém tra ddi twong M cé phai la ma doc hay khong. Néu
khong, hé phai du bdo M ¢6 kha nang thudc nhém virus nao khong, ty 16 ma doc 1a bao nhiéu.

Goi wRate € (0, 1] la ty 16 ma doc ctia M; X € [0, 1] 1a hang s6 nguwdng an toan cho trude.
bau tién, tach CSDL A thanh cdc nhém f theo trat tir cha-con trén cau tric dir lieu V — tree
[21]. Sau d6, 4p dung nguyén ly TF-IDF [22], biéu dién M dwéi dang vecto tin suat tir
F(M) st dung m6 hinh khong gian vecto, trong dé moéi thanh phan F(M,w) dic ta s6 lan
tir w xuat hién trong M. Tiép theo, biéu dién moi virus trong CSDL A dwéi dang vecto
tan sudt tir d; = (w;1, wiz, ..., Wiy), T0i d4nh xa cdc vecto nay vao ma tran 2 chieu tir - tai
lieu (word-document matrix). Moi hang ma tran twong tng véi bo dir liéu mau cia virus da
“tr héa” (to word), moéi cot tirong tmg véi mot tir duy nhat. Muc tiéu 1a xdc dinh trong sd
W (f,w) trong tirng tap f dé tinh d6 dong dang dir liéu (similarity measure) ctia M véi céc
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tap f theo cong thirc:
>, F(M,w)W(fw)

o weM
SIM (M, f) = min( GZMF(M’w)’ GEM W(f,w))

Céc dai lwrong dung tinh todn SIM dwoc dinh nghia trong Bang 1.
Sau khi chon dwgce f (¢6 SIM caonhit), tinh ty 1é ma doc cia M so vGi cdc mau trong f:
wRate; (M, v;) = FF(v;, w) Yv; 1a mau thit ¢ trong tap f.

Bdng 1. Céc dai lwong tinh toédn theo nguyén ly TD-IDF

stt Tén goi Thuat ngir Y nghia Ky hiéu/Céng thirc
2 £ A . 1A A4 hia 5 o " . __F f;w)
Tan suat phan |Fractional |Sé6 lan xuat hi¢n cua tir w trong tap fchia cho | FF(f,w)= -
1 2 X4z ZF (f>w')
doan frequency |tong so tur c6 trong f =
2 A Ao A A a - 5 . FF(f,w)
2 |Tin suatty  |TeM Ty s6 cua tin suit phan doan i tir wtrong | 777( £, w) = >w)
frequency [nhém fva so lan tir w xuat hién trong A FF(A4,w)
sz ... [Document |Thwong cia sé nhom fco tir w xut hién it nhat DF(w)
3 |Tan suat tai liu PO o )
frequency |1 lan va tong s6 cac nhém f
. . TE(f,w)
4 : P w(f, -
4 |Trong sé Weight Trong sé cua tir fsw) DE(w)?

Cudi cung, chon mau c6 wRatei 1én nhat. Néu:
- wRate = 1, két luan M 14 ma doc.
- wRate > \, du bdo M chita (wRate x 100)% ma doc.

4. KET QUA THU'C NGHIEM

4.1. Thir nghiém tdc do thuc thi cia MAV

Ciing v&i MAV, cdc AV thir nghiem gom Norton Anti-virus (NAV), Kaspersky Lab (KL)
va Grisoft Anti-virus (AVG). Téap dur liu X ¢6 36178 tap tin. Cach thue hién nhw sau:

- Po thoi gian trung binh cia cdc VirusFix (chi quét mot virus) ciia moi AV,

- Po thoi gian chay trung binh ciia méi AV hoan chinh (c6 s6 virus xéac dinh).

- Tinh t6c do quét trung binh ciia méi AV trong diéu kién chuan (PKC).

D6i v4i moi anti-virus thit nghiém, goi:

- V. 1a s6 mau tin trong CSDL virus.

- Tp 1a thoi gian (giday) quét toan bo tap X trong trwong hop Ve = 1.

- T 1a thoi gian (giay) quét toan bo tap X trong truomg hop V. > 1.

- Ty 1a thoi gian trung binh (gidy) chan doan mot virus trén tap X : Ty = T/V,.

- Ty la thoi gian trung binh (gidy) chan dodn mot mau tin trong CSDL: Ty = (T —
To)/ (Ve — 1)

- V. 14 s6 mau tin trong CSDL virus & DKC.

- C¢ 1a dung lrgng (KB) dir liéu trong DKC.

- T, 14 thoi gian (gidy) chan dodn trong PKC: T, = T + (V. — V..) x Tb.

- S, 1a toc do (KB/giay) do dwoc trong PKC: S, = C,/T..

DKC cho V, = 2.000; C, = 10.000.000 KB. Két qua thirc nghiém trong Bang 2 va Hinh 5.
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Bdng 2. Két qua thit nghiém téc do cdc AV trong diéu kién chuan

Anti-virus | To(s) | Th (s) | T2 (s) | T (s) Te (s) | Se (KB/s)
MAV 195 | 0.498 | 0.1987 324 592.245 16884.9
NAV 196 | 0.699 | 0.5748 | 1095 | 1345.038 7434.734
AVG 337 | 3.897 | 2.6259 | 1025 | 5586.188 1790.129
KL 390 | 5.918 | 2.7704 728 | 5928.041 1686.898
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Hinh 5. So sanh toc Ao cdc AV thir nghiém trong diéu kién chuan
4.2. Thir nghiém hiéu qua nhin dang virus cia MAV
Trong thir nghiém nay, cdc AV tham gia gom NAV, VirusScan (McAfee) va Bit Defender.
Khong gian quan sat gom 35178 tép dit litu va 1000 mau virus. Két qua MAV va BitDef
phat hién 957 va 959 virus, NAV va Scan 1a 907 va 906 virus (Bang 3). Do du bédo cia cac
AV 1a ty s6 cia s6 canh bdo véi hiéu cia s6 virus thir nghiém va s phédt hién chinh xéc:
Proactivedetection = Proaction/(Viruses — Detections)

Bdng 3. Két qua thir nghiém hiéu qua nhan dang cia cdc anti-virus

AV S6 virus | Phién bdn | Cdnh bdo | Chinh xdc | Bd s6t | Du bdo | D6 du bdo (%)
NAV 72020 9.05.15 907 889 93 18 16.22
Scan N/A 4.0.4682 906 877 94 29 23.57
BitDef 253993 7.05450 959 925 41 34 45.33
MAV 890 N/A 957 483 43 474 91.68

Bdng 4. Hiéu qua dur bdo virus la ciia MAV phu thudc vao hé s6 A

A Dy | Tylé Nham | Ty lé nhdm | A | Dy | Ty lé Nham | Ty 1é nham
% | bdo | du bdo (%) (%) % | bdo | du bdo (%) (%)

100 | 474 | 91.68 0 0 89 | 495 | 95.74 1 0.003

98 476 | 92.07 0 0 87 | 496 | 95.94 2 0.006

96 480 | 92.84 0 0 84 | 496 | 95.94 6 0.017

95 482 | 93.23 0 0 81 | 496 | 95.94 9 0.025

93 488 | 94.39 0 0 79 | 497 | 96.13 10 0.028

90 495 | 95.74 0 0 75 | 497 | 96.13 13 0.036

Khi gidm A, do durr bédo cia MAV t6t hon nhung ciing tang i ro phat hién nham (Bang
4). Két qua thir nghiém cho thay véi CSDL khiém tén, MAV van cé thé phat hién s6 virus
twong dwong véi cdc phan mém cé s6 virus cap nhat nhiéu hon véi ty 1é dir bdo virus méi
trén 91%. Khi A = 0,9, ty 1é nay 1a 95,74%, MAV sé dat hiéu qua dir bdo virus la tot nhat.
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5. KET LUAN VA HUGONG PHAT TRIEN

Nhan dinh ban chat hoat dong cia anti-virus va virus méy tinh 13 cudc dau tri gitra céc
chuyén gia anti-virus va hacker, chiing t6i van dung cdc nguyén ly co ban cia khoa hoc tri
tué nhan tao dé xay dung mot hé phong chéng virus may tinh hwéng tiép can mdy hoc. Ap
dung chién thuat “chia dé tri”, bai todn nhan dang virus méy tinh dwroc gidi quyét tirng phan
bang céc bai todn hoc tir don gian dén phitc tap. Trong moi bai todn, cdc mo hinh hoc dwroc
lira chon phit hop véi dic diém va tinh hinh lay nhiém & thé giéi thire. K&t qua thire nghiém
chimg to tiép can méy hoc kha thich hop cho bai todn nhan dang virus mdy tinh.

Sap téi, chiing toi sé ap dung 1y thuyét mo dé cai thién do dur bdo bang cach hoc cic gid
tri tich liy cia hang s6 A. Tir nhing két qud bwdéce dau nay, chiing toi sé tiép tuc nghién ciru
cac gidi phap ké thira tri thitc tir cac hé anti-virus khéc, hwémng dén muc tiéu phét trien MAV
thanh hé tich hop tri thitc chuyén gia trong linh virc nhan dang thong minh virus may tinh.
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